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Abstract: Recently, the side channel keeps the attention
researchers in theory of pairing, since, severnadies have been
done in this subject and all they have the aimrideoto attack the
cryptosystems of Identification Based Encryption (JBthich are
integrated into Smart Cards (more than 80% of tlogetosystems
are based on a pairing). The great success andetharkable
development of the cryptography IBE in the recerdargeand the

¢franklin is based on what is called pairing; theref

attacking this latter using a DPA can attack thieeste in
global. According to our knowledge, there is nadgtin the
literature of the DPA attack that has applied dieand
directly against the IBE cryptosystems, all thed&s have
limited their search on the attack of pairing. @oal in this

direct connection of this success to the abilityesfistance against work is to project the DPA attack to the IBC crygtaphy

any kind of attack, especially the DPA (Differehti®ower

Analysis) and DFA (Differential Fault Analysis) atks, leave us to
browse saying all the studies of the DPA and DRAcks applied
to a pairing and we have observed that they havgreat effect to
attack the cryptosystems of IBE. That is what wd waéle in this
paper. In this work we will illuminate the effect the DPA attack
on a cryptosystems of IBE and we would see on whatl lwe can
arrive. Thus in the case where this attack caruémfite on those
cryptosystems, we can present an appropriate cemgasures to
resist such attack. In the other part, we will alsmpose a
convenient counter-measure to defend against thfe dfack when
the embedding degree is even.

that is built into the Smart card.

In order to succeed the DPA attack against therggitwo
cases can be offered, secret is in the first argtiroé the
pairing or in its second argument. Following theditional
methods [8] [9], when we make the secret in thet fir
argument, this makes a natural counter-measurestgiie
DPA attack. N. El Mrabet et al in [10] make to adf this
idea, more, the authors in [10] proposed a methalitceed
the DPA attack and this when it is the positiorthe secret,
in the first argument or in the second argument.
Unfortunately, the study [10] is not effective; well talk

Keywords: Pairing, Miller, Smart Cards, Side Channels, DPAabout its limit in section 3.3.

Attack, DFA Attack, IBE, IBC, Counter-measure.

1. Introduction

The Identification Based Encryption: IBE is an
proposed by Adi Shamir in 1984 [1] as a conceptwaadad
to wait until 2001 at which Boneh-Franklin [2] a@dcks [3]
have materialized and applied with success the eginof

Shamir. With the birth of those two new arts, saler

companies have begun work with IBE instead of Fblic
Key Infrastructure; we may cite the two famous canips:
Voltage security and NoreTech. This usage has gbigh
for the first time in the World in 2 November 20@de
integration of IBE cryptosystems in a Smart Card
Gemplus International. Which opens the door tdkiaitls of
attacks of side channel applied to the cryptosysterhlBE
programming in a Smart Card,
(Differential Power Analysis) attack, the DFA: Dafential
Fault Analysis is also a powerful attack. The scheof
Cocks is ineffective since it transforms bit by hitd it is
shown that for an equivalent security of 128-bits meed a
time 13 times larger than the standard X.509 of,Rillong
as the scheme of Boneh and Franklin is known asghtbie
most famous and the most used, since, this schecowers
more than 900 of the sites of Google. All the

cryptosystems of IBE which are based on the Rando,

Oracle [2] [4] or not i.e on the Standard Model [6] [7]
have the same schedule as [2]. The scheme of Borth

idea

especially the DP

other

Our first contribution in this paper is to give ewapproach
to succeed a DPA attack against the pairing; othatkcan
be applied when it is the position of the seciiedt Afrgument
or second argument. To see the efficiency of ouhotewe
will compare it with that of N. El Mrabet et al vehi is

purely practical (more it make to default the redagd [3]

[9]), and this following the number of traces. dddition to
this, we will traduce our proposition in IBC: Idéittation

Based Cryptography (IBE is a kind of IBC). Thisfds the

first time is introduced, as all the study of th@M attack
restricts their search on the pairing.

In order to defend the DPA attack against the pgjrthere
are three counter-measures: the counter-measurd.Sf
Coron [11]; that’ of D. Page and F. Vercauterend8tl the
one of C. Whelan and M. Scott [9]. As a secondriioution

Xf this paper we first study the rigidity of thoseunter-

measures, more we will give new ones to defendDRé&
attack.

In other part, the DFA attack is another kind afeschannel
it relates the ability to investigate cipher andrast key by
generating faults in a scheme. The faults are aftersed by
changing the voltages tampering, applying radiatiod so
forth.

The traditional study of the DFA attack appliedat@airing
are introduced by D. Page and F. Vercauten whoqsex a
fAult attack against the algorithm of Duursma aee,LN. El
Mrabet [12] improve their method in order to satife
algorithm of Miller and so the pairing, but his dyuoperate
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only when the embedding degree k is equal to 4.thé&ir
turn D. Yunqi et al [13] generalize [12] to the eashen the
embedding degree k is even. Our third contributiehind
this work is to give a convenient counter-measgarest the
attack of D. Yunqi et al.

The organization of the lecture is as follows sFwe give in
section 2 some basics concepts of everything wenead in
our study; the traditional study and the princigdlthe DPA
attack will be given in section 3; in section 4 gxpose our
proposition for a DPA attack, in 4.1 we will givena
appropriate method to succeed the DPA attack agéies
pairing, in 4.2 we will include the projection dig¢ DPA
attack in the cryptosystem of IBE, and even oros¢hof
IBC; in 4.3 we will give a convenient counter-meas in
order to resist against the DPA attack applied fma@ing;
section 5 expose a convenient approach to blockDiha&
attack when the embedding degree is even, as lssfa@mwe
will terminate with a conclusion.

2. SomeBasics

2.1 Introduction to Identification Based Encryption

An Identification Based Encryption (IBE) is a publkey
system where the public key can be an arbitraiggstsuch
as an email address. The corresponding privatec&eyonly
be generated by a central authority, called Privaty
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2.21 Explicit formula of pairing

Let's: r be an integer prime with the charactecisti F,
K=Fk a field that contains all roots of unity of order

P € E(K)[r] ,Q € E(K) two points; @ and I two divisors of
degree 0 with disjoint support and finallyp, , fo, two
functions with: divfp, ) = rDp, div(fDQ)= rDq

Tate Pairing:
The Tate pairing is an application:

t, : E(K)[r] x E(K)/TE(K) ——> K*(K*" (1)
Such that:
t(P.,Q) =fp, (Do) modulo (K*f (2)
But to have an exact formula we will have:

t(P.Q)= (fpp (Do) @ /7 (3)

Weil Pairing:
The Weil pairing is defined as follows:
& E[MxE[——> n(4
(1 is all the I roots of unity)
Where:
fp, (Dp)
e(P,Q) =2~ (5

po (DQ)

Algorithm of Miller:
The calculation of the pairing is not effective ilrthe

Generator (PKG). The PKG uses a master key to issyention of the algorithm of Miller in 1986 [17]the

private keys following identities request.
Unlike a conventional public key infrastructure (PKIBE

algorithm was developed in 2004 [18]).
The formula of pairing includes the rational fuoctif, and to

eliminates the need for a public key distributiorcaiculate it, Miller use the following iterative thed:

infrastructure. There is essentially no need fatifteates
and store individual public keys. The IBE guarargeeoff
line encryption, more, the public key are small

comparison with PKI. Thus, IBE systems are consiolgy
easier and so less costly to implement.

Since the proposition of the scheme of Boneh arahiin
[2] to the challenge of Shamir, various Identity sBd
Encryption based on the pairing, have been propoked
2003,

by

Sakai and Kasahara (prove of security in [4]

We define the following divisors Ofor an extra definition
we send the interested to [19]):

D;=i[P +R] +i[R] + [iP ]+ [O] (6)

By the same we can write:

Drisrz= (n+ 1) [P + R] + (& + R)[R] + [(r1 + )P] + [O] (7)
Then:

Dr1+r2= Dr1 + Drz + div (Luap, 2g/div(V(r1+12)) (8)

proposed an IBE scheme in the model random oragle; \We can so extract the following iteration:

2004 Boneh and Boyen [5] proposed yet in the model

selective ID two scheme BB1 and BB2, the BB1 cao al
operate with random oracle; in 2005 and 2006 redapbe
Waters [6] and then Gentry [7] proposed a schemethe
model standard. Those entire schemes are basedeon
pairing.

2.2 General vision in the pairing

The pairing are proposed by the mathematician \&ed
Tate in front of XX-th century, since 1993, they arsed in
cryptography with a negative role according to tattack
[14][15], they are converted to have a constructioke in
2000 with the tripartite protocol proposed by J¢u&] and
the proposal of Boneh and Franklin [2] in 2001. Pladgring
is a bilinear map, which take two points on anpélli curve
and provides an element of the multiplicative grafim-th
roots of unit. It has three fundamental propriet@#inear,
Alternative and Non-degenerate.

Among the pairing we cite: Weil, Tate, Eta, Ate, i$t&d
Ate, (the two last are a variant of Tate), but iygptographic
implementations we often encounter widely the tirst.f

Lrlp,rZPQ

ey +r) (Q) = fry)(Dg) X fir,y (Dg) X 9)

The algorithm of Miller is just based on (9)
t

Viry+r2)PQ

Algorithm of Miller (P, Q, r)

Input: r=(r,...rp)(binary representation),
Pe G,(e E(R)) and
Q€ Gy E€ (Fyr )
Output: frp (Q) € Gs (€ F i) :
T <— P
fl <1
fz < 1
Fori=n-1toOdo
T<— [2]T
i< £°x1(Q)
L is a tangent line to the curve in T.
fi <— {xvl(Q)
v, is the vertical to the curve in [2]T.
If =1 then
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b < £°x1L(Q)
} is the line which pass from (PT).
b= £ xw(@Q)
y is a vertical line which pass from the point
P+T.
End If
End For
Return fy/ f,

2.3 Basic scheme of Boneh and Franklin
IBE was proposed by Adi Shamir in 1984 [1] as aisoh to
the problem of the revocation of the public key ahé
requirement of the certificate in PKI. In IBE (Id#ication-
Based Encryption) the public key can be represeatdn
arbitrary string such as an email address. Itsesponding
private key is generated by a Private Key Gener@®#G)
who authenticates users according to their corredipg
identities.
This idea was proposed by A. Shamir only as cono&pd
we will wait until 2001 at which D. Boneh and M. riin
[2] propose an elegant scheme in the model Randanl©
using the pairing. In the following we remember thesic
scheme of Boneh and Franklin, we send the intetdst¢he
original paper [2] for a more detalils.
To encrypt a message ¥{0,1}", choose a numbere Z,
and the public parameters:

<dq, G,G, e, n, P, Rp=5P, @, H,> (see [2] for a more
details).
The message is encrypted as follows:
C=<rP,M+H(d)>=<U,V>
With g = e(Q, P € G*

To decrypt this message using the private key
dp = sQp € Gy,

Calculate: V+H(e(dp, U)) =M
Note that:

e(do, U) = e(s@, rP) = e(@, PJ' = e(Qo, Foud' = go" (10)

24 Smart Card
We can reference the idea of a Smart Card to the 1@47
at which an Engineer British noticed that under ¢ffect of
a large current, a Bakelite substrate volatilizesviersibly by
creating an effect on its memory, hence the idemmdrtable
memory. The concept of the Smart Card was inveintede
year 1974 by Roland Moreno. But the Smart Card nlbes
exist publicly until 1983, since then it begin te Beveloped

by decreasing the number of its remaining unit an

increasing the number of its bits (32 bits in 200%) have a
common physical characteristics of Smart Cardrsg¥SO
(International Organization for Standardizationyéebeen
proposed and they are carrying from 1987. Two typks
Smart Cards: Memory cards and Microprocessor calds,
known as asynchronous cards. In the cryptographyaree
interested only in this latter because it is oftesed for
computer security and cryptography, as it focuses
coprocessor
cryptographic: multiplication, etc. DES encryption.
Unfortunately, Smart Cards can simply brittle agaiworm
attack like the one given in [20], against sidercie like
differential power analysis, timing attacks, faaftalysis, etc.
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3. Background Information on the DPA
Attack

3.1 Introduction

Differential Power Analysis (DPA) is a powerful tedque
which allows recovering secret data that is mamifaa in
the interior of a Smart Card or any circuit (hargkdof PC)
by monitoring power signals.

The DPA is based on statistical methods (the aeerag
distance, the Pearson coefficient, maximum likedihoetc).

In general, DPA make a statistical study from nplgti
curves.

There are several types of DPA, the most powersul i
HODPA (High Order DPA), as it uses a statisticalthmods
on the correlation of several input parameters and
measurement results.

The DPA attack was planned in 1975 by Roland Moréno
theory research study is given by P. C. Kochedaffe, and
B. Junin 1999 [21].

Most electronic circuits today (especially thoseaathip) are
based on CMOS technology. In this technology ttaest
change causes a door charge or a discharge edécifithe
transistors that are considered as capacity C. gindor a
change of state of one bit from 0 to 1, a chargstased in
the capacity and this amount to the fact that tiggacity is
connected to VDD. For the converse (1-0) the capaci
discharges, the state transitions of bit O to @ tw 1 does not
contribute to the variable global of the electriciatuit.

3.2 Theoretical principle of the DPA Attack
In this study the DPA attack that interests ushat aapplied
to a pairing (in all this study we note the pairimge), hence,
for the attack to have a sense, we consider thhtthe input
of the pairing e are: P public parameter and Rstwet that
we seeks. To perform the attack we associate athgpis
about the value of a bit of R, and we give sevdifiérent
entries of our choice to the known parameter P.eRegully
running the algorithm to compute the pairing ie Ibfilwith
these entries chosen and we memorize the tracegriant
T11,T12,--, T1m (500< m < 1000 as it was specified in [22]).
DPA make assumptions about the secret (hypothdsisyb
bit), it determines the correct hypothesis of teerst and to
determine this latter, we make the following anilys
For a clear analysis of the data, we assemble thert
traces T; into two sets depending on the value of bit b
running in Miller (the calculation of the pairing€based on
the algorithm of Miller) named the bit target. Wreemh form
two sets Fand T;:

1j € To| Miller (P, R) [b] = 0, we changejRccording to
our choice
Ty € T4| Miller (P, R) [b] =1 (11)
For each hypothesis, jvand M; are respectively the average
of the sets Jand T,.

_ IR (1 - Miller(R, R)D)). Toy
 n—3¥m,(1 - Miller(B, R)[b]) 4

Mo;
a

which contains many of the operations

X2 (Miller(P, R)[b]). Ty
ne m. (1 — Miller(B, R)[b])

We then calculate the difference between theseatwoages:

(13)
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Mpa = M1 - Mo (14)
If the hypothesis is not correct, the bit b is ddaahe actual
bit with probability% for each P So the trace of current

caused by transitions of different types ([0-1] gheD]) can
be found in a same sety®r T,). Therefore, it is likely that
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8 bits, because, it developed the compute of tka tuits
(160-bits).

But this problem can be solved by simulating agiréor a
wanted security.

Another weak weakness in [10], is that we canncebthe
success of the DPA attack on a circuit that semes

the two averages and M are equal and that the curve ofsuccess; we would so make to attack the softwatlkeowi

DPA is flat and close to zero.

On the other hand, if the hypothesis is corred, kit b is
equal to the actual bit with a probability of 1.erafore the
traces of current caused by transitions of the sgp® ([0-1]
or [1-0]) will meet in a same set {br T;) and therefore a
strong peak amplitude will be displayed.

3.3 Traditional study of the attack DPA applied to the
pairing

The early studies of DPA attack applied to a pgirare
started from 2006. The first study is that of Dg@and F.
Vercauteren [8], they exploited a study applied the
Duursma-Lee algorithm, but it is not effective asis
restricted only on the algorithm of Duursma-Lee andhe
supersingular curve, it does not touch and developDPA
globally. C. Whelan and M. Scott [9] brought a studore
global, it can be applied either on Tate, Ate, Biace, they
focused their study in the arithmetic operationscWhare
developed within the algorithm of Miller: Multiplation (the
Shift and XOR method), Root square reduction. Tdmes
idea was used by Tae Hyun Kim et al [23] in whibley
concentrate only on Eta pairing.

All these studies are theoretical. A more practgtaty was
proposed by Nadia El Mrabet et al in 2009 [10] aredhad
not met any similarly practical study applied tgairing.
More it put in default the two studies [8] [9].

According to N. El Mrabet et al instead of use Hfidler to
attack pairing, it suffices only to use the equatdd the line
I, developed for example in coordinate Jacobean.atfaek
can be applied to other coordinates: Affine, Pribjec more
to Edward, but it is preferable to use the Jacobaecording
to [24] in which the authors prove that those cowtk are
more suitable to accelerate the calculate of pairithe
calculate of f in algorithm of Miller can omit-see algorithm
of Miller in section 2.2).

To validate the DPA attack practically against #thgorithm
of Miller, the authors in [10] has implemented acuit in
which they evaluate the equation of the lipe |

(I(Xq: Yo) = ZaZ’yq-2Y*~ (3%’ - aZ)) (Z%q - X)) (15)
in Miller algorithm. The authors divide the circuit three

steps. So, to succeed the DPA attack [10] it saffecattack
firstly Z from step (2) R=Z? x Xg and then determine X from

rebuild a helpful hardware! A circuit similar toathproposed
in [10] can speed up the calculation in the SmatdCbut
because of the threat of the DPA attack we camtegrate it
in smart wearing secrets. We must so find waydttazlk the
cards that have a hardware standard, do not fargdttat 1D

card (specialize for cryptography) can have a Qaldr

construction.

In the following proposition we will take into aoaat all

those weaknesses.

4. Dynamic and Convenient Study For an
attack DPA

4.1 Proposition of a convenient DPA Attack against the
pairing

As we have pointed out, the study [10] makes iradkfoth
[8] and [9]. In [9] make the secret in the firstrpmeter of
the pairing is a cons-measure, like [10], we wildka to
default this idea.

To succeed the DPA attack against the pairing whgch
based on the algorithm of Miller, we will treat ttweo cases:
secret is in the first argument®(tase) and in the second
argument (¥ case).

1% case: The compute of the algorithm of Miller’s is based
on the order r of the first argument, we proposattack this
order and after calculate the inverse r’ of thiAttacking
this order allows us to attack the point in sedrcthe IBE
cryptosystems (that's we will see later). The rodtho
attack the order r is as follow:

To attack r (see the algorithm of Miller in secti@r?), we
can use the SPA (Simple Power Attack), but sinége @asy
to find a cons measure against the SPA (SPA is stimo
ineffective today), we propose so to use the DPA.

In Miller's algorithm there are two different steps step
which calculates the doubling and another calcudatging,
following the binary representation of r. If x O (r is the
binary representation of r in step i) Miller calatd the
doubling and if r= 1, the addition operation is liveliness to
be calculate in the algorithm of Miller. So if weoudd
distingue the kind of a step (adding or doublind)ich is
run, we could then determine the type of the I§@ or 1) in
the step in question. To do this, we propose tzllthe
algorithm of Miller for example in the step doulgin

step (3) (R=Z” x X, - X). Once the two coordinate X and ZWe suppose for example that=r 1 where iris the binary

are determined it shall be easy to attack the neimgi
coordinate Y from the equation of the elliptic cerv

This study is not practical for the following reaso

Firstly, the circuit is simulating to architectuoé 8 bits and
for a level of security of 160 bits, the authorsgmse to just
divide the architecture in 8 bits, but, this is troie. Because
we are not in the case of DES, since the DES iglelivto

Ssox (Ssoxz + ---+ Soxs) connected by XOR, we can attack

each oy in last step (in the 16-th round) which is encegpt
on 6 bits and do the research exhaust on the réamganbits

representation of r (see algorithm 2.2)
1. If f(Q)-(Q)=0putTinT,

Where f is the function computed by our self by the
algorithm of Miller in the step doubling, without
using Miller algorithm which we search to attack it
secret. We note that Q is known.
Until g is the function we can initially turn byeh
algorithm of Miller (which contain the secret) imet
step doubling.

2. If f(Q)-g(Q)=1put TiinT

(56-48 = 8). As to,lit is not possible to divide it in pieces of Calculate T %,- T;, whereT, andT, are the average of the

packet § and T, respectively.
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If the curve T represent one or lot of pick of comption so
r=1,ifnotf=0

In order to block the algorithm of Miller in theegt doubling
or adding suffices to know or at least to simutée number
of the clock cycles of doubling and that's of adgdirin
another way, we can simulate two points in an erpamt

card: £'argument and®argument. After, we can ask Miller

to show to us for example DOU and ADD when it firgs
from doubling and adding respectively. Even if, gwnt of
the first argument may be different from the pokRitin
search, but we can at least simulate the time dding and
doubling.

Using this method it will be easy for us to deterenthe kind
of each step, step by step using a DPA attackijragawith
step 1, 2, 3 and so forth.

2% case: We describe the attack considering that in thieca

we can have several methods to exploit it. For giejrto
attack the second parameter, we can consider tlosviiog:
In the algorithm of Miller we need the computatiohthe

line |; and that's of ywhich are respectively the tangent an

the vertical (line 10 and 12 in Miller's algorithege section
2.2). Those two lines have in their expressionseeosd
parameter correlate with that’s of the first argatria a form
simple; we can therefore use simpler expressionengm
them (especially the vertical) to conduct a DPAackt

To see the effectiveness of our method over thj1 @f we
keep the same parameters as it, the first paramweiter
therefore be in Jacobean coordinates, as thisris wseful
for the acceleration of the pairing [24], until teecond is
only in the Affine coordinate. The equation of thre I, will
have so the form:

l1(Xr, YR) = ZaZYr - 2Y7 - (3X? - aZ)(Z’xr - X) (16)
The coordinates (X, Y, Z) are for the point of thiest

parameter (point P public) that we change accorttngur
choice, so, playing on this choice we can obtairangood
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4.2 Trandation of our DPA attack tothe IBE and IBC

Firstly, we will treat the case where the secrahithe first
argument (case related to the order). Our propwsahis
sense does not affect directly the secret, but esee that
it is enough useful to attack the cryptosystemsBé and
IBC (ldentification Based Cryptography). We wiliit our
study to the cryptosystem of Boneh and Franklirct{se
2.3), the study is also valid for [4] [5] [6] [7hd others, we
just play on their syntax. Before exploiting thige can say
that operating the IBE cryptosystem in the Smard@es no
sense, as its password can be fairly cryptanalysithe
authentication phase (attack presented in [25]at'shwhy
Smart Card request (require) a secure channel batwe
sender and receiver, this is impractical.
For ongoing communication between the sender arelvwer
concerning a subject, the sender can reuse themscloé
Boneh and Franklin to encrypt the messages todbeiver,
always with the same parameters < g, &, e, n, P, Rp =
sP, @, H, >, the only thing thahe can changes is r which
change it for each message (in fact C =ciphiertexP,

e
c{I/I+H2(g’) > = <U,V >). Therefore to not recalculate it each

time, the sender just programs the function:

r % b: e(QD! PpUQr
He stores it in somewhere, and the best placedp keaway
the eyes of the opponents in order to reuse theulegions
by changing only r, is in the Smart Card. Sinceisit
imperative to access to this, which is impossible.
The only things left to an opponent are to use \&xtoside
channel attacks and mongarticularly a DPAattack. To
program (the sender},dhree opportunities are offered to us:
Use r in the first argument (g e(rQp,Puu), in the second
argument § = e(Qp,rPuw) Or in the exponent 'g=
e(QDaPpub)r-
This is for a communication, sender to receiverr Be
opposite (i.e receiver to sender), because of rclwtig
changing each time, it is possible that the recensed the
calculation of e(@,U) = e(s@, rP) and then to reuse it, he

results. Since, Z= 2YZ we execute always our algorithm ofstore it in a smart card.
Miller for Yp = 0. This allows us to eliminate the part thatWe will light up all the three case of ciphers ahdt's of

contains ¥ in I; which will have the form:
li(Xr.YR) = (@Z' - 3X%)(Z%r - X) (17)

We note that if we take alwaysp¥= 0, we can get more
points, so a good chance to succeed the DPA at&ioke,

decryption.

Begin with the first case of encryption.

In this case, the secret is placed in the firsuargnt and
therefore according to our method (paragraph 4.4)ffices
only to attack the order r of @ Attacking r and
familiarizing with the order of r@ of the point @), allows

we can fix £ and searching for gsuitable in the equation of us to attack r, as r=f§ r'.

the elliptic curve E: ¥= X* +aXZ' +bZ® (which is in the
projective coordinates, it can be calculated frém points
(G
chosen, we can obtain at most threecEnvenient from the
equation X +axZ' +bZ° = 0.

So, for each Zsuggested we may get<lnumber (%) < 3.
Applying the DPA attack as previously (section 3id)
Miller's algorithm by combining the points (X, 0,) Zas
points of the first argument that we changes eaub,twe
are interested only in; Iwhich have the form (17). This
allows us to extract bit by bitzx after it is simple to extract
yr from the equationdy= X’ + ax + b.

Following the coordinate used in the first argurmeemd those
of the second argument (Affine, Projective, Jacabea
Edward) we can exploit other methods.

ZY—P3) in the Affine coordinates). Like that, for each Z
P

In made r@, is not known but since Qis public, we can for
example calculate it using the following algorithm:

Algorithm to calculate kP

Input: a=m,B=0,C=@;
. a _ _ .
Ifaisevenac - -, B=B, C=2C;
If ais odd,
a <— a-l,B=B+C,C=C;
If a= 0, go to step 2.

End if
End if
End if
Output B
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the secret. Then, either we attagkvhich is the key secret,
To calculate r@ we can initialize with m=q, as using the same method df éase of encryption, or, attacking
Qp € Gy, this latter is cyclic with order gq. With Tg + aQ@ using the ¥ case of encryption and after
bQp (b < g is of our choice, we can choose it greafjalculating & +aQ -Tg (since & = bQs is public). But
we can accelerate the previous algorithm. Wattacking kga = e(Q.,Q:)*@™is hard, except that if we have
demand to the algorithm to profit t in the outputhe opportunity to get two cards, one that contains

when b@=0. So r@, = tb™. Kag = (S, TB + aQ)

2. We cannot attack r from Q rP or any another and the other contains gK= e(Ta+tbQa, ).
expression, as it is a discrete logarithm problem. This may be through a cooperation between two oppisn
3. The authority can give to the user gQas the one (Eve) have the opportunity to get a card tlwatains

Once ris attacked it will be simple to calculate:

sender Alice need it to calculate for exampleKas while the other (Cesar) can get the card thataiost
e(rQp, Py (to calculate the order of Q) Alice  Kga. SO Eve can access to s after she attack Q. using
need to know ). the method of the®icase of encryption, by the same method
Cesar carcalculate a+b after he has access to the order of

e(QD! |:)pub)r = d

Turning now to the second case of the encrypton i.

Ta + bQy = (a+b)QA.
So, the key: K = kdf(lg) = kdf(Kga) = kdf(e(Q., Qs)*®™)

e(Qp, "Pou). Our method of the second case allows us £An be extract easily, kdf is the key derivatiorfstie

attack directly rB,, so easily calculating e(QrPpus) = d. It

function (kdf may be a hash function ,:6, <—{0,1}*).

still to us now the % of the encryption i.e the case bound tol "® Same method can be applied to other protocols.

the exponent (g= €(Qp, Poub)")-

To calculate the exponentiation several methodseamsed,
we cite for example that's of string by Chain or\yndow,
both these methods are sensitive to the consumpttanks.
For example, with the first i.e by Chain a DPA ektds
effective to find the secret (the study of JeanaS&bn
Coron [11]) as that of Window; we just apply a SBtfack
(Pierre-Alain Fouque et al [26]). We cannot expléiose
methods, more, we cannot bring any proposal anther®
are several methods to exploit exponentiation, am lamit
only to give the appropriate counter-measures.

Going now to the decryption, in e(sQP) the secret door in

the first argument it is g, since, the second point rP is@"

As we have present the effect of a DPA attack oi& IB
cryptosystem’s (and IBC), we move now to know inaivh
level we can arrive by comparing our method witi®][1
which is purely practical. We compare our methodkenthe
secret in the first argument and in the secondraggi with
the study [10] which addresses only the first argmnmOur
comparison take into account only the numbers ades of
each method, we perform the comparison forgettivag we
must reusing the analysis by increasing the nurob&aces
obtained when a peak not desirable is display fiicgent
air). According to [22], the studies will almostceeed when
the secret correlate with a point public numbemieen 500
d 1000 for a multiplication and a number of 65 282°5°

public. Then the attack of e(sQrP) can be made with the for the subtraction.

same ways as*lcase of the encryption i.e attacking th
order r' of s@, and using ¢p we can determine sgp-r’,
but this is very dangerous, as s is the master key.

d-or our experiment (table 1) we accept 800°5” Zhoice for

the two studies [10] and our, also we accept thatttvo
points P (public) and R (secret) have the samer aid&60-

Attacking § may present a threat to the communicatioRits in the security.

Alice-Bob as it allows to calculate »fg), because His
public. This allows the opponent Eve to attack ofiehe
messages in the communication Alice-Bob, after cher
calculates M + Kg) + Hy(g)= M. So, she can follow the
communication Alice-Bob. Our adversary Eve in thase
has a near relation to Alice or to Bob, she maw belleague
or a client of work.

In reality, Smart Cards are used to hidden a sigaapr a
protocol of Key agreement protocol, since likelyn a

Tablel. Comparison between [10] and Our Study

authority can sign the private key of a sender tecgiver in
a Smart Card. We have examine all the signaturakaiS
Ohgishi- Kasahara’'s ID-based signature (IBS) [2Hess'’s
IBS [28], Cha-Cheon'’s IBS [29] Paterson’s IBS [20id we
note that it doesn’t give good result. The greatldbat we
imagine to attack a signature is to attack theeteey &

and because of the pattern formulas of [27] [28] [BO]

and the fact that the signatures can be reused tonee we
note that this is hard.

By contrast, the DPA can influence on the Key agreat,
because for example if we take the scheme of Chetiaks

Key Agreement [31], it is possible that an entitystdres a

key Kag = €(S,Tg +taQ) in a Smart Card. But, attacking at

the same time Sand Tz + a@ is hard, since when we
change one of the inputs to carry out an attack DRAost

Study [10] | nbtraces to | Nbyaes 1O | NDyaces tO
attack Zr attack Xg attack
l;=sum
One bit 2°5%traces | 2°x5x51 2°5(5+2x51)
traces traces
160 bits 2'%x52 2°x5x51 2'%x2065
traces traces traces
Our | nbyaes to attack 1% | nbyaes to attack 2%

argument (order r) argument (xg)

One | 2°5° traces 2°x5x51 traces
bit

160 | 2%x5° traces Ptx5x51 traces
bits

NbyacesiS the number of traces.
It is visible that:

216552 = 7165 x o5 << 3% x 2065
and that

2188 x 5 x 51 = 3%°x 2040 << ¥*° x 2065.
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4.3 Convenient Cons-measure

A cons-measure permits to resist against any atbhchde
channel, in particular an attack DPA.

The counters measures are divided in two typesdvene
and software, but in the sequel we are interestdyg m
software.

Several cons-measures have been proposed agalidiBAa
attack applied to a pairing, we include:

(VA € Fp*, (X, Y, Z) = 02X, A%Y, A Z) proposed by Coron
[11]; e([s]P.[r]Q) = e(P,J)such that sr = 1 mod(l), with | is
the order in the algorithm of Miller, this cons-rsaee is
introduce by Page and Vercauteren [8];

e(P,Q) = e(P,Q + R)e(P,Rproposed by Scott [9].
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cons-measure. Chooaeas an arbitrary number, so e(P,9)
e(P,Q¥"", we cannot extract r as we don’t knavand in the
preferable I (it is due to have an unknown I).

Another cons-measure that we can brings against an
exponentiation is to chooseandX such that. 1’ = 1, then
calculate &( P,Q)"" = e(P,Q). So, we cannot extract r as we
don’t known)’ and morel.

As concern our method, make the secret in the first
argument, or in the second argument, the cons-measu
e([s]P.[r]Q) = e(P,d) such that rs = 1 mod | can render the
service. In addition to the case make the secrehenfirst
argument, we propose the cons-measus® &}) to paralyze
the DPA attack. The is an invertible parameter that we add

We are going to make in default some of those confer example in the public parameters following them:

measures, begin with the first. This cons-measwre based
on the homogeneity saqX, A3Y, A Z) can play the same
role as (X, Y, Z), but this cons-measure is fragdece, if

we attack 12
the fact that:

;—f( xAZ=ctey —> X =ct&? (18)
Also:

2

;—ixAZ:ctQ —> Y=ctgxz ——>

Y = ctecte;Z® (19)
We replace in the equation

Y2 = X3+ aXZ' + bZ, X and Y with their expressions in
(18) and (19), which allow us to extract Z and teatract X
and Y using always (18) and (19).

By contrast, the cons-measure e([s]P,[r]Q) e®;9)
e(P,Q) can render the service, since, we providesuch that
sr = 1 mod | to mask P and Q. This cons-measuteiid,
because make the secret in P or Q and mask thist $Bcr
or s paralyzes the attack. Because, even if witaytack the
secret in which make in its expression one of thameters
s or r it still to us the second parameter in ttieoargument.
It is not possible to attack simultaneously a seoraltiply
by one of the parameters, and attack at the same the
second parameter in another argument. Since, ackathe
secret in one argument we must change the othenengt
and once we made that change we lose the secoachgtr.
We note that the proposal [9] to choose a randaand s
such that rs = 1 mod | can render the service tstme,
because, we shouldn't get the same r and s whelstared
in the card.

For the third measure we doubt in its efficacycsim

<q, G, Gy, e n P, Ry=5sP, @ oQp, H: > the
parameteo is invertible with an inverse’, it suffices only
to calculatee(oP, Q)°’ for decryption.

X, 23Y, A Z) we can attack (X, Y, Z) basing on Our method of the first argument consists to finel drder of

the secret to use it following the method that wavenh
mentioned in paragraph 4.1 (i.e that's of' tase of
encryption). For example in the scheme of Boneh and
Franklin, our secret is r in the expression g{f@,,) that

we can attack it by the method Jf dase of encryption. But

if we change this expression by &Qip, Pu), the only
things that we can attack is,rwe cannot attack anywhere r
as we don’t knove.

As concerned make the secret in the second argument
because of the fact that the cons-measure e(R2®P,R)

is very expensive for a Smart Card, more we daubits
efficiency, we propose so to use the cons-meagQeaP)

as e(P,Q+aP)=e(P,Q). Because, e(P,aP)=1, P il a

is a secret parameter chosen by the user.

5. Dynamic and Convenient Study to block an
DFA attack for any even Embedding Degree

5.1 Traditional proposals

In [8], D. Page and F. Vercauteren have proposdédubi
attack against the algorithm of Duursma and LeeeifTh
attack consists to disrupt the number of iteratiohghis
algorithm in coordinate Affine. In [12] N. El Mrabe
developed their idea in order to satisfies the rtigm of
Miller, her proposal requires to have two conse&utesults
in the step doubling or adding, which afgy (Q) and
fr+1p (Q), and then calculate the ratio

frr1,p (Q
=== (20
fr,p (Q)? (20)

e(P,Q) = e(P,Q +R)e(P,R)the secret is in its second
argument masked by R (the secret must be Q, bedfduse The attack relies on solving a system obtained by
P the cons-measure has no role) and we retrenanhakk by identification elements in the basis E)gk. Using Jacobian
the expression e(P,R) This expression has an inverse, andoordinates and k = 4, the author found a simplesy if
since the inverse consumes much electrically, we & r_ ,=0 and a little difficult ifr.,, = 1.

separate e(P,Q+R) from e(P,R), then we can afiegtky As weakness, the [8] is only valid to the algoritBaursma
Q+R, after attack R, so calculate Q+R-R = Q. and Lee in which figure the product:

Now, as we have presented the effectiveness fdr eams- .o ; 1 ;

measure, we'll discuss the effect of these coumteasures ITZ1[(—yp®.yo3".0(xp® +x¢3* + b)?). (xp* +

in our methods. xQ13i—1+b)2p—p2] (21)

We start by the exponentiation, any previously psgul

cons-measure in the literature does not resist His t SO when we get two results after an injection aftf&qy.,
operation. The two pairingfate and Weil, admit in their and Rn..., their relationship can be simplified to:

output a reduction modulo |, because the outpuiVeil 1 1 1

(the set of all I-th root of unitand that of Tate ié(j . So for

(—yp3i. yQ3i_1. (S(xp3i + %3 + b)?). (Xp3i +xg3?
2, _ A2
the tow pairing e(P,OF e(P,Q), using thisve can builda +b)%p—p” (22)
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It is obvious that solving this equation is notyeas we need
to calculate an" root, in addition to this weakness, fq
pairing in which remain an exponentiation (Tateg AEta,

Twisted Ate ...). To succeed the attack it recuimeversing

Advertisement 1: The modified algorithm of Millef
ris correct and it can take the same result as
traditional algorithm can complete after t
exponentiation final (Tate pairing and its variants

the
e

o — 1, so know the root in question where k is &cted
embedding degree. The problem was treated for3kk= 6
in [32] and [9] respectively, but for general degggethis pose
a great problem, so exponentiation is counted ihd9
convenient cons-measure against DFA attack appbed
pairing.

This problem does not arise for Nadia El Mrabet],[%&5
there are many methods in literature microelect®rhat
allow stopping the calculations before exponertrgtiread

I
Proof 1: r, € F,, after raising to a powef%l, the calculate

can be simplifies to the original calculation, as,
Pk_l _1
= 1. Since, &—) = x q’k(p)
f2 Yo =)= (<pk(p) )
(result of Koblitz and Menezes [33]) and as

p* — 1 = [Tk op(P) (23)

the intermediate result between the execution of thS0,¢:(p)= (p- (p(p)

algonthm of Miller and eXponent|at|On or cancdiet This result seems valid to a pa|r|ng in which f@ur
exponentiation step. exponentiation (Tate and its variants) and that|\Wannot
But, as it is said in [12] this attack presentsyottle case penefit. But, it is possible to raise it to a poveerd it is
when the embedding degree was equal to 4. More, theoved that this operation is also useful to redtie

authors found that the attack could not recoversémet in
the case whera,,; = 1. The attack proposed in [13
generalize that’s in [12] as it present an attaéDor any
even embedding degree and whep, = 1. In the sequel, we
propose an appropriate cons-measure against thattacks
[12] and [13].

5.2 Proposal cons-measureto block the attack [12, 13]

5.21  Small changein Miller to block an DFA attack
for any embedding degree

To block the attack [12] [13] i.e for any embeddiegree,
we propose to add a random integanrthe algorithm of
Miller (paragraph 2.2) as it is elaborate in thgoathm

below:

Modified Algorithm of Miller (P, Q, r)

Input: r=(r,...ro)(binary representation),
Pe G,(e E(R)) and
QE Gy( EE (F o))

Output: fp(Q) € Gs (€ F i) :

T<— P

fl < 1

fop<— 1

neEkr

For i=n-1to Odo

T <— [2T

fi < £i*x1(Q) x 1,

l, is a tangent line to the curve in T.

fi <— {xwnQ)xr

vy is the vertical to the curve in [2]T.

If ;=1 then

b < f2xx Q) x

b is the line which pass from (PT).
b < £ xw(Q) xr

v is a vertical line which pass
from the point P + T.

End If
End For
Return 2 x

fa

(numi=0)-(numi=1)-1
)

complexity of the Weil pairing.

Advertisement 2: The modified algorithm o
Miller resists to the fault attacks [12][13].

As [13] generalize [12], it suffices to make thegirfor
[13].

Proof 2: Begin with the case where,; = 0. After the
identification the two equations:

fri1p (Q)

R =
frp (Q)?

And

frrrp (Q = frp (Q)? (ZZ jyo — 2Y
—3(X" - 7")(xz" - Xi)) (25)
With the fact that:

R =Rn1&h10+ Ronénzo + ... + Riot R tRiE+Ry

(26)
lead to the following system:

ZZ]'SYjYH—l = Ronq
ZZj3Yan—2 = Ran_2

22;%Yyo = Ry

) (_3Zj2(xj2 - Zj4))xn—1 =Ry

(—3Z%(X° - Zi*)x, =R,
=3Z*(X* = Z;")xo + 3(X;* — Z;*))X; — 2,
=R,

(27)
After replacing the expressions of x and y respedbtiby:
+XEnaand yp+ Y€+ i+ (28)

Carry out the relocation proposed in the modifiegbathm
of Miller to the system (27), this latter will b@anging to:

Xo + %& + 1
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ZrZZjSYan—l =Ronq
2r2Z]-3ijn_2 = Ran_2

2r22j3ij0 =Ry =
) (—31‘221-2(ij - Zj4))xn—1 =Ry

With the fact that:

R =Rn1&r10+ Rono&nao + ..o + Riot+ R tRiE+Ry
(31)

X=X + %& + i+ %18 (32)

Y=Yo+ Vi + i+ Yha&na (33)

With the five equations (20), (30), (31), (32) 488) we can
extract the system:

fo(Xp, Yo, X, Y;, Zj, Xaj, Yoj, Z2j) = g
(30,22 (X2 = Z*)x; = Ry £ (Xp, Yo, X, Y, 25, Xap, Yo Zgy) = 2
2 2 4 2 4 2
1‘2(_321' (Xi — )X0_+R3(Xj — % ))Xj =2y ) sz_Z(XP,YP, Xj'Yj'Zj'ij'Yzj'sz) =a,,_,
0 fan—1(Xp, Yo, Xj, Y;, Zj, Xaj, Yo, Zoj) = azn1
(29) ) Yp? —Xp® +3Xp—b =0
2r,Z%Y;yn-1 = Ranq Y2 = X;? +3%Z* = bZ =0
2r,Z;*Yyn-2 = Ronz Yy® — Xg;® + 3XyZ2" — bZ,° = 0
. _ 2 2 42
X5 = —8XY;” + 9(X;® — Z;*)
: Yo5 = 3(X;* — ") (4X)Y;* — X;;) — 8Y;"*
r,Z;°Y; = Aot (B.1) Xa5 = 2XiZ;
1 (=322 (X* = Z*)xno1 = Ryeg (34)
. After applying the mutation proposed in the modifie
algorithm of Miller, the system (34) can be chantged
g Yy
ij(ij - Zj4) =1, (B.2) fOrz (XPﬁYP:Xj;Yj'Zj:XZJ':Yzj, sz) = by
(=372(X% = Z,)xp + 3(X;% — Z*)X; — 2Y;%) fir, (Xp, Ye, Xj, Y}, Zj, Xaj, Yoy, Z35) = by
= A1 (B.3)
e f(Zl’l—Z)rz (XPI YP' X]: Yj: Z]' X2jl YZ]': ZZ])
With r', represent the inverse ofin F, (the two are not = ban_
known). . fan-1yr, (Xp, Yo, X3, Y;, Zj, Xy, Yo, Z5)
By (B.1), we draw; = =3* (eq 1). =byn_1
) 2 3
. f,0, =Yp" —X 3Xp—b=0
The (B.2) lead to hava? — 7,* = 2152 < m =3~ T3 b =0
. . Zi . f2n+1 = Y] - X] + 3X]ZJ - bZ]
After using those tow equation and (B.3), it letathe -0
equation: ) fonva = Yoj” — Xg;° + 3XyZy" — bZy;°
(A2 + 3A1X0)Z;” + 2A,1; =0
Xj = 4 (eq 2) 2 2 4\2
37\121- fonts = ij + 8Xij - 9(Xi - Zi ) =0
Substituting this equation in (B.2) permit to obtai — 2 4 2 4
g a B2)p fansa = Yo = 3(X;" = Z;")(4XY;* — X3) + 8Y,
()\22 + 9)\12X0 - 9}\12) Zjlz + (47\02)\21‘,2 + 12}\02}l1X0r,2 - = 0
9A13r'2Zj6+4A04r'2 fonss = Xg5 = 2XZ; = 0
(eq 3) (35)

The latter equation (eq 3) cannot be resolved asritains
the two unknown Zand r>.

The same things will be saying for the two equafi@y 1)
and (eq 2)) in which figure &’

The resolution of this system (multi-variants) &sed on the
search of the Grébner basis which can engender it.

This later is based on the method of eliminate term

Let < be an order monomial defined by the mononfer o

As a conclusion, we cannot any where extract theese

. ’ X FolXp, Yp, Xiy Yi, Zi, Xojy Yo, Zoj ]
Concerning the case wherg,; = 1, the attack is based on oXp Yo X Y, 24 A 2{] . _
the two equations: The search for a Grobner basis can be done in glemging

the compute of S-polynomial [34]:
_ frp (@ Let f; and §, we have:
frp (Q)? -
S(fi.f2) = wfs - Wf;

frrp (Q = frp (Q)? (22].3ij0' —-2Y% - 3(%° - with lcm = LM(f,) U LM(f,) and u:LlTC;nfi)
7j4xZj2—Xj(ZjXPZ2j2—X2jyo)~( YPZ2j3-Y2j)x- fori€ {1, 2}. With the fact that:

(XpYo5 — X55YpZy5))  (30)



International Journal of Communication Networks &mfdrmation Security (IJCNIS)

e LM (f;) represent the monomer of the head,df f
is defined by: LM(f) = XP, wherep = max{a € N,
such that: the coefficients of# 0 }.
e LC(f) is the dominant coefficient of, it is defined
by LC(fi) = coefficient(f;),,.
e LT(f)) is the head term of, fit is defined by:
LT(f;) = LC(f) .LM(f))
The system (35) cannot be resolved following ttisé
reason:

Reason

Firstly, the g figure necessary in the syntax of S-polynomial
2n-1}, and this which is the

of fifor any i € {0, 1...
function to be taken i(85), since:

As we have multiplying each function of (35) (tlsatf

{0, ..., 2n-1}) by b, with, r, € F,. So, the ¥ exist in all the
coefficients dominant of,, and this for any €

{0, 1, ..., 2n-1}.

As a consequence:

We havey (i,j) €{0, 1,..., 2n-1¥:

( l]"%‘ ]I‘z) |

cm cm

rZLCWSte(fiI'Z) irp r2]-‘Creste(f]'l”2)fjr2 (36)
’ Icm
' Z(LcreSte(firz) firz Lcreste( ]rz)) rz (37)
And,

v (i) €{0, 1,..., 2n-1}x {2n, ..., 2n+5}:
S(firy )= —Fy, — o1y (38)

r2LCreste(fir,) LC(f)

Icm

lcm
¥,(————f, -—r 9
Z(Lcreste(firz) Irz 2 Le(ty) fi) (39)

To find a convenient Grobner basis to the systeB), (B
suffices to use the algorithm of Buchberger [34]:

Algorithm of Buchberger

peens on_lrz, f2n, ..., f2n+5 >
€ Fp[Xp, YP,XJ' ,Yj ,Zj ,ij,Yzj,sz]
Output: G basis Grébner of I.
G <— for2 f2n_1r2, f2n, ..., f2n+5
CA<—  {S(ff),0<1,j<2n+5}
While CA # 0do
Choose & CA and extract the CA
r<«- sdivG
Ifr=0s0
CA<— CAU {S(g,), g G}
G <« GU{
End if
End while
Return G
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The compute of the step 5 can be done by:

r <— r+ LT(S( f)) (division of two polynomial with
variant variables).

Basing on two equations (37) and (39), the Grolmaesis of
the system (35) is so:

8or, (Xe, Yo, X, Y;, Zj, Xaj, Yaj, Zoj) = 0
81r, (Xe, Y, X, Y}, Zj, X5, Yaj, Zoj) = 0

8@2n-2)r, (XP'YP'X]‘YJ‘ZJ‘XZi‘YZi‘ZZi) =0
8(zn-yr, (Xp, Yo, X1, Y;, Zj, Xoj, Yo, Z55) = 0
8amr, (Xe, Yo, X;, Y;, Zj, Xo, Yaj, Zgy) = 0
8an+vyr, (Xp, Yo, X1, Y;, Zj, Xoj, Yo, Z55) = 0
Zn+2yr, (Xpr Yoo Xj, Y5, Zj, X, Yoy, Z) = 0
Zen+3)r, (Xpr Yoo Xj, Y5, Zj, X, Yoy, Z5) = 0
8(2n+4)r, (XP'YP' Xj,Y]-,Z]-,ij,Yzj,sz) =0
g(2n+5)r, (XP'YP' Xj'Yj'Zi'XZi'YZi'ZZi) =0

(40)

The second step of the resolution of the systen ¢d@sist
to eliminate its parameters until find a polynomiath one
variable; but in this case, the found polynomialith two
variable, and this because of the existence ,ofor the

reverse of ywhich is ry). As a consequence, the system (35)

cannot be resolved.

6. Conclusion

We have presented in those papers firsty a DPAchtt
against a pairing, or rather against Miller's algom; our
attack is effective whatever it is the positiontbé secret.
We have translated DPA attack to the cryptograpset in
identity which is the first in the literature. Theyptosystems
and the protocol's of Key Agreement are sensitivethis
attack by contrast the syntax of the scheme ofegige make
to their natural cons-measure against the attaok.s@dy is
purely theoretical, even if we do not shown its cass
practically, but to get a material results we hbased on the
study of which is purely practical and we arrived the
conclusion that attacking a protocol of IBE for evél of
security 160- bits, using our method we need att|g4>
traces, which is expensive, but we cannot say ihas
impossible especially for an active opponent. Titach is a
real threat to the IBE, especially when we haveatife
precautions close to a protocol of IBE and we juant to
assure our care, therefore a DPA attack can maksettvice.
Since, we can only test certain bits, but we hanesgnted
the appropriate counter measures to resist it. Amthre
obstacle that can be presented to succeed a DRe&kattis
to specify the position and the style of the comatk used (is
it in the first argument, in the second argumentd@es it
have a Projective coordinates, Affine, Jacobeamd so
forth). Also we have the problem of time, since far
calculation of 1024-bits of RSA we need only 300mkijch
is very small if one wants to consider only thediwf the
operations that construct this protocol!.

Secondly, we have exposed a method to defend the DF

attack which is an even embedding degree.
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curves” Math. Comput. Vol. 62, No. 206, pp. 865-874
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