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Abstract As computer networks become more critical toDespite the various encryption standards that hbeen

enterprises, it is inevitable that efficient setupolicies are designed,
case in point: wireless networks, in order to affety ensure the

confidentiality, availability, and integrity of theata traversing these
networks. The primary objective of this paper isdppropriately

simulate an enterprise network, and evaluate treath, and possible
mitigation approaches applicable. An analysis oéaterprise WLAN

(Wireless Local Area Network) was carried out, deritify relevant

vulnerabilities, and possible countermeasures agahese threats.
The primary threats analysed were those possiblerbyexternal

adversary. Upon identification of said threats,eausity model was

developed, so as to improve enterprise networkriggcand ensure
the levels are optimum. In addition, a number o fbrinciples

involved are applicable to non-wireless networks.
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1.

The last decade in the field of computer networks Been
many changes, and new challenges. A significantbeunof

these can be attributed to the increase in thézatidn of

wireless computer networks globally. Our coffee o
airports, schools, and even our homes often hawesacto a
wireless network of some kind. The constantly exiyam size
of interconnected devices [1-2], increases theliliked of

valuable information traversing a wireless netwaitk some
point.

It can be said that wireless networks are everyshEBrom
recombinant DNA (Deoxyribonucleic Acid) researcldato

home kitchens, they are utilized by hundreds ofiom$ of

people across the globe [3]. Broadcasted over aifigub
geographical area, anyone with a wireless adaptepick up a
signal and connect.

The seeming availability of wireless networks feeeone and
anyone is a major source of concern for most Ne¢vard

Security professionals. While wireless networksehavought
panoply of benefits with them, they have uniqueesafssues
[4-6]. This is owing primarily to the fact that thensmission
medium in itself is easily accessible to anyone &agd a
relatively simple installation procedure. It candsgluced from
the aforementioned statement that wireless netwaovkse

designed with simplicity as a primary focus. Howevé

should be noted that, as with most things in theldvof

computing, ease of use often results in compromssaarity,

as a case in point: wireless networks.

Introduction

developed over the years, Wireless networks atke b&ing
compromised. It is a harsh reality that hackers camestantly
on the prowl, and will always be a threat to infation
security. A case of worthy note is the securityaote of a
group of Companies in 2007 [7] and a survey [8]icwhwas
tied to lax wireless security policies. It is refgat that 45.6
million payment card details were stolen. In aduifi certain
news articles reported that the breach could ¢escompany
1.billion USD (United States Dollars). In Novemi2p13, a
wireless network was hacked and its public wirelestvork
had to be deactivated, which can be equated ton@ldef
service attack of sorts [9-10]. A 2013 report psitdid by a
security institute [11], put the cost of data bresc for
companies across nine countries at 136 million U8Dthe
aforementioned year alone. The above instancepistra few
of a constantly mushrooming trend. It cannot ber estated
that wireless security, is now more than ever ticatiissue.

A disconcerting number of people feel simply coufigg a
password properly secures a network. While passwdaodin
fact play a role in network security, it must betatbthat a
determined attacker can get past such barrierecesly if the
passwords do not meet established security spaiifits.
Wireless network security, as a branch of netwarkusty,
requires a rather different pattern of reasoningisTis as a
result of the fact that radio waves [12] being theiost
common mode of transmission, unlike Ethernet LANscél
Area Networks) which require a physical connectiogdium,
cannot be restricted. This makes wireless networéee of a
target than their counterparts, i.e. Ethernet netsvol he rapid
adoption of wireless networks over the last fewrgda3] has
made it imperative that mitigation techniques aoastantly
being developed and improved, ergo, a crucial step
developing effective security countermeasures ideatify the
flaws in a network’s security policies.

The key to maintaining a secure network, and bresion,
secure information systems, is to constantly evalude
security policies in place. This can be accomptishsy
creating and establishing network security policiessuring
these policies are complied with, and testing tifiecéveness
of those policies. To acquire this objective, a elofor
network security is developed, and implemented his t
research.
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2. Problem Formulation

Prior to deploying a penetration testing lab [1dppropriate
provisions must be made to accommodate the rangferexts
to be tested for; this requires a considerable amaf
planning. As iterated previously, a properly catrieut
penetration test can provide invaluable informatiorsecurity
professionals about areas lacking in security wittineir
network. A standard penetration test follows thgusmce [14-
15] outlined below:

1. Reconnaissance [16]—The focus of this phase gather as
much data about the target network, there are dauof tools
and techniques available to carry this out, andesofthem
will be discussed, and tested in a later chapteis Igood
practice to obtain publicly available informaticsych as that
over the internet, before choosing to obtain infation
directly from the network. This can provide consalde
insight into the security standards already in @laas the
internet is a public domain, and inherently insecur
Information gathered during the reconnaissancegybas help
identify what parts of the network are most vulidea
Furthermore, it will aid in simulating practicatatk scenarios,
and preferring like solutions.

2. Enumeration [17]—Enumeration is the first stephie actual
attack on the network. It requires one to connedhe target
node by establishing a connection to it, upon cetm of
reconnaissance. Enumeration involves establishingl
connections, and obtaining data about things sscld@main
names, hardware and software information, suchpasating
system version, or currently installed programr usccount
information, access ports, and these are but termfaw.

3. Exploitation [18]—In this phase, attacks basedtlee data
gathered are carried out. The objective is to g@nmuch
access as possible to the network.

4. Documentation [19]—A record of the vulnerabdgifound
is made.

5. Mitigation [19]—Solutions based on the vulneliiles
identified are proffered.

6. Documentation [19]—A record of the mitigatioess taken
is made.

Identify Weaknesses

n

Exploit Weaknesses

Document Exploits

Develop Mi i Straregies

Figure 1: Penetration Testing Steps.
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Figure 1 shows the steps involved in carrying opeaetration
tests. While the steps seem to be sequentialjstiriet always

the case, as some steps might have to be carried ou
repeatedly/alongside others.

2.1 Setting Up a Penetration Testing Laboratory

For all intents and purposes previously discussetkst bed,
simulating an enterprise network will be used, esviously
stated. With the aforementioned precautions ingléds now
required to make a selection of the hardware, arftivare
components required. The following sections widlatiss this.

2.1.1 Required Resources

Wireless access points: As the network in questmnbe
attacked is a wireless network, it goes withoutrgayhat the
most important component in the quest for identiysecurity
flaws is a wireless access point.

Targets with Wi-Fi (Wireless Fidelity) compliant
network cards: As the results obtained from this test,
are meant to be relevant to enterprise environmants
number of clients will be connected to the access
point, with a simulation of standard network adtjyi
as such they are required to possess functional
industry standard network cards

The Attack Source Computer The source computer
is required to have a wireless network adapterdaat
support packet injection, and sniffing. In additidn
must be identifiable by the operating system used t
carry out the attack, i.e Backbox Linux.

Backbox Linux: Backbox is a Linux based operating
system designed for carrying out penetrations ,tests
and digital forensics. All the programs required to
carry out the penetration test are contained in
Backbox Linux. It comprises tools such as: Aircrack
ng, Kismet, Nmap, Ettercap, Wireshark, wids.py.
Which are used for reconnaissance, infiltrationd an
cleaning up in no particular order.

2.1.2 Attacks to be Carried Out

DoS (Denial of Service) Attacks MDK3, which is a
DoS tool, that is included in Backbox, will be uged
carry out denial of service attacks, via
deauthentication.

WPA (Wi-Fi Protected Access) 2 Hacking The
Aircrack suite, and Pyrit will be used to carry out
attacks against WPA2, which is the the protocotuse
to secure wireless communications in the scenarios
described. These are also included in the Backbox
operating system.

Phishing Attacks An evil twin access point will be
setup, and a deauthentication carried out, tricking
vulnerable users into divulging the password.

2.2 Design and Implementation

A simulation of an enterprise wireless network Hzeen
created. Access points utilize WPA2 security, antl e
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tested with different levels of the said protocalsility. An

HTTP (Hyper Text Transfer Protocol) server exists the
network and will be the target of the denial ofvies attack
target. This test will be carried out from two perstives, the
first being that of the attacker, and the othengeahat of the
security professionals in charge of the networkigesional. It
should be noted that more emphasis will be placethe latter
perspective, as there is a higher emphasis onatidig in this
paper.

2.2.1 Prerequisites

An understanding of the Linux operating systeneguired, as
this is the primary OS in which most tests areiedrout. In
addition, an understanding of Apache, MySQL, and®Pdtle

required, as these are the web server, and progrgmm

environments used where relevant.

3. Attacking WLANs

The WPA2 protocol has a number of modes, with thofse
focus WPA-2 PSK (Pre-shared Key), and WPA Enteepais

mentioned previously. A dictionary attack will barded out

against WPA2-PSK, and subsequently a brute fortaclat
however, owing to the available resources a fudllesdrute

force attack will not be carried out and as sucly armproof of

concept will be provided.

3.1 Attacking WLAN Authentication

In most home networks, WPA2-PSK is deployed asdstah
scheme for wireless security. WPA2-PSK is vulnezatd

dictionary attacks as a result of its authenticatieechanism,
which exploits a flaw in the way WPA2 authenticatiorks,
and this will be explained shortly [20]. Authenticen occurs
based on a key known as the PTK (Pairwise Tran&iey} to

encrypt sessions between the client, and accens fidie said
key comprises the pre shared key, and the following

parameters: SSID (Service Set Identifier), the Aofthis is a
random integer sent by the AP (Access Point) todéegce
requesting to connect), the SNonce (Also a randueger, but
generated by the client in response to the ANortbe)client
MAC (Media Access Control) address, and the BS®BBs{c

Service Set Identifier). This is called a 4 way dslrake, an
illustration is provided in figure 2.

Figure 2 is an illustration of the WPA2 authenticatprocess,
and the steps involved are as follows:

1) The AP sends an ANonce to the client upon recdipt o
connection request.

2) The client sends a SNonce+ a random integer.

3) The AP constructs a GTK (Group Temporal Key) fro
this, and sends it with another randomly generat
integer.

4) The client responds with an acknowledgement of th
value.

An adversary eavesdropping on a network is ablebtain all
four parameters mentioned, leaving only the praesh&ey
unknown. A dictionary attack tries a range of wondcluded
in a previously compiled list, and tries it agaitis captured
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file till there is a match. The password has beanfigured on

the access point used, is a nine character dictiomard, this
being: duplicity.

{1) ANonce

[2) PTK:Snonce+MIC{Message Integrity Code)

(3) GTK+MIC([Message Integrity Code)

Acknowledgement

Figure 2: WPA2 authentication process.

3.1.1 Dictionary Attack

To carry out this attack, we need to identify thA®laddress
of the target access point, to do that we wouldiiregairmon-
ng, which is included in the aircrack suite, whiohurn is one
of the programs included in the operating systeraduise.
Backbox. First of all, the wireless card, card tmabe switched
to monitor mode, enabling us to scan the netwonk, abtain
relevant information.

1) Identify Network Interfaces: The"ifconfig” tool

provides information about the available network

adapters, sample output is provided below.

Figure 3: Screenshot afconfig's output.

Figure 3 indicates that there is one wireless eaallable on
the computer, and that is the card to be usedsrteht.
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2) Put adapter in monitor mode, and scan for networks:
airmon-ng is run against the adapter, subsequently
putting the adapter in monitor mode, so as toifatd
information gathering. The syntax, and output a$ th
command is provided in the figure below.

Figure 4: Output of ‘airmon-ng start wlan0?

Figure 4 indicates that a virtual interface hasnbareated, this
is monQ, “airodump-ng mon0 will then be run on this to scan
for networks. The output is provided in figure 17.

The information in figure 5 provides information calt the

wireless networks  available, for this step hé#ttis needed
are the SSID, and BSSID of the access point, aadViAC

address of a connected client.

With the information obtained in the preceding step know
the SSID of the network isrrlr3, it is onchannel 9 and the
BSSID is:00:1D:A2:0F:82:D0.

3) An airodump capture is initiated, this dumps the

packets sent to the access point into a specifiied, f
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4) A deauthentication attack is run against an already
connected client. This forces it to re-join thewmk,
and subsequently the WPA handshake packets are
dumped into the airodump file. The syntax, and outp
is provided in figure 7
« -0 specifies a deuthentication attack.
« 1 is the number of times the attack is to be
carried out.
« -a specifies the MAC address of the targeted
client.

Figure 7 presents the output of the attack run resgaa
legitimate client, forcing them to reconnect to tiedwork, and
providing the capture file.

5) Once the file has been obtained, a dictionary lattac
would be carried out, based on a list of previously
generated words. These lists can be downloaded from
the internet, and vary in size, from a few megahyte
to several gigabytes in size. It should be noted
however, that prior to downloading a word list,
regional considerations should be made to increase
the chances of success, for example, a dictionary
containing millions of English words will most like
be ineffective on an access point located in Norway
The tool utilized in this attack is pyrit. The sgwt and
output of the command is presented in figure 8

« -r indicates the source of the captured file.

* -i specifies where to retrieve possible passwords
from.

« wordlist.txt is the name of the dictionary file
used in this scenario.

« attack_passthroughindicates it is a dictionary

and these packets will include the WPA2 attack.

?u_th%ntication h;nqlshalgg: 1D1h2§OF.<é(;r'nDrgand Is: In figure 8, pyrit was used to crack the dictionfily, and
arodump-ng  --bssl A - took 80004 PMKs (Pairwse Master Key), at 1277 PMKs
channel 9 --write wpacapture monQ” Output

provided by the command is shown in figure 6.
* --bssidis the MAC address of the AP.
» wpacaptureis the name of the file into which
packets will be dumped.

Figure 6: Output of theairodumpcommand.

The information in figure 6 shows that packets aeng
dumped into the specified file. It should be notédt this
particular output is dynamic, and as such this igy ca
representation of an instant in the relevant tiamaf.

per second. This equates to 62.65 seconds (80004 +
1277) in total to crack the key.

Depending on the dictionary, the capacity of the
computer, and location of the word in the dictignahis
attack could take a few minutes to a few hours.r&laee
also cloud based services that provide WPA2 crgckin
functionality.

In this attack, pyrit used a word list to crack trexket by
trying every word in that list. While it may seegacare to
use a combination of two words, these lists becomoee
versatile, and moreover, there are a number ofrprog
that generate a combination of words, in additiorihe
specified word list. In the next section, an attadthout a
dictionary would was carried out on WPAZ2, this iotvn

as a brute force attack.

3.1.2 Brute Force Attack
The second attack mode used against WPA2 is kn@eva a
brute force attack. This is similar in many waysatdictionary
attack. However, instead of specifying a wordlastrange of
characters are specified. The essence of thiatdritthe event
the password is not in the dictionary file, a peogrsimply
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tries every possible combination available withie range of
specified characters. This is often effective agfamelatively
short passwords. A case study will be used to dstrete the
effectiveness of a brute force attack.

In this scenario an attacker assumes the charaotsd to
secure an access point are humeric. The attackerassumes
they are between 9 digits long. Then this inforomatis fed to

pyrit, via a program known as crunch. Crunch thenegates
combinations, and pyrit hashes these combinatigamst the
captured packets, till a match is found. The tabkdow

illustrates the number of possibilities, based ba possible
combinations of a nine character long password.

Table 1 The relationship of a password’s structure, te th
number of attempts in total needed to compute it.
Password Structure

Possible Combinations

Numeric 1,000,000,000

Lower Case Alphabets 5,429,503,678,976

Mixed Case Alphabets 2,779,905,883,635,712

Numbers and Lower Case Alphabet: 101,559,956,668,41

It should be noted that this is a very processtaniive task,
and high end systems are often used to accelémateracking
process. For example, pyrit uses the GPU (Graphigsessing
Unit) of the computer, or computers attempting tealk the
encryption, as they are several times more powdnauh CPU
(Central Processing Unit)s. However, pyrit requisge&PU to
be an Nvidia model, and as such the full capahilitthe attack
cannot be demonstrated, as the author has acclgssdntel
GPUs. To demonstrate the attack however, a rangéOof
possible characters was specified, and pyrit hadwith these
variables in a distributed computing environmeninpdsing
16 computers, this speeds up the cracking probessioes not
make it nearly as fast as a GPU.

In figure 9, it can be seen that speeds vary frahkdys a
second, to as high as 89,000 keys a second. Tlerces
available to demonstrate a brute force attack areel |
processors, and as such, each computer is capatoiéng an
average of 3,200 combinations per second. To héstattack,
16 computers have been configured as pyrit
subsequently forming a cluster. The aforementionkcter
makes the average number of possible combinatibf208 per
second (3,200 x 16).

The following parts will show the command syntaxda
screenshots of pyrit running. In addition, resountsage

nodes,
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Figure 10: Output of the'pyrit serve” command.

Figure 10 shows the server is running, but has no
clients carrying out any tasks at the time this
screenshot was taken.

The client computer has to be configured to use the
processors of the servers, to achieve this, tHeir |
(Internet Protocol) addresses have to be specifeed
servers in the pyrit configuration file. The vatiaffor

this is ‘rpc_knownclients” The syntax of the
command used to access the file isnario
~/.pyrit/config”, and sample output is provided in
figure 11.

The IP addresses in figure 11 are those of thesserv
used in carrying out this attack

2) As alluded to previously, a brute force attack ésyw
similar to a dictionary attack, with the primary
difference being the absence of a word list. Ihtligf
the previous statement, step one to five are idelntd
that of a dictionary attack, and as such therenis a
assumption the capture has been obtained in this
section, and the name of the captured file2s4p'.
Once the file has been obtained, an attack would be
carried out, based on a range of possibilities. tRisr
attack there is an assumption that it is a nineattar
long numeric password, bringing the number of
possible combinations to 1,000,000,000. The
password in this scenario is137653410, and he
tools utilized in this attack are pyrit, and crunch
Crunch creates word combinations, based on a
specified range, of characters, and assumed pagswor
length. The syntax, and output of the command are
presented in figure 12.

* 9 9indicates that the combinations created should
be not less or more than 9 characters.

« All switches used in pyrit were the same in the
previous scenario, with the exception beirg “
as a wordlist is not specified. However possible
passwords are based on what crunch outputs.

statistics will be shown, so as to provide a cleadterstanding Figure 12 shows that at an average of 48,979 keysgcond,
of the resource utilization of this attack. it took crunch, and pyrit 26,581,329 combinationsfind a
1) The pyrit servers have to be configured to shaedr th match, totalling an estimated nine minutes.

resources. The syntax, and output of the commandTée previous attack was carried out on a relativaiyple
provided in figure 10. password, and took a short while. However, it isveay
processor intensive task nonetheless. Screen shptscessor

utilization on 1 server prior to carrying out thtaak, and after

carrying it out is provided in figures 13a, and ,1@fich show
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a sharp increase of processor utilization on theesg after
pyrit was started.

It can be deduced from this information that venwprful
hardware is required to carry out a full scaleidiwry attack
with any chance of success.

3.2 Denial of Service Attacks
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1) A virtual interface is created with airmon-ng a®wh
previously. The relevant interface for the attask i
monO.

2) airodump-ng is used to obtain information about the
target (The target is the same as in the previous
attacks). Figure 15 is airodump’s output.

Th . ks h f q Ki . IFigure 15 shows the access point's MAC address is:
e previous attacks have focused on cracking esee 00:1D:A2:0F:82:D0, and that of the connected client is:

authentication mechanisms. In this section, a diefiaervice
attack, using deauthentication broadcast packeds, carried
out on a wireless access point,
communication to cease on the WLAN.
It should be recalled that in the preceding attacks
deauthentication attacks were run against speclfents to
force them to reauthenticate against the access. ptowever,
the goal of this attack is to force all clientsreauthenticate
infinitely, hereby halting communication on thewetk.

A deauthentication attack was carried out agaihnist access
point, kicking all clients off the network repeated The tool
used for this attack is MDK3.

1) The wireless interface card is put in monitoringd®o
with airmon-ng, subsequently creating a virtual
interface. This beingmonl” for this scenario.

2) Airodump-ng is used to obtain information about the
target (The target in this scenario is the sameaugdl
in the previous attacks).

3) The MAC address of the target AP is saved in & text
file, in this case the file name is call&drget”.

4) The attack is launched with MDK3, and the relevant
switches are specified

The output of the command is provided in figure 13.

* monl The network interface used to launch the attack
» d: Specifies a deauthentication attack
» b: specifies a bssid, which is followed by the téb
containing that information.
» c: specifies the channel of the target access pohith
is followed by the relevant value

Figure 14 shows the syntax, and output of the nmtkBBmand,
where the MAC addresses specified is that of ticesgpoint.

3.3Evil Twin Attacks

An evil twin attack, also known as an associatittack, or Wi-
Fi phishing, involves an assumption of gullibilityn the
target’s part. In an evil twin attack, a fake ascpsint is setup,
in close proximity to the victim. The then targetforced to
leave the network with the aireplay tool, via a eak
deauthentication request, as described previolypending
on the tech sawviness of the target, they may oy ma
connect to the spoofed access point. However gretkent that
they do, they will be redirected to a fake logig@awhich will
then steal their WLAN credentials. The source coflehe
website, and database are included in appendixnd, a
respectively. The following will outline the stepgde to carry
out this attack. This attack is commonly deployeghiast
WPA2 Enterprise.

effectively causing

94:D7:71:15:7C:CF.

3) A fake login page is created, and set to write \wasss
to a database. The programming languages used to
create the web page, and database are: PHP, and
MySQL respectively. The webserver used is apache.
The page name is index.php; the database name is
wpa2, and the table is wpa2. Figure 16 shows a fake
login page, masquerading as an AP authentication
portal and the database administration page, with
empty username, and password columns.

4) The DHCP (Dynamic Host Configuration Protocol)
server service of the host system is configureth wit
text editor, to use addresses from the 192.1622.0/
range, and the text editor used is geany for this
scenario. The server used in this case is dhcp8, an
the configuration command sysntax iggeany
letc/dhcp3/dhcpd.confFigure 16 is a screenshot of
the configuration file.

dhepd.conf X |
1 h:!n:. update-style ad-hoc;
2 default-lease-time 600
3 max-lease-time 7200
4 authoritative;
5 subnet 192.168.2.0 netmask 255.255.255.0 {
b |:F:-1 ion subnet-mask 255 .255,455.0;
7 option broadcast-address 192,168.2,255;
8 |||‘41]|\-n routers 192.168.2.1:
9 aption domain-name-servers 8.8.8.8;
10 range 192.168.2.2 192.168.2.140;

Mmoo}
Figure 17: DHCP3 configuration file.

Figure 17 shows the contents of the dhcp
configuration file, with options such as the defaul
gateway, address pool, DNS (Domain Name Service)
servers, and lease time specified.

5) The clone access point is started with the airbase
command on mon0 with the following command:
“airbase-ng -e "srrlr3" -c 9 -a 00:11:22:33:44:55
monQ”, where-e is the SSID;c is the channel anda
is the desired MAC addressigure 18 shows the AP
created with the airbase command using the
parameters stated in step 5.

6) The tap interface created by the airbase command is
configured with the ifconfig tool, and a route tdad
for the subnet mentioned previously. The relevant
commands are as follow:

“ifconfig at0 up”
“ifconfig at0 192.168.2.1 netmask 255.255.255.0”
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7) The network routes are flushed and a new routedadde
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“route add -net 192.168.2.0 netmask 255.255.255.0 attacks. However, the attack can be rendered itipahdy
gw 192.168.2.1" avoiding dictionary words, and using sufficientignwoluted
“dhcpd -d -f -cf /etc/dhcp3/dhcpd.conf at0” passwords. An attempt at cracking a WPA2 handsfilke
In figure 19, the commands activate the virtual with the setup used previously, in this case thesward is:
interface created by airbase, and assign an IReasldr wverty4!.0p092/?"{}Ulv. The password in this scerais
a route is added, and the dhcp server is set tmmun sixteen characters long, and comprises a mix otoand
that interface. upper case alphabets, digits, and special chasactérs
creates a possibility of 26 possible lowercase apts, 26
uppercase alphabets, 10 possible digits, and 35ilpes
special characters, equating to 85 different pdiss for
each character in the password. With the lengththef
password comprising 16 characters, these makeutiber o

redirecting all http traffic to the web server. The
relevant commands are as follow:

“iptables —flush”

“iptables --table nat —flush”

“iptables --delete-chain”

! . of possible combinations
‘iptables --table nat --delete-chain” 7,425,108,623,606,394,726,715,087,890,625 (85" Vé}h
iptables —table _hat --append . a high performance pyrit cluster of fifty computeasd each
Enigg%cég;lgg -out-interface  eth0 trying 89,000 keys per second equalling 4450000s kay
- second, it will still take 3174588538131443 millanms to
iptables --append FORWARD -in-interface try every possible combination, rendering this tgbettack
at0 -j ACCEPT” '

highly impractical. The following figures providéasistics of

“echo 1 > /proc/sys/net/ipv4/ip_forward”
p y Dy MIp_oTw pyrit attempting to crack said complex passwordroae

“iptables -t nat -A PREROUTING -p tcp --

dport 80 -j DNAT -to-destination Period of 21 hours. _ _
192.168.2.1" In figure 22, the linux‘top” command was issued, and it
“iptables -t nat -A POSTROUTING -j outputs a number of values, with the relevant colureing:
MASQUERADE” “PID” . That column show’s pyrit's process ID ‘@216”, this

8) A deauthentication attack is run using aireplay, awill be instrumental in finding out how long thegeess has

9) In the event a user unknowingly connects to t

e oy

Figure 21: Database after a successful evil twin tick.

described in the dictionary attack. been running.

spoofed access point, as a result of being unable
connect to the legitimate one, the attacker isfiedti
via airbase, and the victim is redirected to thgirlo t@ubuntu: fhome/ cisce
Page. Upon.all login attempt, the credentials ar_&emri Figure 23: Output of the ps command for PID 3216.
to the specified database, and they are redirgcted i ) )
another page. The attacker will then stop the spgof !N figure 23, the linux“ps” tool was used with theo”,
attack, allowing them to associate with their netwo “€time”, and “p” switches to find out how long pyrit has been
as normal. Figure 20 is a screenshots of airbasd¢hning for. The information provided indicates an
output once a client connects. approximate 21 hours. Figure 24 shows the number of
combinations tried in that timeframe.

The output illustrates the ineffectiveness of adiffarce attack
against a properly designed password.

Using centralized authentication will also mitigate
unauthorized access, as the authentication filenatare
captured with conventional monitoring methods. Hesve

WUSarmanme p-a:mwnrd
rl

o Lielete LUse 1wy d3cdzr2]

Figure 21 shows the target's username and passwdre.
former being Userl and the latter is 1xy43dz21cdh be
deduced from the relative complexity of said passiwadhat
using a strong password is hardly effective agdimistattack,
as the focus is not on cracking encryption, but sotial
engineering. This has being an exploitation of hurffeawvs.

4. Evaluation and Mitigation
4.1 Attacks against WPA 2 Authentication

Due to the fact that the heavy crunching involvadthis
attack can be carried out offline, i.e. without>pnaity to the
wireless network, it is virtually impossible to det these

authentication mechanisms, such as MSCHAPv2 (Maftos
Challenge Handshake Protocol Version 2) are vubier&o
dictionary attacks, in the event the password [#wad via a
phishing attack.

4.2 Denial of Service Attacks

Often times, when people think of wireless secutigy think
in terms of preventing unauthorized access. Howeaer
attacker’s objective may not be to obtain acceshdmetwork,
but instead, to destabilise it. A variation of thias carried out
in the preceding section. It is of utmost impor@anthat
security professionals do not make the potentialbstly
mistake of neglecting other aspects of wirelessritg¢ case in
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point being DoS attacks. As of this writing, itriet possible to
prevent denial of service attacks, as the bandswhith
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It should be noted however, that the tools usedetoonstrate
intrusion detection in this part are very rudimepntaand as

WLANs operate on are unlicensed, therefore anyoae csuch do not show the full range of IDS capabilitidggh end

connect to them. However, it is possible to detmial of
service attacks with an IDS (Intrusion DetectiorstSgn). The
following is an analysis of Seversalive’s outputhieh is a
network monitoring tool.

For this demonstration, Serveralive, has been goréi to test
connectivity of the access point’s wireless integfaand three

other nodes on the network, via ICMP (Internet @ant

Message Protocol) packets sent every 4 secondseTiwdes

are specified with their IP addresses. In the esemsponse is

not received on the first attempt, a counter ggedan that
node. If a response is not received on the sectirchit, an
audio file is played. On a third failure, a longeunding audio
file is played, indicating the node is down. Thesgtings are
customizable to a large extent. The following fegishow the
node states prior to the attack, and after launch.

=r

Eiy Enoriew

B iEE TR SN pieede 8 peng  Erssout 55
] 1EE 1SR 1.2 PHaede 3 ping  (arssaul
e TERE AEE D (g 3 ping  (TEvesosl
A VR 188 1 4 Cleess 4 B hEREoul | 5

Figure 25: The list of devices to be
is the length of time before a single ping expires.

In figure 26, a range of devices were monitorechviEMP
pings by the serveralive program. Each ping timgsafter five
seconds, and is regarded as a failed ping. There been a
total of 20 - 21 pings to each node, with all afrthmarked as
successful, and each node is identified as being up

In figure 27 each node is marked as having terdagings,
and this will trigger an alert, prompting the netlwo
administrator (s) to carry out the necessary realeditions.
The outputs above foreshadow the capabilities apery
configured, and more robust activity monitoring IoThe
following section outline steps to determine if s a
deauthentication attack, and how to mitigate ttesch.

Upon the observation of network anomalies, the s is to
determine if it is a deuthentication attack. Theltased to
achieve this goal is “wids.py”, which is a pytharript used to
identify odd network activity. Upon installatiorhet wids tool

is run via the Wids.py” command, and the relevant output id

“Did not detect any suspicious activity The syntax and
output of the command prior to launching the attsckhown
in figure 28.

In figure 28, the network monitoring script did ragtect any
suspicious activity, before launching the attaclkn@rsely,
figure 29 shows a different notification after igack.

In figure 29, a deauthentication flood is detedbgdwids, and
mitigation steps can be taken. The following willsaliss
techniques used to mitigate the effects of thiacattbased on
the information provided by this tool.

Using multiple properly configured access pointgioa long
way in mitigating these attacks, as wireless clienill switch

to a different AP if their current one is unaval@ln addition,

deploying honeypots across the wireless networkeruseful

in confusing the attacker.

IDSes provide more effective mitigation techniquetth some
being able to pin point the location of the attamigking it
possible to take appropriate action, based on #wirgy
policies, and legal statutes in place.

4.3 Evil Twin Attacks

Owing to the nature of this attack, it is also adiionpossible
to prevent, as it can be carried out from any locawithin the
access point's signal boundaries. However, they ban
detected, and halted in their tracks with an intnugletection
system. Figure 30 is the output of wids.py upondétection of
a rogue access point.

1B:FE:EDIAI:BII 3G
[i]

BOCIRIAZIOFIBZ 00

ecancerns Tosad.

F|gure 30 Output of wids.py upon detecting a potentially
malicious access point.

monitored, where timeoutn figure 30, wids.py identified one concern afigentifying a

network with an identical SSID cropping up spontarsty.
Upon identifying the threat, the location of the@gs point can
be located if prompt action is taken. The tool usethis case
is an Android application: Wigle Wi-Fi Wardrivingyhich
sorts access points based on proximity. Figures2Ba output
of the previously mentioned tool, when locatedwa feet from
the access point.

Figure 31: Output of ngle W|f| Wardriving.

In figure 31, the available access points aredistgth sorting
based on distance, and the nearest are put aplu# the list.
Based on the information obtained above, the dutgn be
apprehended and appropriate action taken.

As mentioned previously, higher end network moimigpr
systems can provide more information about attalc&sever
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the tools used here are rather rudimentary, ansues only
proof of concepts were provided in this paper.

4.4. Network Security Model

Based on the experiments carried out, a model s b
developed to achieve optimum security within enisg
wireless networks, and they are presented in fi§@re
Figure 32 is an illustration of the network seguritodel as
developed by the author of this paper. This reconttagon is
based on the extensive testing carried out inghjser, and the
results obtained; it is called the FDM model. Théofving is
an overview of its constituents:

* Wireless Authentication
Often is the first port of call when seeking to noye security,
and for good reason.
configured in the access point is not effective ugto It is
recommended that network authentication is cemtdli and
even then it is recommended to implement PEAP é&etet
Extensible Authentication Protocol) or stronger,
technologies such as MSCHAPv2 have been shown to
vulnerable to dictionary attacks. This paper provbe
effectiveness of complicated passwords againsiodiaty, and
bruteforce attacks due to the amount of processiwajved.

Authentication

£ )

{4 )
| J
\ o 4
Physical Security \etwork Scanning

Policy Enforcement .

Figure 32: FDM Model for penetration testing.

However, this may not always be the case, as carpate
constantly evolving, and as such the resourcesiresto
crack complex passwords quickly may be readily latsée
in the near or far future. Therefore, it is recomaded to
change passwords frequently, rendering
passwords useless.

* Network Scanning

Due to the dynamic nature of wireless networks,esochn
join, and leave at any time. In light of this, #rcbe inferred
that malicious users may be included in nodes. @&

an intrusion protection system is highly recommehdbis

will increase the chances of spotting attacks sash
deauthentication floods, and rogue access poinss,
demonstrated in this article. In addition, it isnsmered
good practice to enumerate authorized access psimtas
to quickly detect when a rogue is in the vicinity.

Policy Development

However sometimes a password

as
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 Establish Firm Policies

The BYOT (Bring Your Own Technology) trend is more
than likely here to stay, and as such security ipions
should be made to accommodate this. Keeping emgdoye
and other network users informed about the reletrartits
is critical, as less tech savvy users can provalimble to
adversaries. In addition, clear acceptable useipslimust
be defined, as to what is, and is not allowed emtttwork.

» Physical Security

While this paper focused on attacks from relativedgnote
locations. Physical security should not be overtmhlas it
can be very detrimental in the event an unsavolament
acquires access to a core hardware device on thenke
An example of such would be if an attacker obtaicsess
to an authentication server, and manages to reposfifor
their purposes. Real time alerting, and monitosggtems
should be deployed wherever possible.

The steps above emphasise that network securitptis|a
onetime process, but a constantly revolving, anolvaw
one, as threats are similarly dynamic.

The FDM network security model was developed tmermgass
key aspects of network security. As shown alreddytilizes
five key aspects of information assurance thesengbei
physically locking down network devices, employjpawerful
authentication mechanisms, creating strict poljc&aploying
strict policies, and constant network monitoringdentify, and
halt security breaches before they cause any darBaged on
the aspects covered it can be said with reasorcabtiainty that
any enterprise keenly interested in ensuring thailatility,
and integrity of their data will do well to adojpig model, as it
was shown to be highly effective after the experise
conducted. Furthermore, an unacceptable number
organizations have been shown to be lacking inasmaore of
the areas covered within said model.

be

5. Conclusions and Future Work

In an ideal world, it would be possible to complgteck down
a network, achieving iron clad security. Howevére tharsh
reality is that we do not live in one, as demoristian varying
instances within this paper. This paper has focused
demonstrated on effective techniques to secure ank$wand
testing the wireless networks. One of them is dmiab an

Computé{pderstanding of how WLANs can be compromised, ted

mechanisms used to do same. Based on the expesiceamnied
out, and the results obtained, a model has beealafed to
achieve optimum security within enterprise wirelestworks.
This model, as iterated previously reduces to tleedi
minimum the potential for security breaches withireless
networks.

Based on the extensive research, testing, andtrasalysis
carried out over a seven month time frame, the cautan
confidently state that the following objectives wesicquired,
and are of high scientific merit:

of
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« Analyse various methods with which a wireless nekwo [2]
implementing the strongest wireless security eryp
mechanisms can be compromised.

« Show the various data categories that can be stajem
users on the wireless network.

< Provide an analysis of what happened while tryingack
into the wireless network.

* Make recommendations to improve network security.
However, there were some limitations, such as tiserce of
industry standard network monitoring software. TEhes
limitations were overcome with proof of conceptipty, and (5]
foreshadowed the capabilities of more robust tools.

All recommendations made are of worthy note, ay thee
applicable to all WLANs. However of high importanisethe
FDM model, as it is applicable not just to wireldéssal area
networks, but to traditional Ethernet networks,eléss sensor
networks, and even areas not too closely relatediteless
networking, such as software development. The aspévant
to said area is that of physical security, as sowade within
the hands of unauthorized users can occur, if éocatn
improperly secure systems, and this can prove rential to
any enterprise.

It cannot be overemphasized that the constant geolwof
security solutions is required to remain a stepadhagainst
threats/attacks, both deliberate and accidental.

The model proposed by this paper's author seeksdtiress
security issues within wireless networks. Howetlegse issues
can only be mitigated to a certain degree, andiels st be
constantly improved. More research will be made
eliminating threats posed by careless or uninforosats, such
as those vulnerable to evil twin attacks. The amg#apolicy

(3]

(4]

(6]

[7]
(8]

9]
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the major aspects involved in granting network ascdn

addition, the author of this paper hopes to demeehanisms
for mitigating deauthentication attacks. A proposetition is
making a deathentication request require acknoweledmt,

based on a previously configured key, or checksidareby

requiring the attacker to know the said value ndeecarry
out the attack. Furthermore, a reengineering of WieA 2

protocol is to be attempted, making it possibleifdo accept
any value as a password, and sent over plain tetby
increasing the efficacy of an evil twin attack. Tdverall goal
of all this, is to show that nothing is completebcure.

The only way to ensure the integrity and availapitif data to
a reasonable degree is to constantly challengeesisting

security solutions, identifying them, and seekimg evolve

these solutions constantly.
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Figure 8: Ou

ut of the pyrit —r wpacapture-01.cap —I wordlist.txt attackagsthrough’command

Pyrit performing on various platforms - Computed PMKs per second
4x GeForce 295 GTx (cuns) | o coo
8x Testa ctoso (cun.) | - c0o
3x GeForce 235 GTX (CUDA) — s8.000
2x GeFoece 295 aTx (cunay [N, - oo
Radeon 5B70 (OpenCL) . . gl 31.000
2x GeForce 5800 X2 (cuna) [ :0.500
GeForce 295 GTX (CUDA) _ 18,500
Radeon 4850 (OpenCL}) 13.500
GeForce 280 GTX {(CUDA) ._ 11.000
Radecn 4870 (Stream) 5.500
GeForce 260 GTX (CUDA) ._ 5,000
Radecn 4850 (Stream) 7EO0
GeForce 8200 GTX (cuca) [ -.oco
GeForce 8800 TS 512 (cuca) [ ss00
GeFerce 8800 GTS (cuna) [ 2.zo00
Core i7 950 4x3.00he (5562 [l 3500
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Pentium O 2x3.0Ghz (x86) | 3sa
WiA Centaur C7 1.5Ghz (Padlock) | 200
WIA Centaur C7 1.5CGhz (S5E2) | 75
WIA Centaur C7 1.5Chz (x86) | 40

a T0.000 20000 30.000 40.000 50.000 E0.000 70.000 BD.000 90.000 100.000
PMiKs per second

Figure 9: Comparison of processor types, and pyrit's comjmnat speed.
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Figure 11: Client configuration file.

Figure 12: Output of the pyrit command.

CPU History

W cru aos B crus 0.0% I chus 104
Figure 13a:Processor utilization of server one before stantiyigt on the client.
CPU History
B cPut 100.0% Bl cFuz 100.0% B cPuz 100.0% I crus 100.0%

Figure 13b: Processor utilization of server one after starfigigt on the client.
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Figure 15: Output of airodump.

Lag In
Acces Point Home
[ Lo |
Welcome! Please login with your credentials.
(100 it 0 s B e
- Fral i 1 1 1
& L shae Fyp= L EE] Arieibeess el Desfacdt #stra & bepem
B :

Figure 16: Spoofed web page, and MySQL administration welrfiate.
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Figure 20: Airbase’s client association notification.

PID USER PR ML WIRT  RES  GHR 5 WCPU WMEM TIME+ COMMAND

Figure 22: “Pyrit's process ID via “top” command.

Figure 24: Number of combinations tried by pyrit.
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Figure 27: Node states after the attack, where down is thebeumf failed pings.
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network did not probe for any SSID
network did not probe for any SSID ..
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[
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Figure 29: Detection of a deauthentication flood by wids.py.



