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demonstrate that blockchain technology offers IoT devices
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1. Introduction

Today’s substantial development of technology has helped to achieve high productivity and
facilitate tasks in almost every aspect of our lives.

In 1999, the term loT was introduced to the world. It started as a simple term and continued
evolving to become one of the most significant terms of the drivers of business development. loT
devices range from small wearables to platforms that develop new hardware. The Council of
National Intelligence and McKinsey Global Institute stated that by 2025, everyday objects such as
food packages and furniture will be part of the IoT world. [1], [2].

Unfortunately, as IoT applications have grown and become widely used, malicious intent
attacks on such systems have grown as well. Therefore, security has become a critical issue in the
world of IoT according to their constrained environment [3]. Lack of security can destroy entire
home systems and may have consequences on human life [4]. Thus, IoT devices require an

Available online at: https://ijcnis.org


mailto:421200339@qu.edu.sa
mailto:Arabia,S.elkhediri@qu.edu.sa
mailto:Arabia,S.elkhediri@qu.edu.sa
https://ijcnis.org/

International Journal of Communication Networks and Information Security

evolution of security protection technologies to defend the system from different malicious attacks,
especially from external networks.

Blockchain technology offers solutions for the one-single-point attack, a problem associated
with a lot of centralized networks as well. In a blockchain network, integrity and availability are
ensured by the use of blockchain technology. This makes it possible for participants on this network
to write, read, and verify transactions entered into a decentralized register.

Blockchain is a chain of blocks that stores all transactions executed in the network in a public
ledger after validating and verifying them [4]. The verification process in blockchain serves to find
the nonce; this process is called mining. Moreover, the verification process is conducted by peers
called miners to add the block to the blockchain [5]. The first miner that computes the nonce can add
the block to the blockchain [6]. However, deletion and modification operations on the ledger are not
allowed [7]. In other words, blockchain provides a trustless environment that divides the trust
between nodes that contribute as servers in the network instead of depending on one single server.
Thus, the data in the blockchain are hardly updated or altered by attackers [8].

Besides security, blockchain maintains the scalability of the IoT system when the security
mechanism is placed in an advanced system that represents loT devices and supports the whole
process.

In this study, an overview of blockchain technology is given, including IoT technology and the
benefits of merging these technologies together. Essential studies in the field of blockchain and IoT
are explored in depth and compared.

The rest of the paper is organized as follows: Section 2 contains an overview of blockchain
technology. Section 3 contains an overview of IoT systems. A review of blockchain-based IoT is
presented in section 4. Previous studies are detailed in section 5. Finally, the conclusion and future
work is given in section 6.

2. Overview of Blockchain Technology

Satoshi Nakamoto solved the trust issues linked to information systems when he first invented
Bitcoin in 2008. Bitcoin is a cryptocurrency that has value without a need for a centralized financial
entity. The blockchain network is a decentralized peer-to-peer (P2P) network of participants. The
system of blockchain makes it easy to exchange digital assets and verify transactions without the
need for central authority. [9], [10]

The blockchain, as the main technology of Bitcoin, is more popular. The blockchain consists of
records of information called blocks. The blocks are connected to each other and secured using
cryptographic algorithms [11], [12]. While generating a new block, an authentication process is
conducted by network nodes. When the authentication is completed and approved, the block is
added to the blockchain with a pointer that points to the previous block. This addition results in the
complications of altering blocks and causing attacks on the blockchain. The basic structure of the
blockchain is shown in Figure 1 [12].
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Figure 1. Basic Blockchain Structure

2.1 Blockchain Ata Structure

The transactions are recorded in a chain of blocks that make up the blockchain. Blockchain
begins with its initial block called the Genesis block. Table 1 shows that there are two parts to each
block. The block header contains information such as the version of the block, previous block hash,
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Merkle tree root, timestamp, difficulty, and the nonce. The latter includes the transaction or any
other information that ends up being stored in the Database. It includes financial data such as sales,
travel records, system logs, and many others. The block body documents all inputs and outputs. The
owner’s private key signature signifies ownership of an asset when its input becomes the previous
outlet of transactions. These are the recipient’s address and any property being transmitted. The
ownership attribute can only be verified by the recipient’s private key; it makes the recipient alone
the owner and sole user [13], [14], [15].

Table 1. Blockchain Data Structure

Field Subfield Size Description
Size of block 4 bytes Block size in bytes
Version identifier 4 bytes Version of block protocol
Hash value of Value of the SHA256 algorithm's hash
32 bytes between the current block and the preceding
parent block block
- —
_q?)s Merkle root 32 bytes The hash value of all the transactions in the
s present block.
'J:‘ . . . . .
. The timestamp indicating the time of
a4
§ Timestamp 4 bytes creation for the current block.
s Difficulty target of the calculation of Proof-
Difficulty target 4 bytes of-Work (PoW) in order to create the
current block
In Proof of Work (PoW), a counter is
Nonce 4 bytes employed that initiates at 0 and increments
with each hash computation.
Z Transactions The quantity of transactions within this
S 1-9
i number block.
3 Transaction Spec1ﬁed by the Transactions that are registered in this block
m transactions number

2.2 Blockchain Platforms

There are various blockchain platforms. The most popular platforms are illustrated in Figure 2.

The first and most well-known blockchain platform is Bitcoin. Without a central authority or
bank, Bitcoin carries out digital financial transactions. However, it does not support smart contract
construction due to the limitation in the scripting language. Bitcoin utilizes the PoW consensus
mechanism. Thus, it demands a lot of energy [16].

Ethereum is another popular blockchain platform that supports smart contracts using solidity
language, i.e., a built-in scripting language. Therefore, Ethereum has made blockchain technology
useful in various domains, not only in cryptocurrencies.

Hyperledger Fabric platform is an open-source blockchain platform. In Hyperledger Fabric, a
general-purpose scripting language such as Java, Go, or Node.js simplifies smart contract creation.
This has allowed for the facilitation of blockchain implementation in enterprises, as the developers
do not need to learn a new scripting language for developing smart contracts. Hyperledger Fabric
also supports pluggable consensus protocols to serve different industry use cases.

The multichain platform supports the creation of private blockchains. For network interaction,
multichain grants a command-line interface, and by using a simple API, it extends the Bitcoin API’s
core functionality. Multichain supports the interaction of the network with Go, C#, Java, PHP, and
Node.js through JSON-RPC API [17]. Table 2 explains the differences between blockchain
platforms in detail.
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Table 2. Platforms of Blockchain Comparison

Hyperledger

Blockchain o . . .
Platform Bitcoin Ethereum Fabric IoTA Multichain
. 1GB
Size of block 1 MB Inconstant Inconstant No blocks .
maximum
.. Permissioned/ Permissioned/
Network Permissionles . . L. .
AR Permissionles | Permissioned | Permissionles | Permissioned
permission S s s
Time of . Fewer than Va}rles from
Cq . 10 minutes 15-20 seconds minutes to -
validation Ethereum
hours.
Consengus PoW PoW, PoS PBFT Tip Sel@ctlon RR
mechanism Algorithm
. N
Scalability No © Yes Yes Yes
It has the
i capability to
Throughput 7 TPS 20 TPS 3000-20000 7-12 TPS handle more
TPS e
than 2 million
(TPS).
Vulnerability N N Faulty nodes, N
to attacks 51% attack 51% attack DoS attack 34% attack -
Cryptocurrenc No native Multi-
yp y Bitcoin Ether cryptocurrenc mIOTA cryptocurrenc
y y
Smart contract No Yes Yes No support No support
Confidentiality Yes No Yes No Yes
of data
.. .. Based on ..
Authentication No Dlgltal certificates of .Dlgltal Login module
of user signature signature
enrolment
Energy gnd High High Low Low Low
computational
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3. Overview of Internet of Things (IoT) Systems

The 10T is a network that links everyday physical objects, each assigned a unique, identifiable
address, to enable the provision of intelligent services. In other words, it is a universal infrastructure
for the community of information [18]. However, the main value of IoT is that it connects an
unlimited number of devices that are heterogeneous which can be any everyday existing objects,
context-aware computations, embedded intelligent sensors, smart objects, and traditional computing
networks. In possession are capabilities that allow them to communicate with each other, for the
reason of collecting, generating, processing, and providing information via applications and
administration mechanisms that are installed in cloud data centers or networks. It makes them able
to undertake sophisticated assignments and carry out their decision-making by themselves
minimizing the need for human supervision. In the future, almost all objects that surround us will be
linked and added to the Internet of Things [19]. The physical world and the world of information
and communications technologies (ICT) will be integrated, causing a revolution in traditional
networks. Communication will no longer be from person to person. Also, it will not be people
accessing information. It will be machines talking to other machines on behalf of people [20].

However, broad connectivity is a requisite for IoT at its core. To meet this need, numerous
different devices and communication protocols —from minute sensors up to rather reliable server-
based systems intended in order to process data, analyze it, and deliver knowledge are required. This
involves smooth inter-operation with mobile devices including routers and smart hubs, as well as
human operators as controllers within the system [21].

3.1 Common Attacks in loT Systems

IoT networks are susceptible to both internal and external network attacks. External attacks
occur when a malicious actor targets the network from outside without access to its cryptographic
keys. In contrast, internal attacks presuppose that the attacker has control over a trusted network
entity, launching the assault from within the network itself. In this scenario, the attack originates
from within the network, and it can be particularly challenging to detect as it may involve a
previously trusted device turning rogue [1]. Further details about common attack scenarios against
IoT networks can be found in Table 3.

Table 3. Common Attacks on IoT Systems

Attack External/ Internal Description
This is a type of assault where an attacker
Sybil Attack Both impersonates the existing network nodes’
identities.

Numerous devices attack a centralized server
with a large number of malicious requests and
prevent the server from responding to
legitimate requests.

DoS Attack Both

This attack targets the nodes to perform
Intermittent Attack Internal benign and malicious behaviors to prevent
their discovery as threats.

To access a valid user’s privileges, the

Spoofing Attack Both attacker tries to impersonate that user.
Substitution of Message This a_ttack alters a legltlma‘Fe massage in
Both transit so that the user receives it as the
Attack .
original message from the sender.
Message Replay Attack Both Fake {nformatlon is added to previously
delivered messages or reproduced.
Ballot-stuffing Attack Internal Malicious nodes are granted trust by positive
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reviews from other malicious nodes.

Bad reviews are given to certain nodes to

Bad-mouthing Attack Internal prevent them from being served.

This attack forces good reviews on malicious

Good-mouthing Attack Internal nodes to grant them trust.

The profile of a user’s electricity consumption
can be examined by an attacker to track the
usage patterns of an application, and an attack
could be launched based on this information.

Side-channel Attack Both

3.2 General Limitations of loT Systems

Due to the structural simplicity of IoT devices, hardware such as CPU and memory has limited
capacities. Also, energy availability is very simple and cannot handle high-consumption operations.
Moreover, it is not possible to deploy any software that requires high performance such as accessing
the control system. Also, the integration of applications in the network infrastructure concentrates on
obtaining functionality instead of considering security requirements when designing the application.
Thus, security is almost nonexistent in IoT devices.

The transmission media is the route that creates the connection physically and transmits the
data to the receiver. The usual issues relating to transmission media such as high error rate and
bandwidth also exist for IoT. Every communication medium demands particular energy, network
hardware, and compatible bandwidth with the medium. Thus, bandwidth improvement in IoT
applications is a challenge to maintain and extend the network’s lifetime [22]. The limitations of the
IoT system are mentioned briefly in Figure 3.
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Figure 3. Blockchain Platform
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4. Blockchain-based IoT Review
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Figure 4. Benefits of Blockchain in IoT

Blockchain technology became popular after Bitcoin. There is no need for third-party security
for online transactions in Bitcoin, which is a key advantage. Besides decentralization, blockchain
technology grants significant features such as immutability, auditability, and transparency [23].

Introducing blockchain to IoT has brought considerable advantages to IoT systems.
Decentralization of data is a significant characteristic, as are security, reliability, non-repudiation of
data, and autonomy. Also, due to the decentralized environment of blockchain, there is no single
point of failure. Moreover, blockchain implements secure code deployment and device-distributed
authentication and authorization [24]. On a related note, there are three main criteria concerned
with identity and accessibility in blockchain, namely public (less authorized), private (authorized),
and consortium [25]. Figure 4 illustrates the major benefits of blockchain in IoT.

However, handling big data on the blockchain is one of the big challenges of applying
blockchain technology to IoT. Also, the regulation of blockchain in IoT represents a challenge,
because there are no clear laws on blockchain. Moreover, loT devices frequently produce data which
makes the concurrency of data a big challenge. The limited throughput is also a big issue in
blockchain due to the complexity of cryptographic security protocols and consensus mechanisms.
[26] .Furthermore, blockchain requires high computational power which is difficult for IoT to
implement.

Scalability is the most critical challenge for providers of blockchain. The issue of scalability
needs to be solved in order to merge loT and blockchain. [27], [1].

In blockchain, the consensus mechanism is essential for adding blocks to the chain. The state of
blockchain relies on the protocol that generates approval through independent entities. The
consensus mechanism ensures high system availability and security for IoT systems including
various entities.

The consensus mechanism is utilized in a decentralized (P2P) network. There is no need for a
central authority to validate and store the transactions. Instead, various nodes are connected to each
other in a P2P manner. Once a transaction is initiated between two nodes, a validation for the
transaction needs to be performed by the rest of the nodes via a type of confirmation or voting for an
agreement between the nodes. Consensus algorithm is the method used for the validation process.
There are diverse types of consensus algorithms, with each algorithm varying in its performance,
level of security, and reliability [17].
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Table 4. Different Types of Consensus Mechanisms

Consensus Example Blockchain | Energy | Scalabi Minin Mechanis | Transaction
Mechanism P Type Saving -lity g -m Rate
Bitcoin,
Proof of | Ethereum Permissionl C(?nisi(:ir?n a | Based on
Work , Low Bad puting Poor
. ess mathematica proof
(PoW) NameCoi
n | problem
The higher | Based on
Permission the stakes of the
Proof of Ethereum ed/ the verifier, | number of
Stake . Medium | Good the higher tokens/ Excellent
, Nxt Permissionl .
(PoS) ess the chances coins
for creating Locked
a new block assets
Delegated Using a
Proof of | Bitshares, | Permissionl . Excelle random Based on
Medium ! . Excellent
Stake Monax ess nt selection as voting
(DPoS) the basis.
Practical
Byzantine
Fault Hyperled Permission . . Based on Based on
Tolerance ger ed High Fair random votin Excellent
(PBFT) Fabric selection &
and
Variants
The identity
Proof of | Ethereum Permission Of the
. : ed/ . Excelle validator Based on
Authority | Microsoft o High . Excellent
Permissionl nt proceeds the | reputation
(PoA) Azure
ess role of the
stake
Proof of c(lje(:l?
Elapsed Hyperled Permission High Good Baseq on Based on Fair
Time ger ed election lottery
(PoET) sawtooth
Multichai Based on
Round n Permission seudo- Based on
Robin T High Poor P . Excellent
Tendermi ed random voting
(RR) !
nt selection

5. Previous Work

At present, the significant increase of cyberattacks is resulting in a high level of damage to
individuals and public properties such as network damage and the stealing of critical data. IoT
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systems are resource-constrained devices that have limited memories and capacities. Therefore, the
possibility of attack increases.

There is a high demand for secure IoT systems. Fortunately, blockchain technology has many
advantages in securing [oT systems.

This section reviews the essential studies of recent years. The studies are chosen based on their

solution to security and scalability problems in blockchain-based IoT systems. Figure 5 shows a
summary of the most significant previous studies.

Time

An Enhanced Rich-Thin-Client architecture (ERTCA) which supplies Ethereum blockchain with a rich-

+ thin-client loT solution. It represents a new secure blockchain-based framework that utilizes loT
devices (thin-clients) to gather health information in health applications. Moreover, the rich clients
represents a full node that can add transactions and store them,

o /" Novel and Secure
. Blockchain Framework
for Health Applications

inlaT J A novel architecture based on
multi-agent system and blockchain
g =Y The proposed work Is to add bln:h:nain —_— to deliver lightweight and
‘T\T f :::‘:::;:w.“:md: o in order to . Blockchain-Based | | decentralized  secure  access
“ Sl e Lk ad e requests from smart devices tuimma Secured Access Control control of an loT system. The main
or vice verses (through HTTPS) and add | inan loT System J goal of this paper s to secure loT
Device  Security Gmm b ; CEmetlemnl
| Architecture a distributed ledger to monitor the access control by building a
R requests. Blockchain Managers (BCMs).
P | This system is based on Hyperledger Fabric /7 | A new decentralized authentication
</ FabricioT:a | and ABAC (attribute-based access control). | SEcuring the +| mechanism for the LoRaWAN networks
| Blockchain Based By using ditributed architectre, Fabric. | LORAWAN join where the loRa end device

information is authenticated and
stored using blockchain technology.

| AccessCantrol loT can trace records, provide dynamic procedure using
SysteminioT access control management and solve the | blockehains J
problem of the access control in loT. E .
A blackchain-based scheme that divides the BC into: private and public BC

‘A Lightweight Blockchain Based " according to the network and built the suitable lightweight secure and private
| Cybersecurityfor loT environments scheme.
The main contribution or this paper ——————————— | f‘n _,a“,_th,e"tht‘on spitem  Baced o0
! Using for 10T » this solution is
~— Blockchain Meets loT:an | . is to provide an access management | . =
- Access Control and | for resource-constrained loT devices. It
Architecture for Scalable to the devices through procedures
Acoess Mirsgenesitin stored in a single smart contract jn | Uthentication implements the Oauth process through
‘_kMammem | a smart contract in order to minimize

T 4 the blockehain network, the login times to the authorized

devices,

Figure 5. Recent Essential Works

Fotohi et al. focused on authenticating devices and performing hash on blocks before
transmitting them over a network [27]. The operation is conducted in stages. Figure 6 displays the
process of the method.

During the authentication phase, the registration algorithm of the IoT device is the first step. To
perform system-level tasks, the first step is to register the device by the CA. In this step, the device
is given a unique number by VCC. After that, the CA is allowed to send keys of encryption to the
device. The device is currently VCC-authenticated. Moreover, as part of the verification procedure,
certificates of the devices are kept by the VCC for future use.

During the registration process, in response to the device registration request, the signature and
primary cases of encryption are created and stored by CA. Once a device is connected to VCC, a
legitimate ID is registered and then used in subsequent transactions.

o BT
0 & l';]

Users Blockchain and
\’ smart contract VOt

ﬁ‘eﬁa

ToT device

' |||
1

.
>

—

Resource server

Figure 6. Authentication and Block Transmission Architecture in the
CBcA Method [28]
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Sarac Marko et al. focused on proposing a custom home server (hub) that functions on any
platform and enables the connection of all smart devices to it [28].

The solution is based on several points. First, the connection to smart devices could be wired or
wireless. Also, the connection between smart devices and home servers is wired. The
communication through smart devices cannot be direct from/to the Internet; the server stands in the
middle of the connection. Moreover, blockchain technology is added to the system and the network
is decentralized. Also, a distributed ledger is added to detect all requests. Finally, for more security,
blockchain performs authentication.

In Figure 7, the logic of blockchain is involved in the home server. Once the incoming data is
parsed, the blockchain performs validation of data. Following their generation, blocks are added to
the distributed ledger.

Smart Device Home Router Home Server Remote Service

: . [ Parse data inceming || | Parse incoming data and send
Mew data from sensors [=1¥ Port forwarding S | :
| connection proper action to device

|
1

Encrypt properly |
body of the request

i

Remove leaking information that
l are unused by remote services

Allow sending request
to remote service

Port forwarding from
allowed service

Perform Action

Figure 7. Activity Diagram of the Solution [29]

Li et al. proposed a system that improves the security of [oT systems in many ways [30]. In a
multi-node network, whenever a new device is added, the blockchain must be updated with the
identity data of the devices. Device IDs, public keys, and other information are hashed and kept in
the ledger of the blockchain. The blockchain network is made up of many devices, each of which is
anode. Moreover, the consensus mechanism makes sure that all nodes are storing the same data.

The system consists of three steps. First, registration of all devices in the blockchain should be
completed before authentication. When a device requests network access, authentication is
performed using the registration data stored in the blockchain. Beyond authentication, to spot
intrusion behavior, the integrity of the device’s important information hash is verified. The system
model is illustrated in Figure 8.
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Figure 8. System Model [29]

Abdulkader et al.(2019) chose a secure lightweight blockchain for securing IoT environments
from cyberattacks [31]. There are three main components of the architecture: manager of edge
block (EBM), manager of aggregation block (ABM), and manager of cloud block (CBM). To store
generated data, transactions, and blocks of IoT devices, the EBM is made up of SH appliances (IoT
devices) and devices of local storage (LSD). Considering that it manages all storage and
computation on behalf of IoT devices on a system with sophisticated computing and multicore
resources, the EBM is regarded as a central manager among loT devices in a local wireless network
that manages all local transactions and blocks. Moreover, data transfer between devices is managed
by EBM. It additionally collects a group of transactions into a block, verifies the block, and adds to
a local blockchain the new block. Generally, a very important contribution EBM performs is the
ensuring of cybersecurity in the proposed model by verifying and attaching devices, transactions,
and blocks. Here, the researchers distinguish between the flow of data and the flow of transactions in
order to mitigate traffic latency.

Novo (2018) proposed a fully distributed access control system based on blockchain
technology for a secure IoT devices environment [32],[33]. Smart contracts store access control
details. It is important to note that only these two components, IOT and the management hub nodes
withstanding, are part of the mentioned infrastructure. Therefore, it handles issues associated with an
increasing number of transactions in a single block. It is important, especially because many loT
devices do not have the ability to keep blockchain data, that they are limited in essence. Therefore,
in this architecture, the management hub is a new node that represents IoT devices rather than
adding them to the blockchain. This node requests from the blockchain the information of access
control. Moreover, a single smart contract is included in this solution to determine which operations
are permitted in the system of access control. Furthermore, managers are entities that provide the
access control policy for the system by communicating with the smart contract.

Figure 9 illustrates the System’s Architectural design. These include six elements of the
architecture — a wireless sensor network, manager, agents, smart contact, a blockchain network, as
well as a management hubs.
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Figure 9. Decentralized Access Control System [34]

Ourad et al. proposed an authentication and secure communication system which is based on
blockchain [35] . This solution is developed for resource-constrained IoT devices. The solution
implements the open authorization (OAuth) process through a smart contract in order to reduce login
times. The login process is done once, and all the authorized devices are controlled instead of
registering each loT device separately. Moreover, to make the IoT devices self-profiting, the smart
contract could be run by them. Furthermore, the solution provides a one-time authentication. To
verify the user’s ID, the user authenticates the smart contract. After that, the smart contract
determines whether the user can access the resource or not. Any preferred method, including SHH
or HTTPS, could be used to connect to the IoT devices after user authorization.

Zhang et al. suggested an attribute-based access control (ABAC) scheme to provide authorized
access for devices of [oT using the blockchain to transmit the access information securely and grant
reliable credentials[36]. Moreover, a verifiable collaboration mechanism was created to prevent any
malicious actions and restrict additional authorization for a specific group. Also, to perform
computations and communicate with the blockchain, authority nodes (ANs) were created. In general,
the system consists of five components: The access tree, [oT devices, the consortium blockchain
network, chain code with the public ledger, and the authority node. There are authority nodes and
common nodes in the blockchain network. Related participants in the blockchain will copy and
record the information from the public ledger. Each IoT device is assigned a group ID and an IP
address to identify it as a member of that group. The IoT devices have the ability to communicate
with any device in any group. It is well known that most IoT devices are resource-constrained.
Therefore, the IoT devices were separated from the blockchain, and authority nodes were introduced
in the system to act on behalf of IoT devices. Each authority node in the system has the chain code
deployed on it.

Danish et al. designed a decentralized LoRaWAN join procedure framework [37] .For
LoRaWAN networks, this work introduces a distributed novel authentication method in which
blockchain technology is used to authenticate and store LoRa end device data. As illustrated in
Figure 10, the framework consists of gateways and LoRa end devices, a join server, an agent
network server (ANS), a blockchain network, and a smart contract. At the gateway, LoRa end
devices interact with the network server to complete tasks. “LoRa End Devices”. The locomotion
network server will get data from the LoRa end device by the gateway through TCP/IP connections.
This model has an unsecured gateway. In addition, Lora end devices do not belong to the blockchain
network. Hence, these functions are possible at low power consumption. The server of the network
joins the conversation through IP connections to create the application and network session keys
with which it feeds the network server and applications. The join server has the main purpose of
storing and restoring the user’s authentication information from the blockchain network.
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Figure 10. The Improved Architecture for the LoRaWAN Join
Procedure

Bataineh et al.(2019) developed an Enhanced Rich-Thin-Clients Architecture (ERTCA), which
supplies a rich-thin-client IoT solution for the Ethereum blockchain [38, 39]. The user interface and
gathering of information are the thin client’s responsibility. The thin clients are considered resource-
constrained IoT devices. The thin clients, the rich clients, and the full blockchain nodes could be
devices that are personal computers or equal to them. In this work, there are two levels of thin
clients. The second-level thin client does not interact with the system; it is only used to collect data
from the real world. It could be sensors databases or people. A GUI is supported by both rich and
thin clients to simplify the process for users. The rich client is different from the thin client in that it
has a full blockchain node that stores all of the blockchain’s transaction records. Also, it is able to
register transactions to the blockchain. Rich clients consist of the Ethereum blockchain node. The
system is decentralized, and the rich clients represent a P2P network. Therefore, other rich clients
can handle the failure and rescue the linked thin clients if the rich client is exposed to any type of
failure. Figure 11 illustrates the architecture of the ERTCA system. In this health system, the rich
client represents the surgery management system (SMS).
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Figure 11. The Enhanced Rich-Thin-Clients Architecture (ERTCA)
Architecture
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To sum up, an enhanced rich-thin-clients architecture can improve a system’s health functions,
including users’ comfort, advanced data visualization, information safeguarding, and the support of
remote control and medicine. Such technologies can support hospitals with their evolving needs of
scalability, interoperability, and embracing Internet-of-Things devices in changing healthcare
contexts.

6. Conclusion and Future Work

This paper provides an overview of blockchain technology, IoT technology, and the benefits of
merging these technologies together. The blockchain is a decentralized robust technology that
provides many benefits such as security and scalability when integrated with other technologies. The
integration of blockchain with IoT resource-constrained systems has brought big advantages to loT
devices. Moreover, previous studies of adding blockchain to IoT systems were reviewed based on
different techniques and approaches in order to enhance security and avoid malicious behaviors by
providing a decentralized system. Security has been addressed in IoT systems in different
mechanisms. [oT devices have limited computing resources and storage. Therefore, most studies
distinguish between the system of blockchain and the [oT devices to make the system reliable and
secure.

With this growth in 10T, it is necessary for more research in scalable blockchain solutions that
will be able to cater to more transaction and data volumes in the future. The development of smart
consensus protocols and blockchain designs suited for [oT devices will be important.
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