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1. Introduction

MANETS mobile private wireless networks are defined as a group of independent and self-managed
mobile nodes without an infrastructure [1], where nodes cooperate to deliver messages to their targets
using routing protocols responsible for finding the path between the source as well as target. Some of
the MANET protocols, namely Ad-hoc On-demand Distance Vector (AODV), reverse-AODV
(RAODV), Destination Sequenced Distance Vector (DSDV), Dynamic Source Routing (DSR), Ad-
hoc On-demand Multipath Distance Vector (AOMDV), and Temporarily Ordered Routing Algorithm
(TORA) [2]. Both AODV and DSR are two of the most requested protocols which are applied in
MANETS [3]. Achieving security in these networks is a challenge that is difficult to achieve due to a
variety of reasons, including changing topology, limited bandwidth, lack of central management, and
constant mobility of nodes. Routing is vulnerable to many security risks and attacks, and the Black
Hole assault is one of the latter; It drops packets into the network, thus preventing them from reaching
their intended destination [4].
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The black hole is considered as a particular type of brutal attacks, and it resembles a puncture
which damages every data packet on its own [5]. The malicious nodes also disrupt route discovery,
allowing the attacker to absorb network packets. The role of the intermediate nodes is to find a given
correct path for the destination node in AODV path detection through sending "hello™ packets to the
neighbours. Instead of sending discovery packets to surrounding nodes, the rogue nodes seeking to
react to the source ones with a fake path reply as though they have a proper path to the destination in
AODV [6]. Consequently, the source node transfers its own data packets to the target node through
the malicious node, assuming that latter is a correct path. The net, therefore, is vulnerable to a black
hole assault, in which rogue nodes deliberately mishehave as well as cause harm to the node interface.
The nodes in the net will generally be nervously looking for a path to the destination, using resources
and causing packet loss [7]. The black hole attack occurs in MANET networks with single or more
malicious nodes declaring that they have the shortest and most recent route leading to the target at the
time of issuing a Route Request (RREQ) message by the source node to the surrounding nodes so as
to discover that path.

The purpose of the present study is to investigate the impact of the black hole attack on the
efficiency of MANET networks that utilize AODV as a transmit protocol. Furthermore, it aims to
check the efficacy of IDSAODV and Reverse AODV protocols in detecting the black hole node by
simulating different scenarios of the MANET network. This is for the goal of selecting which protocol
provides the network with the preferable functioning, according to a set of variables like the
throughput, the normal routing load, as well as the rate of packet transmission. Moreover, the
remaining section of this research is organized as along these lines: The related studies are
demonstrated in part 2. The Black hole attack in MANET security is discussed in the third part. The
experimental study including the emulation materials as well as environment parameters are explained
in section 4. In addition, the result and discussion implementation in AODV and Reverse AODV with
different scenarios are illustrated in part 5. At last, the sixth part of this paper clarifies the conclusion
as well as the prospective remarks.

2. Related Works

With the aim of founding dependable communication between the nodes in a given unsuitable milieu,
MANET has become an essential study area [8]. However, these networks have several security issues.
The authors of [9][10] have recommended improving MANET security. In particular, the authors of
[11] proposed a neuro-fuzzy approach for MANETS that is similar to IDS. The IDS was introduced
by the authors of [12] for the purpose of uncovering as well as recognizing the attackers by using an
ambiguous method. In order to enhance the probability of detecting as well as preventing the black
hole attackers in MANETS, the authors in [13] suggested an improved trust discovery technigue. In
case of the existence of malignant black hole nodes, this approach avoids the nodes of the black hole
in MANETS, and it raises the throughput of the net, as well as reduces the packet loss together with
the power consuming. Another solution suggested by the researchers [14] is an efficient detection
method with low network overhead. Further, the authors [15].

proposed a new approach dependent upon an effective threshold value of the target sequence
number to discover and restrain the nodes of the black hole, which outperforms the black hole assault.
The authors in [16] showed that it affects interactive routing protocols more than other protocols
because it requires the path on demand only, while non-interactive protocols depend on maintaining
all paths permanently before sending the data. In contrast, the authors in [17] examined the impact of
this assault over the net that utilizes AODV protocol, and they came to the conclusion that the black
hole assault had significantly affected the packet delivery rate in the network. Others in [18] also tested
the effect of increasing the number of attacking nodes and concluded that network performance
deteriorated significantly, and its productivity decreased when the number of attackers increased.

Some researchers [19][20][21][22] went to find techniques to detect this attack and tried to
prevent it. Researchers have classified black hole attack detection techniques into many categories,
some of which depend on encryption, others that depend on determining the threshold of the number
indicating the novelty of the path, and other techniques that depend on eavesdropping and achieving
trust between nodes [23]. The authors in [24] proposed to IDSAODV by modifying the AODV
protocol with aim of decreasing the effect of the Black Negev assault. Other researchers [25] have
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proposed Reverse AODV to prevent Denial of Service (DOS) assaults as well as conclude that it
significantly improves packet delivery and network throughput.

While the authors in [26] combined the two previous improved protocols and achieved
effective results in Mesh wireless networks, most researchers overlooked the effect of the location of
the attacking node on the functioning of these particular protocols. In the present study, we
investigated the influence of implementing both IDSAODYV and Reverse AODV in the network in the
event of one or more attackers, and the focus was on studying the cost of implementing these two
protocols in the absence of an attack.

The reason for choosing them is that researchers in previous studies [24] and [25] ignored to
study the cost of using them in the network in the absence of the attack, as we studied the impact of
the performance of each of them on the location of the attacking node for the sender and receiver since
these ideas have not been studied in advance.

3. Black hole attack in MANET

MANETS are vulnerable to various threats and attacks such as black holes, impersonation, wormholes,
snooping, Address Resolution Protocol (MiTM attack), and Gray holes. Likewise, the indicated ones
are either active or passive assaults [27]. This specific paper investigates the black hole assault, yet
none of the other attackers is discussed.

3.1 The Black hole Attack in MANETS Dependent upon AODV Routing Protocol

The following describes how the black hole attack in MANETS networks, which uses the AODV
routing protocol to find paths from the transmuting to the receiving nodes, operates:

- Sending a route request message (RREQ) to the surrounding nodes allows the source node to
recognize the path when it needs to transfer the data packets to another one.

- The rogue node receives this message and then sends a path reply message RREP (Route
Reply), informing the sender it owns the most current and very short route leading towards
the destination.

- Atthe time the first RREP message coming from the rogue node reached the sender, the latter
ignores any RREP messages that come from other nodes and only transfers the data packets
along the route that the rogue one has defined.

- Malicious nodes receive and drop these packets, preventing them from reaching their actual
time.

3.2 MANETS Black Hole Attack Detection Techniques

Several techniques have appeared for the purpose of revealing the black hole assault. The current
study, however, concentrates on both IDSAODV and Reverse AODV.

3.2.1 AODV Intrusion Detection System (IDSAODV)

IDSAODV is an upgraded protocol from the AODV protocol proposed by the researchers to enhance
the performance of MANETS networks in case of the existence of a black hole assault. Further,
IDSAODV lets the source node ignore the created path by the first reply packet and the response by
the second reply packet. IDSAODV assumes that the first (fastest) response always comes from an
attacking node, but this assumption is not always correct. For instance, there may be a long distance
between the attacking node as well as the source node while the target node may be close to the former
one. In this scenario, the actual target node will provide the initial response. This particular protocol
shows that this response will be ignored as well as the following response that may come from the
black hole node [24].

IDSAODV algorithm is summarized along the coming lines:
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The source node transfers a given route request message; RREQ is a public broadcast.

The source node receives multiple RREP; request-response messages.

The source node ignores the initial RREP packet assuming that it is sent by a rogue node.
The second reply packet is accepted by the source node, which regards it as a trusted node,
updates its routing table, and starts sending its data according to the information in this packet.

el N

3.2.2 Reverse AODV Protocol

This protocol was initially designed to solve the problem of reply packet loss since the Reverse AODV
addressed the problem of Unicast Route Reply [28], which is one of the weaknesses of the AODV
protocol that attackers use in their attack, making it utilize a suffix with aim of relieving the effect of
the black hole assault [9]. This protocol relies on flooding the reply message in the network and
creating several routing paths between the source and the target.

The working mechanism of the Reverse AODV protocol:

1. The source node broadcasts a public RREQ packet to its neighbour nodes, which in turn
resends it to its neighbour nodes up to the time which it arrives at the target one.

2. When a RREQ message reaches the initial destination, it broadcasts to its neighbours a packet
called Reverse Route) R-RREQ (which includes the route request-response information. Then,
the neighbours, in turn, send this packet to their neighbours after modifying and updating them

3. routing tables the information till reaching the source node.

4. When R-RREQ packets come to the source node, the latter stores the available routing paths
in order to transmit the data packets between the source as well as the target, selects a best
(shorter and newest) path, and sends the data packets to the target through it.

5. In the event of failure of the chosen path, the source node chooses an alternative path from the
stored paths. As a result, when an attacker is in the network, it will respond to the R-Request
message directly, indicating it owns a particular route leading towards the destination.
Whereas, the source node will not respond to it since it is excepting to receive the R-RREQ
message from the target one, and it will isolate and delete it from its routing table. The Reverse
AODYV Protocol’s drawback is that it causes network overload and delays by flooding reply
messages across the entire network.

4. Experimental Study

The researchers of this paper conducted a theoretical study on the mechanism of the black hole attack
and how it affects the network performance, and they searched for the solutions proposed by the
researchers to detect and mitigate its effects. First, the researchers used the NS2 network simulator
[29] to build different scenarios to study the efficacy of some of these solutions with one or more
attackers in the network. Then, they used the Nam 1.14 tool to show the network topology and the
Trace files to calculate the results. Finally, they analysed the results to find out the most appropriate
protocol to detect the black hole assault in MANET network under different values of some network
parameters and according to the set of metrics.

4.1 Building the network model

The researchers used the NS2 network simulator to build a model of a MANET network consisting of
20 wireless connected nodes with the same capabilities (homogeneous). These nodes are spread
randomly over an area measuring 1186 m * 600 m, with no considerations given to how many nodes
should be included in a network. This number had been selected in such an arbitrary manner in order
to create the MANET network and investigate how the black hole assault affected it. These nodes
(except the attacking ones) have a motion with constant speed which is 2 m/s, and it represents the
average walking speed that characterizes humans. In addition, some of these nodes generate data
packets of 1500 bytes and send them to specific targets at a rate of 0.1 Mb/s using the AODV routing
protocol to determine the paths to those targets.
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4.2 Simulation Scenarios

The first scenario: This scenario aims to evaluate the functioning of a particular MANET network
through utilizing AODV protocol while being subjected to a black hole attack by one or more attackers.
That is to study the attacks’ impact on network performance.

The second scenario: This scenario intends to assess how well a MANET network performs when
subjected to a black hole assault by one or more attackers by applying both Reverse AODV and
IDSAODV protocols. That is to study the efficacy of each of them in detecting the attack.

The third scenario: The goal of this scenario is examining the influence of how well both Reverse
AODV and IDSAODV protocols perform with the location of the attacking node relative to the
sending node.

Table 1. Demonstrates a group of network parameters and their own values.

Parameters Values
Type of Channel Wireless channel
Simulation time (second) 600
Package size 1500
Transport Layer Protocol UDP
Data rates 0.1
Routing protocols AODV without BH, Black hole
AODV, IDSAODV, Revers AODV
Total Nodes 20
No. Attacker nodes 0,1,2,3
Nodes Speed (m/s) 2
No. of CRB connections 10
Simulation Area (m2) 1180*600

4.3 Performance Evaluation Parameters

In this paper, the researchers will depend on a set of parameters: packet delivery ratio, average
throughput, and natural routing burden. Because throughput as well as packet delivery ratio are both
utilized for the purpose of assessing how well the network performs, these parameters were chosen.
Therefore, the higher the values of these criteria, the better the performance. While the overhead is
used in routing to calculate the cost of implementing the routing protocol in the net regarding the
routing packets number, and it generates to find and maintain paths between the sender and receiver.
These parameters are clarified along the following lines:

4.4 PDR packet delivery ratio
This ratio will be reduced in the AODV black hole protocol provided that the attacker drops data

packets. It is defined as the ratio of total number of the packets reached at the destination to the total
number of packets sent from the source [29] and is given by:

Y. number of packets received by the CBR destination

PDF = 1)

Y. number of packets send by the CBR sources

4.5 Average Throughout [kbps]
The data value reached at the network nodes in bits throughout the simulation time [29] will decrease

with the presence of the attack because the attacker prevents packets from reaching the target and is
given by the relation:
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Y number of packets received by CBR destination
Average Throughput = Lr Y 2

Simulation time
4.6 Normalized Routing Load

It is defined as the ratio of the total number of received routing packets to the number of received data
packets [30] and is given by:

Y. total number of routing packets received (3)
Y. total number of data packets received

NRL =

5. Results and discussion
5.1 The Results of the First Scenario

The results of figures 1, 2, and 3 demonstrate how MANET net employing the AODV routing protocol
performs in both the normal state without an attack (represented in this state with several attacking
nodes equal to zero) and during the existence of the black hole assault by a number of uncooperative
attacking nodes (one, two, and three attacking nodes).

The results of Figurer 1 show that when an attacking node was present in the net, it caused the
reduction of packet delivery ratio, which became 28% after it was 100% in the normal state (taking
into consideration that there is no packet loss due to external conditions such as interference that may
affect the link). The extensive loss of packets is due to the attacker’s condition; the attacker is working.

Therefore, the packet delivery rate in some connections will reach zero. However, since there
is more than one CBR connection between nodes in the business scenario, the value of the PDR in the
network does not decrease to zero. From the figure, the researchers noticed that this percentage
continued to drop as the attacking nodes number rose, reaching 18% when there are three attacking
nodes.

120
100
80
60

PDR [%]

40
20 >

&

] 1 > 3 s AQDV

Number of attacking nodes

Figure 1. Relationship between Packet Delivery Ratio together with Attack Nodes Number in a
MANET.

Figure 2 demonstrates how an attacking node existence in the network led to a decrease in the network
throughput, as it became 23 kbps after it was 68 kbps in the normal state. That is clarified within the
reality that the attacker is dropping the data packets that it receives instead of resending them to its
targets. Furthermore, from the figure, the researchers noticed that the throughput continued to decrease
with the increase of attacking nodes’ number, reaching 15 kbps when there were three attacking nodes.
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Figure 2. Relationship between Average Throughput and Attacking Nodes Number In MANET.

The figure 3 shows that NRL increased to 0.22 with the presence of an attacking node compared to
0.033 without an attack. It also continued to increase with the increase of the attackers’ number,
reaching 0.41 when there were three attacking nodes because of the decrease in the data packets
number that arrived at the destination caused by the attacker drop. The data packets with the number
of routing control packets remain the same.
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Figure 3. Relationship between the NRL As Well As Attacking Nodes Number in A MANET.

The preceding results highlight the negative impact a black hole assault would have on how a net
performs.

5.2 Second Scenario Results

After applying both IDSAODV and Reverse AODV protocols in a particular net, each of them
enhanced the network performance according to simulation findings, but with different percentages.
For example, Figure 4 indicates that the IDSAODV increased the packet delivery rate to 68% when
the attacking node was present, compared to 28% in the same network when using the AODV protocol.
It also improved the rate of packet delivery when there were two or three attacking nodes, but it did
not completely prevent the effect of the attack because it treats the first wrong response sent from the
first attacking node and accepts the following response, which may be coming from the second or third
attacking node. Therefore, it will not be able to detect the three attacking nodes.

The researchers also noticed that the Reverse AODV protocol raised the packet delivery rate to 100%
for one or more attacking nodes. That is because this protocol does not allow the attacking node to
declare itself that it has the correct and up-to-date path to the target and is waiting for a response from
the actual target. It also replaces the current path used to transfer data with another path when it notices
that the packets did not reach their destination according to this path.
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Figure 4. Relationship between Packet Delivery Ratio and Attacking Nodes number when using
AODV, IDSAUDV, Reverse AODV

Figure 5 shows that the IDSAODV protocol increased the network throughput to 46 kbps when there
was an attacking node, compared to 23 kbps in the same vulnerable network that used the AODV
protocol. It also improved the network throughput when there were two attacking nodes. However, the
improvement was slight when there were three attacking nodes due to its wrong prediction of the
following reply packet. The researchers also noticed that the Reverse AODV protocol raised the
throughput to 68 kbps, regardless of the number of attackers, which is the same as the network
throughput in the absence of an attack in the network.
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Figure 5. Relationship between Network throughput and Number of Attacking Nodes when using
AODV, IDSAUDV, Reverse AODV.

Figure 6 shows that the IDSAODYV did not cause any additional routing load because it did not use
any additional control packets. In contrast, the Reverse AODV caused an increase in the average
routing overhead due to its work that depends on immersing the R-RREQ packet in the network while
the AODV sends one reply packet along the reverse path. This load increases proportionally with the
number of attackers.
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Figure 6. Relationship between Average Routing Load and Number of Attack Nodes under AODV,
IDSAUDV, Reverse AODV.

5.3 The Third Scenario Findings

This study aims to investigate how the performance of the two protocols, IDSAODV and Reverse
AODV, is influenced by the attacking node position. In this scenario, the researchers chose one to send
and one receiving node in the network and located the attacking node according to three cases:

The attacker is close to the sending node BH, the attacker is midway between the transmitter and
receiver BH, and the attacker is far from the sending node BH to study the effect of the performance of
each protocol, Reverse AODV, IDSAODV, with the location of the attacking node. The researchers
represented the locations of the three nodes on the horizontal axis.

In this scenario, the researchers noticed that they chose the sending and receiving nodes that move in
the same direction and with the same step to nearby locations. Therefore, the distance from the attacking
node to the sending node is estimated to be equal to the space from the receiving node to the attacking
one if the attacker is located in the middle.

Figure 7 shows that the packet delivery rate when using IDSAODYV is better when the attacker is near
the sending node. The researchers noticed that the packet delivery rate decreased as the attacker moved
away from the sender. That is because the IDSAODV protocol neglects the first reply packet expected
to be coming from an attacker and depends on the second reply packet. The closer the attacker is to the
sender, the faster his response. Therefore, the protocol expectation will be correct. However, his
prediction may be wrong and may cause counterproductive results when the attacker is far from the
sender, causing the rejection of the actual reply message and accepting the attacker’s reply message,
that causes the reduction of the packet delivery rate.

100 - s S
80 2
p— AODV without BH
X
- 60
wedee blackholeAODV
e 40
o A e
% on ———0 ¢ = |DSAODV
0 i reverseAODV
BH Near BH Midway BH Far

The location of the attacking node and source node

Figure 7. Relationship between Packet Delivery Ratio and Attacking Node Location when using
AODV, IDSAODV, Reverse AODV.

The researchers also noticed that the attacking node position in the three cases did not influence the
packet delivery rate provided by Reverse AODV due to the failure of this protocol to respond to any
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response coming from the attacking node regardless of its location and waiting for the response from
the actual future.

Figure 8 shows that the network throughput using IDSAODV is better when the attacker is near
the sending node. At the same time, the researchers noticed a decrease in the packet delivery rate as the
attacker moved away from the sender. As it appears from the figure, the attacking node position did not
influence the throughput provided by Reverse AODV in the cases. That is because of the drop of the

response from the malicious node and the use of another routing path. Therefore, the packet arrival rate
is high at the target.

. 80
.§. 70 A ’A' A'
8 and Tk ,
= 60 w—gr==AODV without BH
3
8 50
'§ 40 blackholeAODV
2
£ 30 st | DSAODV
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? 20
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0 0 0.5 1

The location for attacking node & source node

Figure 8. Relationship between Average Throughput and Location of the Attacking Node when using
AODV, IDSAUDV, Reverse AODV.

From the previous two scenarios, the researchers concluded that the Reverse AODV protocol
achieved better results in throughput and packet delivery when there was an attack by one or more
attackers in the network. However, it caused an increase in the natural routing load. Therefore, it is
considered the most suitable for detecting the black hole attack, and it was not affected by the node
location attack in particular net. Table 2 summarizes the findings obtained in this paper.

Table 2. Advantages and Disadvantages of IDSAODV and Reverse AODV protocols

Protocol Using extra Advantages Disadvantages
Routing Packets
IDSAODV  No Extra routing Improved packet The attacking node position has an
packets were delivery and throughput  impact on the protocol on the route
used. with low routing drop. between the source and the target,

and it does not work properly
when it is far from the source.

Reverse Use R-RREQ Improved package An increase in average routing
AODV delivery rate to nearly load, compared to AODV.
100% and provided high

average throughput.

6. Conclusions and Recommendations

A black hole assault in a MANET network utilizing the AODV routing protocol causes throughput as
well as packet delivery delays and high NRLs. In addition, network performance worsens with the
increasing number of attacking nodes. The IDSAODV protocol may relieve the black hole assault
effect and improve packet delivery rates and average throughput. However, its performance
deteriorates when more attackers are involved. The location of the attacking node relative to the
sending node affects network performance because the network performance decreases the closer the
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attacker is to the sender. The IDSAUDV protocol can improve network performance when the
attacking node is closer to the source than when it is far from the source. The IDSAODV protocol
provides better IDSAODV results in packet delivery and throughput but causes a relatively large
routing load compared to IDSAODV. This paper was tested for static attacking nodes, so the
researchers recommended studying network performance in the case of mobile attacking nodes.
There are many proposed algorithms for detecting black hole attack other than IDSAODYV and Reverse
AODV. Some of them rely on machine learning, while others rely on trust. Therefore, the researchers
recommended studying these techniques and choosing the best and least expensive technology. In
addition, attacks targeting other routing protocols can also be studied.
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