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Abstract—Mutual authentication is essential to guarantee theumbers. The encryption operations must be chasédime

confidentiality, integrity, and availability of aRFID system. One
area of interest is the design of lightweight mutaathentication
protocols that meet the limited computational andrgy resources
of the tags. These protocols use simple operatismsh as
permutation and cyclic redundancy code for crympbic
purposes. However, these functions are cryptogeafihiweak and
are easily broken. In this work, we present a eagénst the use of
these functions for cryptographic purposes, duthéir simplicity
and linear properties, by analyzing the LPCP pmitdd/e evaluate
the claims of the LPCP resistance to de-synchraoizaand full
disclosure attacks and show that the protocol iaknend can be
easily broken by eavesdropping on a few mutual enttbation
sessions. This weakness stems from the functioamgblves as
well as the improper use of inputs to these fumstioNe further
offer suggestions that would help in designing maecure
protocols.
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1. Introduction

Radio Frequency Identification (RFID) systems agpldyed

in various industrial and academic applicationseyfare

used in asset management systems, libraries, cradits,

and passports. These systems consist of tagstthatumique
identifying information about the objects beingckad, one
or more readers that communicate wirelessly with tdgs,

and a backend database to store the informatioected

from the tags. The information in the database

continuously updated according to the responses filze

tags.

Passive RFID tags harvest the incident power frém

reader signals and use it to run their circuitrg aaspond
back to the reader. This form of energy harvessungports a
short communication range and limited computatiqreater

of the tags.

A critical aspect to be considered with RFID systaémdata
privacy and integrity. Current RFID implementationave

little provision to these necessary features. Thus,system
becomes vulnerable to various attacks that incltag

cloning, tag tracking, information disclosure, amehial of

service (DoS).

In the past few years, researchers focused on pimmpo
protocols that support mutual authentication betwéee

readers and tags and maintain the privacy of se
information shared between these parties. For sstde
mutual authentication between the reader and thehath

parties must possess the same secret encrypticnakelyuse
them in the private exchange of random numberstaadag
identifier (ID). A mutual authentication sessidmefeupon
referred to as the session) involves a sequencballenge-

cyclic redundanc

&

with the limited computational and energy capalbiit
Since the use of conventional ciphers, such asDh&@
Encryption Standard (DES) and Advanced Encryption
Standard (AES), is not viable, several protocolsrewe
proposed based on the use of simpler functions.
Ultralightweight protocols are based on simple kHty
addition, and shift operations. These protocolssaitable in
terms of their computational complexity but are wéam a
cryptographic perspective. On the other hand, \wefight
protocols use the same functions as those in iglttateight
protocols along with cyclic redundancy code (CR@Y a
pseudo-random number generators (PRNG). These two
added functions are readily available on the thgs comply
with the Electronic Product Code (EPC) Class 1 Gatitn
2 standard [1].
yUnfortunater, although these functions offer lieait
privacy, they are still being employed in variousitoal
authentication protocols. Since the CRC function
implemented on the RFID tags, it is widely employeda
possible replacement of more complex cryptographic
functions. This poses a serious threat on the tazaurity
of the system and the associated data exchanges.
In this work, we present a case against the ussuoh
functions for mutual authentication. This is dong b
highlighting the inherent weaknesses of the pertimitaand
igRC functions. To that end, a detailed analysia ofcently
proposed protocol called the Ultralightweight RFID
authentication Protocol with CRC and PermutatioRCP)
t[2] is presented to show that it falls short obyiding the
claimed security features. Due to the improper esaigthe
CRC functions and the unique properties of the amEss
structure, two attacks are presented. The firstaigle-
synchronization attack in which the key update psscis
manipulated such that the reader and the tag hflefaht
keys. The second is a full disclosure attack teatals all
the secrets shared between the reader and the
Furthermore, we offer suggestions that would hetp
designing more secure protocaols.
The paper is organized as follows: Section 2 prssan
overview of earlier attempts for secure ultraligbight and
lightweight protocols and their weaknesses. Thieliswed
an overview and security analysis of the LPG#Rqmol in
ction 3. Finally, the paper is concluded in Sect.

2. Related Work

The early attempts of ultralightweight cryptograppeared
in the Ultralightweight Mutual Authentication Prct
(UMAP) family. It consisted of the Lightweight Muil

is

tag.

response exchanges using the secret keys and randdwthentication Protocol (LMAP) [3], Minimalist Musl-



International Journal of Communication Networks &mfdrmation Security (IJCNIS)

Authentication Protocol (M2AP) [4], and the Efficit t
Mutual Authentication Protocol (EMAP) [5]. The mai
operations in these protocols are the XOR, AND, @Rl
addition. These protocols were shown to be vulderabde-
synchronization and full disclosure attacks [6+11]
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Recently, Gao et al. [2] presented an analysithefRAPP
protocol and demonstrated a de-synchronizatiorclattey
tampering with the exchanged message. As a soltidhe
vulnerability, the authors proposed a new protocalled
LPCP. This protocol is a lightweight protocol (thathors

The Strong Authentication and Strong Integrity ($AS call it approximate ultra-lightweight) that usesetiCRC

protocol [12] was proposed as an alternative tercvme
these weaknesses. It added the rotation operatiothd

bitwise operations used in the UMAP family. The tpool

was investigated thoroughly and several papers dataled
attacks that resulted in de-synchronization [1B-IMore

importantly, a full disclosure attack with high pability of

success by eavesdropping on 217 protocol runs vesgded

in [15]. A detailed analysis of SASI in [16] pezged the de-
synchronization, ID disclosure, and full secret ues
disclosure attacks.

The Gossamer protocol provided enhancements tcover
the vulnerabilities of its predecessors. It stilhsvshown,

function along with the operations defined for tRAPP
protocol. The authors verified the protocol usihg Simple
Promela Interpreter and claimed that the LPCP pabto
provides confidentiality and is resistant to de-
synchronization, tracing, replay, and full disclesattacks.
The work in [29] presented a de-synchronizaticlackt by
impersonating a valid reader using eavesdroppedages
from earlier sessions. We further analyze the palt@and
present two attacks with a success probability Empuane.

3. Security analysis of LPCP protocol

The message exchange structure and the updatéd$ P

however, that the de-synchronization problem was n@re shown in Fig. 1. The tag stores the Index-pseyu

solved. Active attacks that would result in deqps) along with three keys(K,,K,,,K,). The reader

synchronization are detailed in [17-18] the RF|[511ain'[ains two copies of these parameters labeled as

One protocol that received attention is od old v old s old oo e o e s e
authentication protocol with permutation (RAPPYJ[IThis  (IDS™, K™, Ky"Ky™) and  (IDS™, K™, Ky™ Ky™) .

protocol extended the operations used in SASI ldjnadthe The designation ofiew represents the updated values of the
permutation operation. The goal behind the pernurat parameters whereasld represents the values from the
operation is to hide any bit relationships thatuledrom previous session.

bitwise operation. Similar to its predecessorsjoter attacks The reader initiates a session by sending a Hedlesage to
appeared and showed its inherent weaknesses. e designated tag. In return, the tag responds itgitI DS .
synchronization attacks with a reasonable proligbiif The reader uses the receivldS to retrieve the parameters
success are given in [20-21]. Moreover, a detalealysis in associated with it from the backend database amsh th
[22] gave the steps to run a full disclosure &tasing 2° generates a random numbBy which is used in computing

tag queries. This number of queries was hugely aedlu messagesr and When the tag receives these messages
down to 192 tag queries in an improved full disalesattack g B g ges,

in [23]. A detailed analysis of these previouseks is given it extractsR, from a and then computes its own version of
in [24]. £ . A match indicates that the reader is authentite Tag

One recent protocol is the Succinct and Lightweighten sendsy to the reader which, in turn, uses it to
Authentication Protocol (SLAP) [25]. In this prot¢ an g thenticate the tag.

uItra_llightweight operat_ion, caIIe_d conversion, &ed as the Next, the reader generates a new random nurmRerand
basis for cryptographic operations. The authorsene a
detailed security analysis and claim that the poltas computes message$ and ¢. Furthermore, the reader
resistant to de-synchronization, replay, and tigaittacks. checks if the receivedDS = IDS™ then an update of the
SLAP was followed by an even newer protocol calleé keys andIDS value takes place. The tag extrags from
pseudo-Kasami code based Mutual AuthenticationoBe0t 5 4nq verifies it using, . If no anomaly is detected then the
(KMAP) [26] that avoids the use of simple bitwise .

. . - tag performs the same update to its parameters.
operations and, instead, uses a primitive operatloat

enhances the diffusion properties to make the ®Cr§y this section, a detailed security analysis of HPCP
|rreverS|bIe._ In the_ analysis part, it is claimeldatt the protocol is given by presenting two attacks. Thstfis a
protocol resists all kinds of attacks. novel de-synchronization attack in which the reaafed tag
The work in [27] provided an analysis of SLAP anIAP i hold mismatching keys and will not be able poove
and presented a generalized case of a de-syncaliomiz ineir identities to each other. The second attaekls to the
attack that applies to both protocols. The attdwbws that | gisclosure of all the secrets shared betwewn reader
the de-synchronization attack is still possiblerett®ough the 5,4 the tag. This allows the attacker to track theg,
tag and the reader hold copies of the old and rewes jmpersonate the tag in responding to the readeicerversa,

values. _ and to maintain possession of the secrets valwes, after
As a general observation, most of the protocols 8@ the ypdate that takes place at the end of eaclosess
based on lightweight operations were shown to be

susceptible to attacks due to the inherent weaksdsstheir Preliminaries

cryptographic operations. The work in [28] discesske To lay the foundation for presenting the attackse w
typical mistakes that appear in the design of mai and

provides guidelines to be followed in order to dasand

evaluate the validity of mutual authentication pomtls.
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Reader Tag
Hello
DS

o = CRC (Per (Ky,Ky)) @ Ry
B = CRC(Per(Ky B Ky, CRC(Ky B Ry)) @ Per(K,,CRC(Ky B Ry)))

Y = CRC(Per(CRC(Ky @ Ry), CRC(Kyy ® Ry)) @ Per (CRC(K, @ Kr),CRC(K, @ Ry)))

8 = CRC (Per (K, K.)) B R
{= CRC(Per(CRC(Ky @ Ry),CRC(Ky B R,)) @ Per(CRC(R, @ Ku), CRC(K, & Ry)))

Update Update
If IDS™8Y is received Ky = CRC(Per (Ky,R1) & Ky)
IDS®¥ = [DS§new Ky = CRC (Per (Kyy,R2) D Ky)
Hﬁldzﬁﬂnsw KichC‘:PW(KL‘,Ri'@R:)@IDS)
OV — e IDS = CRC(Per &gDSle DR, B Es DKy
K

K¢ = K

K5 = CRC (Per (Kgfd,Rl} @ J‘\’,ﬂfd)

K" = CRC (Per (K2, R,) & K2'9)

K" = CRC (Per (K22 R, BRID IDSDM}‘

IDS™s¥ = CRC(Per (IDS°'%,R; B R,) & KFE B K
B K

Figure 1. The LPCP message exchange [2]

discuss the two main cryptographic functions usedRCP: 1<km+1<km+ 2<...<kn<n, then

the CRC and permutation (Per) operations. Then nesemt Per (X,Y) = X X2 -+ Xan Xin Xt -+ Xerme 2X%ne 1 (1)
observations related to the message structure hedet
functions.

There are various implementations of the 16-bit CR
functions that differ based on the initial valuedathe
polynomial. The CRC function used on EPC compliagis

As an example, assume we have two 8-bit arrays,
=1001001: and Y =1110101( then

er (X,Y)=1000110. The details are shown in Fig. 2.

produces a 16-bit value based on the input valuk the X | 1 | 0 | 0 | 1 | 0 | 0 | 1 | 1 |
generator polynomialx'® +x*2+x®+1 [1]. For illustration v (TTi]1]0]1]0]1]0]
purposes, we adopt the CRC-CCITT (XModem) in whiuh

computation of the CRC is done by initializing ayister

with 0x0000 and then clocking the data one bit at a time tc b

be encoded (from MSB to LSB). Once all bits haverbe
clocked, the result in the register is taken asGRe& value. Per(X,YH 1 | 0 | 0 | 0 | 1 | 1 | 0 | 1 |

Note, however, that the discussion in this papeuldvde

applicable to any other variant of the 16-bit CRC Figure 2. Permutation example

function.CRC functions are not suitable for crypaghic From the example, we see that we start from thenteft
operations due to their linear properties [30-3Zhe position of Y and scan for the values of 1. Whenever a
cryptanalysis presented provides a further casenstga match is found, the corresponding bit ¥f is taken. When

adopting these functions for cryptographic purposes the rightmost bit is reached, we scdh in the opposite
As for the second function, Per, the definitioragfollows direction but this time we look for a match withraeand
[19]: copy the corresponding bit.

For two n-bit strings,X andY, in the form Observation 1: The way the CRC function is used in the

X=%xX%..X,x0{014i=12,..,n LPCP protocol makes it a reversible function.

Y=y Y,y v, 0{01,i=12.. n The CRC function may be used with any size of ingata.

However, with the LPCP protocol, the authors rettd the

size of the inputs to 16 bits. This is a serioasvflbbecause

Yia =iz =+ = Vi =1 @0 Vi1 =Yimez = = Yin = 0 there will be 2° possible inputs with2'® possible outputs.
where 1<kl<k2<..<kms<n and

The Hamming weight off , wt(Y), is m(0<ms<n) and
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By examining all input combinations and the resigti In this section, we show a new de-synchronizatitbachk
outputs, we find that the CRC becomes a one-to-ottlee exploits the weaknesses inherent in the CRC Rerd
function. In other words, givery = CRC(X) it is possible to functions. A major enhancement in this attack iat tfi
find x= CRC(y) sgcceeds in one session only. Furthermore, theteqbds

' will be the same for both the tag and the readectwivould

Observation 2: Given make it harder to identify the attack.
A=Per(X,Y)= aaa;...a, 8,4, then The premise of the attack is to influence the tagdcept
B=Per(X,Y)= a,a,48, ;.. 83,8, (2) false random numbers instead of those generatethéy

reader. As such, when the update process takes, plae
reader and the tag will use different input valdes the
update. For this to happen, the attacker does exxdssarily
need to know the keys.
possible values ofY andY , as shown in Table 1. Note that First, we simplify the equation of3 using a property
each entry in colummA is a mirror image of that in column f.om [22] which states that
B . This can be extended to any array size, n. Per(X,Y)O Per (Z,Y)=Per (XOZY) (5)
Observation 3: For an n-bit stringX with a Hamming
weight of X, wt(x) =m, (0<m=<n)
A=Per(X,X)=xk1 Xk2"'ka an an—l"'ka+2ka+1 (3)
Where ,
Xa = X = o = X =1AN Xy = Xpep = -0 = X =0
Table 1. Possible Permutations ok Based orY and Y

WhereY is the complement of .
To illustrate this observation, we consider a cafsd-bit

arrays whereX = x X, X; X, and we find A and B for all

Thus, messag@ can be presented as
B =CRC(Per(K,, UK, OK_ ,CRC(K,, OR))) (6)
From observation 1, we deduce that

T =CRCY(B) = Per(K,, 0K, OK_,CRC(K,, OR)) (7)
For CRC-CCITT (XModem), we know that

v = A=Per(X,Y) | B=Per(X.7) CRC(Ox84CF)=.()<F_FFF. Thus, we takea sent by the
reader and modify it tar'=a [0 Ox84CF . The tag extracts

0000 | 1111 Xy X3 X5 Xy X X X3 %y the random number froma' and its value will be

0001 | 1110 X X3 X5 % %, X2 X3 X4 R =R [JOX84CF . For the attack to succeed, we need to

0010 | 1101 X3 Xq X5 Xy %1 %o X4 X3 replace 8 with a new message (we call ##') using the

0011 | 1100 X3 Xa X2 Xy X1 %o X4 Xs value of R .

o e L] Yoo onoe o

By considering theorem 1 we find that

0110 | 1001 | XXX % Xa Xa Xz CRC(K,, O R) = CRC(K,, [ R, [ OX84CF )

0111 | 1000 Xo X3 X4 Xq X Xy X3 X5 =CRC K,, O R [JCRC(Ox84CF)

1000 | 0111 | X XX3%, X% XsXa X = CRC(K,, O R) 0 OXFFFF )

1001 | 0110 %1 X X5 X o X3 XaXa This means negating all the bits &RC(K,, O R), thus

1010 | 0101 |  %%XX, ikl CRC(K,y O R) = CRC(Ky DRy,

1011 | 0100 %1% X X % Xa%s%a By SLTbstituting in (8)NI

1100 | 0011 | XX X4 % X4 X2 X ' =CRC(Per (K,, 0K, OK_, CRC(K,, 0R )0 OFFFF))

1101 | 0010 X, X Xy X3 X Xg X Xy (10)

1110 | 0001 X X5 X3 Xy Xy X3 X5 Xq From observation 2, we note that

1111 | 0000 | % X, XgX, X, Xg Xp X, Per (K, 0Ky OK_,CRC(Ky OR)OOXFFFF) is  the

mirror image of T. Thus, to find 8, we take the mirror
This means that the firsh bits of Per(X, X) willbe 1's  jmage of T (call it T') and then apply it to the CRC
and the remainingn—m bits will be 0's. function
To illustrate this point, consider an example where g =CcRc(T") (11)
X =1000101: then Per (X, X) =1111000(

The tag receivesa' and B then acceptsR as the
Finally, we use the theorem below (detailed pis@fiven g A PSR,

in [29]). random number, and generates the messgage
Theorem 1: For any CRC and for any n-bit strings a and y'=CRC(Per (CRC(K,, O R),CRC(K,, OR))[]
b, it holds that :
’ Per (CRC(K, OK,,),CRC(K, O 12
CRC(allb) = CRC(a) [ CRC(b) ) or (CRC(K, DKy ). CRC(G TTR)) (12)
We need to convert' to the original y such that the
De-synchronization attack reader will authenticate the tag without recogmizithe

The LPCP protocol was originally proposed with goal of mismatched random numbers. For this to happen, the
overcoming the threat of a de-synchronization &ttacmessage should be based on the valu, of

However, it was shown in [29] that the LPCP islstil gjyen

vulnergble to de-synchronization within three s@ssiby G'=CRC'1(y')

replaying older messages.
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= Per (CRC(K,, O R),CRC(K,, OR)) And ¢ =CRC(Z')
OPer (CRC(K, OK,,),CRC(K, O R)) (13) The tag accepts the values of the random numbers, N

, , when both parties attempt to run their updatesehbalts will
Which can be represented @&=G, 0 G, , where not match.

G, = Per(CRC(K,, O R)),CRC(K,, OR))) (14) On the reader side
G, = Per (CRC(K, 0K, ),CRC(K, OR)) (15) IDS™ = CRC(Per(IDS,R O R,)UK, OK,, OK_) (24)

We need to find the value Ky =CRC (Per (K, ,R)0OKy ) (25)
G=G,0G, Kw =CRC (Per(Ky ,R,)0Ky) (26)
= Per(CRC(K,, O R),CRC(K,, OR,)) K, =CRC(Per (K ,R OR,)IDS) (27)
OPer(CRC(K, OK,,),CRC(K, OR)) (16) On the tag side

By examining (14), we see that IDS = CRC(Per (IDS,R O R,) UKy, 0Ky, OK,) (28)
G, = Per(CRC(K,, OR)),CRC(Ky, ORY) K,, =CRC(Per(K,,R)0OK,,) (29)
= Per (CRC(K,, OR),CRC(Ky OR)0 OFFFF) (17)  K,, =CRC (Per(Ky ,R,)IKy ) (30)
This means that we fin@G, by complementing all the bits K, = CRC(Per(K,,R OR,)IDS) (31)
of G, and then taking their mirror image. An interesting point is that that both the readwd the tag
Also, by examining (15), we see that will still have similar IDS values becaus® O R, =R, 0 R,.
G, = Per (CRC(K, UK,,),CRC(K_ OR)) However, the keysK,, and K,, will differ and the next

= Per(CRC(K_ 0K, ),CRC(K, O R)0OXFFFF)(18) session will not succeed.

This indicates that we fine, by taking the mirror image ~ We llustrate this attack by an example with rediice
) . length of 16-bit strings. Table 2 lists the initislues shared
of the bits ofG, . between the reader and the tag. We label them with

Since the mirror image of bot@i and G'2 is taken then superscript ofR or T to indicate whether it is a reader or a

the relative positions of adjacent bits will be ame. As a @9 value; respectively.

result, to find the original value 06 =G, I G,, we take the 5416 5 initial Values of Shared Parameters Between the

mirror image of G'and then complement the result (due to Reader and the Tag
the complement used witG, ). Reader Sic Tag Sid
Finally, the value ofy is found asy = CRC(G) and then IDSR OXBEAF | |psT | OXbeal
sent to the reader. - OXEEAR = OxESAE
The reader verifiegy and accepts the tag as authentic, it Kk X Ky x
then generates the random numbB; and sends the KR OXA9AF KL OXA9AF
messages) and (. However, we modifyd to &' (Similar
, . ) KR OXA9AD | T O0xA9AD
to the case otr and a') so the tag will extracR, from it. L L
As a final step, we need to convince the tag teejpicthe Rf Ox2EAZ RlT Unknown ye
modified random number by sendidginstead of¢ .

We follow a similar approach in updatirig First we take RS Ox555¢ | R} Unknown ye
Z=CRC™(¢) The reader initiates by sending the Hello messayk a
= Per (CRC(K,, O R),CRC(K,, OR,))0 receives|DS = OXBEAF . The reader uses thiD®S value to

: M § acquire the shared keys from the database andythesrates
Per (CRC(R, U Ky ),CRC(K_  U'R))) (19) N
Consider that the random numbeR". The reader sends
7, = Per(CRC(R, 0Ky, ),CRC(K, O R)) 1) These messages are modified by the attacker as

, . a' =a00x84CF = X 7A 4. Also, B is computed by first
We need to modifyZ, and Z, to match with the values of
Cand R A ) taking T =CRC™*(3) =0x9D4B
Rllan Ry As such, ' . The mirror image of the value of is taken to find
Z, = Per(CRC(Ky O R),CRC(Ky UR,)) (22)  T'=0xD2B9. and ' = CRC(T') =0x45B 7. The values of
Z, = Per (CRC(R, 0 K,,),CRC(K, ORy))) (23) a'and p'are sent to the tag, which uses to extract

For both (22) and (23), we see that the results arg" - oxaA6D . and verifies it by comparing its local value
complemented and their mirror image is taken. Tiaking

Z'=z,00Z, results in eliminating the effect of the

complements. What is left is the effect of takihg tmirror o - .
image of Z (i.e.; Z' is the mirror image 0% ) modifies it by finding G'=CRC™(y') =0xDC62. From the

of B with that received.
Next, the tag generates’' = O0xICAE and the attacker
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discussion above, we need to take the mirror in@gthe
bits and then invert them to findG=0xB9C4and
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An n-bit array of all 0's except at bit
position |

(0]

y=CRC(G) =0x3D5D . The reader uses the received value We run the attack in two steps. In the first steg,capture
of y' and compares it against its local value and theRessages from several sessions for offline analysie

considers the tag authentic. The reader then ms;ngR
and sends) = 0x8FEC 6 and { = 0x515C.

The attacker modifie®) to find J' = 0x0x0B 29 and ('
by first taking

Z =CRC™() =0xC668

The mirror image Z' =0x1662 and its corresponding
{'=CRC(Z') =0xF510. The tag extractsR; = 0xD19A

from these messages.
Thus, the reader performs its update on its stoetdes

using R¥ =0x2EA2 and R =0x5555 while the tag uses

the valuesR] =0xAABD and RY = OxD19A.

The new values after the session is completed larers
in Table 3. Note that although both tags have gutiad the
same IDS value, there is a mismatch between theesadf
K, and K,
This indicates that no future sessions would suwtciee
mutual authentication.

This attack can be easily extended to cover the céds
EPC compliant tags of 96-bit length. The only diéfiece in

held by the tag and those held by the reader.

second step involves an active attack phase wheee t
messages are manipulated in order to reveal more
information about the secret keys.

Step 1:Message capture and offline analysis

By examining (6) and (7), we see that for any tesstons

i and j, the values ofa’ and g8 will differ from a’ and
£’ . With all secret keys constant, this change depend

solely on the value® and R!.

a =CRC(Per(Ky . Ky DOR (32)
B =CRC(Per (K, 0K, OK,,CRC(K,, OR))) (33)
One fact about the permutation operation is that

wt(Per (X,Y)) =wt(Per (X,W)). This is because we only

change the positions of the bits oK without any
substitution. The same can be applied to (33) where

wt(Per (K,, 0K,, 0K, ,CRC(K,, OR)))=.

wt(Per (K,, 0K,, OK_,CRC(K,, OR/))) (34)
Consider the scenario where the attacker has epthe
tuples<a1,,81> and<ai e > for anyi= 2. Thus, we have:

1_
that all strings would be divided into six 16-hitbstrings to a' =CRC (Per (Kyy Ky )OR (35)
be processed as shown above. This can be doneein of' =CRC(Per(K,, 0Ky 0K, ,CRC(K,, OR}))) (36)
protocol run, similar to the 16-bit example. a' =CRC (Per(K,, K, ))OR, (37)
Table 3.New Values of Shared Parameters Between Readep; =CRC(Per (K,, 0K, OK,,CRC(K, OR)) (38)
& Tag B taki
Reader Sic Tag Sidi ytaking
R Ox7A2Z T | OX7A2Z ana
IDS X{Azz | DS X{Ace i
=CRC(Per (K,,,K, ))OR OCRC (Per (K, Ky ))OR
KI\R/I 0x221E KIA OxE294 And substitutingR{ in (38), we have
i _ i
< 0xB95C | T OXBOET B =CRC(Per (K,, 0K, OK_,CRC(K,, DR OA"))) |
=CRC(Per (K,, 0K, OK_,CRC(K,, O R")OCRC(A")))
RR Ox2EAZ Ry OxAAGD (40)
And since the effect of the out@RC operation ing can
RR 0x555¢ RTY 0xD19A .
2 2 be reversed based on observation 1, we get
. T'=CRC™(8")
Full disclosure attack
The full disclosure attack is more elaborate witk goal of ~  — PH(KM_ DKy DKLCRC(Ky OR)) (41)
finding all the secret information shared betweesm teader T' =CRC™(S5')
and the tag. The attacker deliberately forces theent = Per(K,, 0K, OK,,CRC(K,, 0 R)0CRC(A)) (42)

session not to be completed by blocking the messaffem
reaching the reader. In such a case, no updateakel place
(thus the same secret information will be used)weleer,
per the protocol specification, a new value fer will be

generated for each subsequent session.
The following notation is used in presenting thiack

X Bit string X sent in session, where
XO{a, B, T,y,0,¢}
[X], The |" bit of string X

Random numbers generated for session

R and R,

The interpretation of this difference between (44yl (42)
is that the bits of K,, DK, OK, are permuted by

CRC(K,, OR)OCRC(A) instead of justCRC(K,, OR}).
When [CRC(A)]; =0,j=12,.. n,
[CRC(K,, OR)) OCRC(A)]; =[CRC(K,, OR)]; and the
not

then

when
of

be affected.
the

However,
result

permutation  will
[CRC()], =1

[CRC(K}, DRll)DCRC(A)]jWiII be inverted and it will
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affect the result of the permutation operation. sTHit comparing T* with T2 and T7, the attacker can extract
inversion is very useful in reversing the result the some information regarding the unknown bits.
permutation to find its two inputs. The logic bedhithis is Considering  T*=9D4B =100111010100107  and

that if the bit was originally 1 and its correspom bit, ) L
[Ky OK,, OK_];, was placed at positioh in the result of T? = E565= 11100101011001, we see thafT], =[T7 5

the permutation, then when we invert the bit tot§ iand also[T"];5 =[T7,. Thus, it is not possible to determine

corresponding bit would be placed at positian where the effect of the bit flip of CRC(A')], because eithefT'],
k >h. The same logic applies if we invert the bit frOrto 1
the bit would be moved from positiom to positionk with
h>k. we consider Fig. 3, we observe thff', #[T",s and

We employ this idea to find the bits df,, OK,, 0K,  [T,5=[T1,. This leads to the conclusion th@t'],; must

has becomdT?],; or [T'];; has becomdT?],. However, if

and CRC(K, ORY). By considering the leftmost bit have changed its position and becaé], . In other words,
[Ky OKy OK_]o, there are two possible positions for thighe bit which was originally permuted with [ac]o =0 to

bit to occupy inT, [T], if [CRC(Ky O R)], =1or [T], if appear as thgT"],. has now been permuted with a 1 to
[CRC(K,, ORY], then either[T], will appear as[T], To confirm this result, assume that the bit wagioally
(meaning that{CRC(K,, 0 RY],was originally 1) or[T], Permuted with[C], =1, instead of 0. This would mean that

will appear as[T], ([CRC(K,, O Rll)]owas originally 0). the bit should appear a[§1]0 and when the permuting bit is

From this, we have determined the value ofiipped, [C] =1, it should appear & ’],5. However, since

[CRC(Ky ORI, by the change of position and also We[Tl]0 #[T1 s, this confirms that the assumption is incorrect

have determined the value ¢K, 0K, OK ], because
that is the value of the bifT], that got affected by the

inversion.

Once we know the value at the position 0, we cacged
iteratively from position 1 up to position—1. At the end of [’ =F(p4=
this step, we will have several possible values @

Ky 0K, OK_ and K,, OR'. In themselves, they do not

expose the values of the individual keys but aedus the
second step of the attack.

To illustrate the steps of the offline analysis, wee a TIZQMB: LOTO LI TLOtLIorttolottloltlt
reduced size example with the same initial valuesifTable

2. The goal is to find K=Ky UK, OK_ and Figure 3. Bit transition after flippingf CRC(A")],
C=CRC(K,, OR") based on the differences between Next, to find the bit{K], and[C],, the attacker considers

session 1 and its subsequent sessions. the cases for whichCRC(A)], =1. The sessions of interest
Initially, the attacker capturesr' and ' which are 4re 4 5, and 6. Not all cases would yield a rebutt by
created based on the keys and the random nunfper considering Fig. 4 to examirE* and T*.

Messagey! is stored by the attacker and blocked form the Note that [T'],; is set to 1 and since
reader to force it to generate a new random numigrand  [CJ, DICRC(A%)], =[C],. then the permutation of that bit
its correspondinga® and S°. The process is repeatedfor both strings will not be affected (i.e[T";5 =[T% 15)-

several times until we have a sufficient setaf and g For illustration purposes, all known bits are shown
highlighted.

and asserts the conclusion thgK] =[T";;=1 and
[c], =0.

messages. Table 4 lists the values adf and ' for 7

protocol sessions generated by implementing theopob in
C code.
To find [K],, we consider all cases for which

[CRC(A‘)]0 =1. This applies to sessions 2 and 7. By

TABLE 4.Values of Captured Messages and 8 and their Correspondingy’
Session (i) a Jii T =CRCYB) | AN =a*Od | CRC()
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1 OXFES8E 0x9718 0x9D4B -
2 Ox7EB6 0xD344 OxE565 0x8038 OxAAC3
3 0x76B6 | OxAAF7 0xD58D 0x8838 0x256A
4 0x34B6 0x72CB 0x34D7 OxCA38 Ox4ECA4
5 0x342C 0x59D3 0x965B OxCAA2 0x6C37
6 0x8579 0x0F91 0x2B2F Ox7BF7 0x4B5H
7 Ox8D7E| Ox7A8E OxFC64 0x73F0 0xB215
with [C], =0, giving
ra= [ L0UINIO O OO k=111
C=01 0

The same procedure is repeated to find all the iréntp
bits. Note, however, that in some cases we mayeadaible
to use the procedure to find a conclusive resolt.example,
when considering position 8, the applicable sessiare 2

L R A AR R R RN AR AR AN AR RN AR D! and 4. We notice that for none of the sessionsymesl the
case where[T"], =[T']; and[T"], #[T'],. In such a case,
Figure 4. Bit transition after ﬂipping[CRC(Ai)]l there are two options, either we capture more ngessar

Our interest now is on bit positions 0 and 14. eNttat €xamine the case when HERC(A')]; =0 . Looking for a

T4, #[T9, while [TY,=[T4,. This leads to the Case for which the bits on the boundaries are ego@ithis

. " ) . would give us[K],.
conclusion that[T"], must have changed its position and

By studying the case of® in Fig. 6, the boundary bits

[T°]s and[T?],; are equal. Regardless of the initial position
permuted with[C] =1 to appear agT'], has now been ¢  (hese  bits, we  can safely say that

permuted with a bit O to appear as ffié],, . This means that [Klg =[T3 =T ;=1
the value of the bi[K]l =[TY, =1 and that it was originally ~ Furthermore, from T* =100111010100101, we see that

became[T“],,. In other words, the bit which was originally

permuted with|C], =1 the boundary bits arfr'], =1 and [T"],, =0. As such, we
=1
The same result could be obtained by considerig <"OW thatlK]g certainly appears 437, Hence [Clg =1.
along with T® =00101101001011 By proceeding with the steps, and getting to pmsifl4,
Up to this point, we know the first two bits of we have two bits only to considgF']; =0 and[T"] =1.
K=11
C=01 f= Lot if PP

The process is continued to find the bits at posi. By
taking session 2, and knowing th@RC(A?) =0xACC3,

(= o[t foftofo i FPPTTTT

then [C], , O[CRC(A%)], =01010=11. Thus, [K],, wil cgoew)= (O[T TTTTTT T
be permuted with 11 to yield the first 2 bits Bt , [T?],;.
wicoon)e [T [T TTTT T
f= NONEEEEEERENEEEE
Odlrc@ly= [OTTTTTTTITITTITT] reps [LCL{ofe[oftfoftfefofefoftftfoft]
Per(HJ[C]M%[CRC(L\:)][,J]:\1M ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ Figure 6. Bit transition afterﬂipping{CRC(A‘)]8

When these bits are swapped there will be no cenau
result to determine which of them[iK],; or [K],,.

T2 = B55 Lefafefolefolafolfifofolt o]t} As a result, we have two possible values for denoted
by K, and K, given along with the corresponding possible
values ofC ; respectively.

K, =11100101101010 0 K, =111001011010707¢
Figure 5. Bit transition after flippind CRC(A")], C =010100111010001 C =01010011101000 ¢

From Fig. 5,[1'] =[7?] and [T'] #[T?] and we ¢ =010100111010001 C =01010011101060 0

conclude that[K]zz[Tl] =1 and this bit was permuted To summarize, the results of the first step of thi
1 disclosure attack are given in Table 5.

ri=gpg= LJOJOQI[L[ o ot ot o]t
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Table 5.Results of First Step of Full Disclosure Attack.

Ky OKy OK_ | CRC(K, ORY) | K, OR
0X53A2 0x870D

OXESA9 0x53A3 OXIA7C
0Ox53A0 OxADCE

OXESAA 0x53A1 0x30BF

238
Vol. 9, No. 2, August 2017

G!=CRC™(r")
= Per CRC K, O K,, ),0x 0000p
Per (CRC(K, OK,,),CRC(K, OK)) (51)
These values are used offline without any furthessage

collection needed. Based on observation 3, we teae
Per (CRC(K, OK,,),CRC(K, OK,,)) will results in a

Step 2: Active attack by manipulating the randomstring consisting of M ones andlL6—m zeros, wherem

numbers

Knowing K,, OK,, 0K, and K,, OR" does not expose
the values of the individual keys. However, weizgilthem
in the next step of the attack to manipulate and 8 that
were captured at the beginning. The goal behirsl dteép is
to convince the tag to accept a modified value IRQ)rin a

manner that would give more information about therst
values. Since we have four sets of possible vakgshown
in Table 5, then this step needs to be repeated tiimes,
once for each set.

The attacker manipulates by XORing it with K, O R!
as shown in (43)
a'=alK, OR
= CRC(Per (K,,,K,))OR 0K, OR'
=CRC(Per(Ky . K ) ) O Ky,
When the tag receivesa’,

R =Ky .

(43)
it extract the value of

is the Hamming weight oCRC(K, O K,,). Note that this
value is unknown to us but it will be one of 16 gibke
values (00o... 0, 100.. 0,210. 0,112 0,111 .

Thus, we take the value @' and run it in a loop for which
in each iteration we XOR it with one of the possildl6
values to get the value oPer (CRC(K, O K, ),0x0000; for

that iteration. By taking the mirror image of thdsies, we
find the value of CRC(K,, 0K, ) which can be easily

converted toK , O K, .

Within the iteration, we run another loop that skl
possible values ofK, ranging from 0x0000 to OxFFFF.

From these values anK, 0K, , we can find the
correspondingK,, . And from the knownK, O K, OK_
we can further extracK, . Moreover, since we have the
value of K,, [ R then we can find the correspondif}.

The procedure above yieIc@16 cases. For each case, we

Now, to find the corresponding' that would be accepted compute &@ and compare it withar*. If they do not match

by the tag, we take
B =CRC(Per(K,, 0K, OK_,CRC(K,, OR)))
T =CRCY(p)
= Per (K,, OK,, OK_,CRC(K,, OR))
By substitutingR" = K,, ,
T'=Per(K,, 0K, OK_,CRC(K,, OKy,))
= Per(K,, O K, OK_,CRC(0x0000))
=Per (K,, O K, OK_,0x0000) (46)
This, as mentioned previously, indicates tfiat is the
mirror image of K,, 0K, 0K, which is already known.
Hence,
B'=CRC(T") (47)
When the tag verifiesg", if will accept the value of

(44)

(45)

R =K,, and proceed to generate
y' =CRC(Per (CRC(K,, O R'),CRC(K,, O R)))O
Per (CRC(K, 0K,,),CRC(K, OR))
By substitutingR' = K,, , (9) is reduced to
y' =CRC(Per (CRC(K,, O K,,),CRC(K,, O K, ) 0O
Per (CRC(K, OKy),CRC(K, OKy))
Thus,
y* =CRC(Per (CRC(K, O K4, ),CRC(0x0000))\J
Per (CRC(K, OKy),CRC(K,  OKy))
From (50), we can find

(48)

(49)

(50)

then we proceed to the next case. However, if amat
found then we verify the result by computing and

comparing the result with the stored valqré. There will

only be one matching case which would give all skeret
information.

As mentioned earlier, there are four possible cases
when all of them are attempted offline only oneusioh will
result. Moreover, Since this step is done offlitegcan be
easily computed on a machine in minimal time and
complexity.

Once this step is complete, we knd¢y, , K, , K, and

Rll. To find the last unknown value, we wait for tleader

to initiate a new sessionj , and passively collect messages
a’ andb’ from which we extractsle and also captures

J' and Cj from which we can easily compull§2j . At this

stage, we have all the secret values and can ufitatet of
keys after every successful session. Furthermoee,can
impersonate a reader or a tag by falsifying messhgsed
on the known secret values in our possession.

The complexity of the attack is very low in termistibe
number of messages collected and the time needethdo
offline analysis. Even if the EPC tags are usedaf@ize of
Nn=96 bits, the complexity is still low. Since the sgm
will be divided into six substrings of 16-bits. Ftre first
step of the attack, each substring will be analyssguhrately
from the others to yield four possibilities. For attacker to

manipulatea and b, he will need to find a combination in
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which the concatenation of the six substrings wohl SIGOPS Operating Systems Review, Vol. 41, No. 4,88
accepted by the tag. As such, the attacker wiltirieeun 4 86, 2007.

[10] A. Alomair, L. Lazos, R. Poovendran, “Passive attack a
class of authentication protocols for RFID,” Intefanal
Conference on Information Security and Cryptology 8CI

= 22 cases instead of 4 with the reduced size exar@plee
that is done, the computation can be performed lichv

each substring is dealt with separately with adimacrease 2007), South Korea, pp. 102-115, 2007.
in the complexity compared to the reduced size gtam [11] T. Li, R. Deng, “Vulnerability analysis of EMAP - afficient

. RFID mutual authentication protocol,” Thé&Y2nternational
4. Conclusion Conference on Availability, Reliability, and Security

. (AReS’07), pp. 238-245, Austria, 2007.
In this paper, we analyzed the LPCP protocol amsdemted [12] H-Y. Chien, “SASI A new ultralightweight RFID

two serious vulnerabilities that lead to desyanBmiDn and authentication protocol providing strong autheritma and
full disclosure of the secret values shared betwkeneader strong integrity,” IEEE Transactions on Dependalaied
and the tag. In particular, the use of CRC as ptographic Secure Computing, Vol. 4, No. 4, pp. 337-340, 2007.

function is not a suitable choice due to its linpesperties. [13] H.-M. Sun, W.-C. Ting, K.-H. Wang, “On the securiof

Furthermore, the permutation operation taken frame t  CNen's ultralightweight RFID authentication prototdEEE
Transactions on Dependable and Secure Computing, 8/0l

RAPP protocol was shown to be of little cryptogriaplalue No. 2, pp. 315-317, 2011.

and easily reversible. The complexity of the atsackvery [14] T. Cao, E. Bertino, H. Lei, “Security analysis of tBASI
low in terms of number of captured messages andfflire protocol,” IEEE Transactions on Dependable andufec
computation time. Computing, Vol. 6, No. 1, pp. 73-77, 2009.

For more secure constructions of protocols, it iEL5] G. Avoine, X. Carpent, B. Martin, “Strong authentioatand

recommended that the CRC function is not used.oPobt ;t;gzﬂtwag;:gs(gﬁfg) 'iﬂf;etyaégigmg’” Workghon RFID
designers can make use of the PRNG functions dlaifan [16] P. D'Arco, A. De Santis, “On ultralightweight RFID

the tags instead of the CRC. Short inputs of 1Gength authentication protocols,” IEEE Transactions on @wetable
should be avoided to guarantee that no one-to-one and Secure Computing, Vol. 8, No. 4, pp. 548-563,12
relationship between the inputs and outputs iséisteed. [17] K.-H. Yeh, N.W. Lo, “Improvement of two lightweigRFID
authentication protocols.” Information Assurancel &ecurity
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