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Abstract: Among many strategies of Denial of Services, low-

rate traffic denial-of-service (DoS) attacks arerensignificant.
This strategy denies the services of a networkdigalion of the
vulnerabilities in performance of the applicatiém this research,
an efficient defense methodology is developed agdow-rate
DoS attack in the application servers. Though, lingroved
Random Time Queue Blocking (IRTQB) technique can ekan
the vulnerabilities in the network and also avoidthe attacker
from capturing all the server queue positions bijnileg a spatial
similarity metric (SSM). However, the differentiati of the
attack requests from the legitimate users’ is moaygs efficient
since only the source IP addresses and the retonedtamp are
considered in the SSM. It was improved by using atbed

Random Time Queue Blocking (ARTQB) scheme that employe connection,

Bandwidth utilization of attacker in IRTQB to detetietDoS
attack that normally consumes a huge number ofiress of the
server. However, this method becomes ineffectiveerwlihe
attack consumes more network traffic. In this paper efficient

detection technique called Advanced Random Time &ueu

Blocking with Traffic Prediction (ARTQB-TP) is proped for

defining SSM which contains, Source IP, timestaBandwidth

between two requests and the difference betweenattaek

traffic and legitimate traffic. The ARTQB-TP techoe is

utilized to reduce the attack efficiency in 18 diffint server
configurations which are more vulnerable to the ¢t&cks and
where the attacks may also have a chance to impitve
effectiveness. Experimental results show that thepgsed

system performs better protection of applicatiorveses against
the LRDoS attacks by solving its impacts on any kificerver

architectures and reduced the attack efficiendiedl the types of
attack strategies.

Keywords:
Metric, IRTQB, Traffic prediction, Attack efficien¢yApplication
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1. Introduction

An application server is referred as software stmac

Denial of service (DoS) is a web based attack aimmn
make critical resource unavailable to legitimaterag1].
The DoS attack is an event to prevent the legigmegers
from accessing the network services. That is to enak
machine or network resource unavailable to itstilegite
users, by temporarily or indefinitely interrupting
the services of a host connected to theInternehe T
attacker sends excessive messages asking the kebtwor
server to authenticate requests that have invadidrm
addresses. As the server will not be able to flrereturn
address of the attacker it waits before a momefdrée
closing the connection. Once the server closes the
the attacker sends more authentication
messages and process of authentication and seaitewily
begin again, keeping the network or server busy Wik
cause effects on the legitimate users server need.

There are different ways that a DoS attacks can be
implemented. Flooding the network to reduce théitegte
network traffic, disrupting the connections betwdies user
and the server, blocking certain range of users and
disrupting the state of the information of the ssare the
basic ways that are implemented. DoS generates high
inconsistent traffic rate and thus detection becaasier,

but then low rate attacks [2] came into existenceviich

the DoS is achieved in low traffic scenarios.

Low-rate DoS attack (LRDoS) are new and significan
type of DoS attacks where the attacker sends aesudd
cloud of well-timed packets and increments the
retransmission timeout for only certain TCP flovesthey

Low-rate denial-of-service, Spatial Similarity may be lost at intervals. As these traffic distudes occur

during the expiration times, it reduces the efficig in
detection of this attack. Many techniques have been
presented in the recent past for the detectiorowf flate
DoS but most of the techniques performed with low
efficiency. Shrew and reduction of quality (RoQjaaks

which offers both conveniences for producing webwhich is a type of DoS increases the detection dexity

applications and a server environment for functigrthem.

This software structure includes the comprehensargice

layer model. This performs as a group of elemevadable

to the software developer via an application progreng

interface which is described by the platform itsétf web

applications, the elements are presented in similaning

environment as web servers whereas in Java apphisat
the server acts as a comprehensive virtual macltns.

mostly used for providing middleware services fecwyity

and maintenance
perseverance.

in the system.

Defense techniques [3] for low rate DoS attacksewer
developed against application servers. Among these
techniques Improved Random Time Queue Blocking
(IRTQB) was achieved less attacker efficiency tlodmer
techniques to protect LRDoS attacks against apita
servers. Hence, we explore traffic prediction idahg with
IRTQB to prevent LRDoOS attacks against application
servers.

including with data access and
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2. Related Works

Erwin Adi,et al [4] demonstrated the DoS attackhitp
servers. The paper showed how the attacks carubeHad
and be detected. The attacker’s victim memoryuess

gradually deplete at a certain rate by the low &S  peen proposed and developed for effective detectiahe
attack in the server. It was also possible to laustealthy  5iiack in the server. The attack was then studiéth w

DoS attacks by sending packets with rules. The papegpeciral analysis for examining the effectivenassthie
showed that a single attacker can successfullclatl2  yetection of the attack in the server.

Rishie Sharma et al [10] investigated the populpache
HTTP Server software and identified the weaknesthef
server. The details about the persistent connedéature
handled by the server were discussed. Then ankattac
simulator which changed the weakness of the attak

servers. The DoS attacks could not be made stealtlyi
adding time delays between the attack packets.

EsraaAlomari et al [11] investigated the Botnetdihs

DDoS attacks and detected on the application layke

Wu Zhi-juna et al [5] proposed an approach for thegetails about Botnet based DDoS attacks on webeserv
were studied. The occurrences and problems of Botne

detection of LRDoS attacks based on Duffing ostitlan
chaos systems. It does it by adopting the techyolufg

based DDoS attacks were discussed. The financdakss

digital signal processing (DSP) that considers LRDO hrqugh these attacks in popular industries andgowuent

attack as a small signal and TCP traffic as baakgto
noise. The Duffing oscillator is used to detect L&

websites were illustrated. This study was furtheried out
for computing an optimal solution for these attasues.

attacks in normal TCP traffic. LRDoS attacks can beMaryam Tanha et al [12] developed discrete event

detected through diagram of the chaotic statepgdemnd
pulse width of LRDoS attacks can be estimated. Hewe
the computational complexity of this system is high

simulator for analyzing DoS attacks. The attribugesd

mechanisms for this simulator were developed are th

security in specific DoS attack was analyzed. Iptde

Yonghong Chen et al [6] initially pre-processed theanaiysis was also accomplished through this dis@eent

network traffic using the simple linear AR modatdathen
it generated the prediction of network traffic.assumed
that the prediction error behaves chaotically arsdu
Chaos theory to analyze it. This work proposed aeho
network anomaly detection algorithm (NADA) to detde
abnormal traffic in the network. A neural netwosktiained
to detect DDoS attacks that accurately and effelstiv
detect the DDoS attacks.

Xinlei Ma et al [7] proposed anomaly detection neeth
based on the Tsallis Entropy and Lyapunov expongmg.

simulator against HTTP low rate DoS attacks. Tlissnete
event simulator based analysis was then includead
investigating other security problems.

Mohit Sharma et al [13] presented data mining tepkato
detect low rate DoS attack. The software basechtqab is
developed for detecting LDoS attacks. This softwaes
implemented on the server for constantly monitorihg
data flow in the network. The pre-processing meshsutch
as naive bayes and apriori were described and gemeof
data was explained. This method was also accounfabl

entropy between Source IPs and Destination IPs wergiiack traffic.

compared by analysis of the rate of exponent séparad

In this paper, the DoS detection scheme named Wegro

fo

variation of Lyapunov exponent was proposed based ORzndom Time Queue Blocking (IRTQB) and Advanced
entropy. The proposed approach outperformed all thgzandom Time Queue Blocking is analyzed to deterrtiiee
techniques and the proposed Exponent Separatiofetection efficiency. The analysis results showt ttie
Detection Algorithm can detect the DDoS attack |RTQB performs better than existing methods howekier
efficiently. The paper combined the effect of seulles and |RTQB also suffers from limitations. Particularlyhet
destination IPs in network traffic that helped &fficient  yifferentiation between the attack requests frone th
detection of the attacks. However it lacks well ggitimate users' requests is not satisfactory. dden
structuredDoS datasets. bandwidth utilization is included in IRTQB to dewpl

Xianliang Jiang et al [8] proposed a method witbw
trust values for the protection against DoS attadkse

Advanced Random Time Queue Blocking (ARTQB)

scheme for effective defense of the applicatiornvesst

proposed scheme employed the flow trust to safeguarthis method also proves to be poor in detectiopaise of

legitimate flows. Here a router monitors the netwibows
and calculates flows trust values for the relevanéue

loss of traffic to legitimate users. Thus the diffiece
between the legitimate user and the attacker i®dds

management. Th_e_ attacker flows would be_of lowasttr  4qditional parameter to the Spatial Similarity rieetro
values while legitimate flows would be higher value yetect the attack efficiently. This paper also veodk prove
Proposed scheme improved the throughput and delay ithe proposed detection mechanism is able to dedgaihst
DosS attacking scenarios which was practical anelcéffe  {he DoS attack in 18 different architectures of Heever

to secure networks. However, the scheme involvespat are more vulnerable and the attacks try toréw in
computational burden to the router in the network. their architecture.

Alan Saied et al [9] proposed a trained Artificéural

Network algorithm to detect DDoS attacks based on3. Proposed Mechanisms
characteristic patterns of genuine traffic from [@o I

attacks. Different DDoS attacks were then exposbadew 3.1 Application Server Model
normal traffic was through the network. Then théadats Application servers are heavily vulnerable to LoRDA
were collected, pre-processed and then prepartditothe  attacks shown in Figure 1. There are situationsreqeired
algorithm. Proposed detection mechanism was théor an application to be at risk of this kind ofamks, and
integrated with Snort-Al which was tested againstwn several distinctive techniques might be followednigans of
and unknown DDoS attacks. The proposed approaghe attacker to deny the service of the server.afpication
produced higher detection accuracy and used imowsri server model considered in the LORDAS assault ispmsed
stages of attacks. of the following elements (i) a service queue wirere
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incoming requests are placed upon their arrivéhatserver
and (ii) one or numerous carrier modules which banin
charge of processing the requests.

The low-rate DoS assaults within the applicationvees
relies upon on two major components of server cohdu
which includes the presence of deterministic stydesl
allowing instants concurrence with the answer imstaThe
defense strategies are developed based totalheanethod
used for lowering the performance of the attackhinithe
servers and with none negative effect on the norm
performance of the servers.

—— |
Request +
arrival

»

MO

—

Service
modules

Answer

»
>

Service

Figure 1. Application Server Model in LORDAS Attack

3.2 Drawbacks of Existing M ethodologies

Several techniques were introduced in order tocatlétes
LRDoS attacks in the application servers, amongnthe
there were RST, RAI, RTQB, IRTQB [9] and ARTQB.
Each technique has its own advantages and disajemt
The RST detects the LRDoS attack by shifting thewam
time to a place that was not always managed thragh
attacker and also with the help of a source ofaimlity
that was included within the server behavior. Hosvev
there is an extra delay added to the original sertime,
making the attacker additionally perceive an insee@n
service time which could be solved by adjustmenthef
attack parameters to synchronize the attack buksfd.
technique performs better than RST.

However in RAI the trade off among the discounttloé
effect and increase of variability in the servefeefs the
normal behavior of the server, hence to avoid phidolem,
RTQB is presented. RTQB reduces the impact on sérve
reducing the assault efficiency. It makes attackerbrief
bursts of visitors that arrive around the solufigstants and
blocks all of the incoming requests in a time in&tr This
turns into a major drawback in RTQB that resultsain
stepped forward technique referred to as IRTQB.QBT
employs SSM and selectively blocks the requestsrdier
that the queue has as a minimum one loose spacthand
attack efficiency is decreased. The SSM has adukysi
on the time stamp and the source IP of the requébts
attack efficiency further increased in ARTQB by &ud

one more parameter to the SSM called as the baftidwid

between the two requests in the server.

However the ARTQB may become less effective if th
traffic is not under control and the LRDoS attacksumes
more traffic. So the SSM metric should also inclutle
difference in the attack traffic and the legitimafic.

3.3 Advanced Random Time Queue Blocking with
Traffic Prediction (ARTQB-TP)

When RTQB is considered, the main drawback isittddes
not choose requests between the blocking intenals,it
discards all of them which may contain the requists the
legitimate user. So IRTQB [9] was presented whidubd
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discard the requests from the attacker, by analyzhe
requests using spatial similarity metric called SShat
records the time stamp and the source IP from where
requests arrive. The attacker’s requests will leavemporal
similarity of the arrival time in a time intervafaund the
answer instants, and also a spatial similaritywben the
attack requests as they are forced to follow oaertai
communication rules given by transport and netwlasier
protocols.

ahe advanced RTQB involves the same similarity imetr
with a parameter included in the SSM as bandwidtiwvben
the requests.

Answer instant

Enabling
instan

Answer
(connection close)

' T
'Blocking time,AtARTQB,Tpl
v v

—>
Server's L 1
side Attack
request as a
response to
. the
Attack | \'\' reception of
request [ SNRTC \ the answer
N \
|\ .\. * _____ —
Attacker’'s ~ \
side
tO - B/2 tO + AtARTQB T|me

Short attack burst

Figure 2. LORDAS Attack when ARTQB-TP is Active

Hence a highly efficient version of RTQB with triaff
prediction is proposed which is called as Advanced
Random Time Queue Blocking with Traffic prediction
(ARTQB -TP) as shown in Figure 2. Similar to ARTQd3,
spatial similarity metric is computed considerihg record
timestamps, source IP addresses and the bandwidth
utilization between two requests and the differdmetveen
the attack traffic and the legitimate traffic. SSbt two
generic requests is computed similar to ARTQB but
additionally the traffic prediction is considered.

SSM(AL 'Aj) =¢Consecutivebit51 (ALXNORA])

+BW(A,A)+T (1)

Where consecutivey;;, (A, XNORA;) are number of
consecutive bits set to 1 in the Bit wise XNOR loé two
addresses fand A, and BW is the bandwidth between the
two requests and Tis the classification threshdidt t
defines whether the traffic is attack traffic oe tliegitimate
traffic.

3.3.1 Algorithm for ARTQB-TP

Extract request from service queue

Processing request at service time T

Insert answer instant in a list L

Compute attack interval, T

Send answer to users

Extract new request (enabling instant)

For every incoming requestR

Record timestamp, source IP, bandwidth utilization
Determine Tfor R,

For all requests Rn T,

SSM metric calculation by Collecting the Network
Traffic packets and flow information in the
network.

e

P
Phoo~Nourwne
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12. Calculate the entropies of the source IPs and thalue of the entropy ranges from 0 to maximum value
destination IPs in every time units by TsallisLyapunov exponent characterizes the rate of expgonen

entropy defined as separation between the two trajectories. Expongpairsition
detection algorithm is presented by taking advamtag the
go= L Tiip! @) Lyapunov exponent and Tsallis entropy, where Tiksisd to
a q-1 represent the rate of exponent separation whicectethe
13. The maximum entropy is defined as DoS attack traffic and a cla§3|f|cat|on thresholdsTset to
separate an anomalous traffic pattern from a n@matous
Hmax — 1-NT4 (3) one. . . . .
q q-1 Thus now the ARTQB-TP maintains a list containitg t

imestamps, source IP addresses, bandwidth uiilizatnd
he traffic prediction whether it is attack or lgiate for all
incoming requests. Using the record list, for laf thcoming
requests the SSM is computed between the incomimgesst
Hy Ra and every requestyRarriving in the attack interval. If the
Hnorm = gma  (4) SSM is higher than the defined threshold SSMboth the
requests Rand R are discarded while in other case the
15. The entropy sequence of sourcetis and that of incoming request is accepted. It is also notedttie is no
destination i#l;, AR model is used to generate thempact in the server behaviour when the ARTQB-TiReste
dynamical equations to pre process the sequencess active in the server and it also reduces thacktt
16. Hg(i+1) = F[Hs ()] And Hq(i+1) = efficiency of the LRDoS attack.

F[H4 ()] are the dynamical equations. . - N
17. Analyze the rate of exponent separation between3-3-3 Reduc_lng the LRDoS Attack Efficiency in Different
Server Configurations

the source IP and the destination IP by,
The proposed ARTQB-TP technique is utilized in 18

14. The entropy of the observed traffic is normalize
with respect to maximum entropy,,,m (0 <
Hporm < 1) is defined by

T, = ~ Hs (0 (5) different server configurations which were highly
L N) vulnerable to this low rate DoS attack. The perfange of
18. Where Tis used to represent the exponentthe _atta_u_:k is teste(_j by its efficiency paramet_ersh_sas
separation. Availability of Service (A), percentage of availabtime

19. WhenT,> 0, it defines whether the traffic is normal (Tav) and traffic rate overhead (O) [10]. The sefsi of the
or anomaly. The reason of anomaly in this casedtfack parameters were selectedgael) [0.2 s, 0.7 s,
could be traffic burst or a DDoS attack. A0 [0.15 s, 0.35 s]AL[L s, 5 s] and Na equal to the

20. Wherf, > 0, it defines whether the traffic is humber of service queue positions in the serveallithe
normal or anoma'y_ The reason of anoma|y in thisscenarios, the attack was tested and the least vhliained

case could be network scanning. for availability of service was 11.1% which is vemprst

21. So a classification threshold value is set based ofuch that for every 10 requests sent by the usefg,one
the observation of the network traffic defined hy T IS served. The overhead value of the traffic wasentban

22. SSM metric is derived and threshold for SSM 230%. This represents a very high level of efficieof the

SSM, is determined by LRDoS attack in these configurations.
23. If (SSM (R, Ry)>SSM) then These kind of different attack configurations weested
24. Discard Rand R using the proposed ARTQB-TP technique to efficientl
25. Else overcome the effect of attack efficiency of LRDoEhe
26. Insert Request in Queue experimental results that are given below shows the
27. Endif proposed ARTQB-TP reduce the efficiency of theeddéht
28. End for attack configurations.
3.3.2 Description 3.3.4 Improvementsin attack strategy

ARTQB - TP extracts the requests from the serviceug  The low rate DoS attack can also achieve a verl hige
and processes them at the service timeAffer completing  of efficiency. Several improvements can be adoptethe
the processing the answers are send to the legitims®ers  attack in order to obtain better efficiency of tittack. The
who requested them while on the other side caltebkng  improvements are described below.

instant, the new requests are started to processseT o

requests arriving at attack intervalare selectively chosen @ Attack distribution

and those from the attackers are discarded. Wheattack  The attack can also be executed by several distdou

interval expires, new requests are accepted againttze  attack machines. Considerable number of attack mesh
processing begins. ARTQB maintains a list of answefwas distributed to establish communication mechmasis

instants from the beginning of the server operation between each other and also with the attacker.
SSM metric is calculated based on the Source |IRdBalth
between the requests and the Traffic predictiore Traffic ~ (©) Spoofed Addresses

prediction is calculated based on the variatioh.ydpunov  The attacker must receive responses from the sénver
exponent that is used to detect anomalies in nétivaffic, order to gain knowledge about the time at which the
based on entropy. A set of probabilities of eacltkpa  outputs occur. Here spoofing is entertained if hrege of
feature are defined for N number of packets andT#®llis  spoofed addresses belongs to the same attackefinmach
entropy is defined with q as the entropic paramefére  This machine is able to sniff the packets thatsare to the
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spoofed addresses. When the local area networlerahg attend it by programming a basic attack period mdoits

addresses is large, spoofing will lead the attatkeonceal
its location.

(© Attack Request Diversification

predicted instant of occurrence. There are
implementation issues of ITIS. The first issue hatteach
attack thread will have to save the informatiorégarding

the unattended outputs in a common position queue

The general mechanism for attack strategy is segndiaccessible to all attack threads. The informatiostared

identical requests to the server. But the vulnditgbi
consists of a timing scheme that does not depenthen
nature of the request. Therefore the attacker rogndve its

efficiency by diversifying the attack requests tgpass

possible mechanisms that detect the identical agu®

the server.

(d) Maximization of the service time of the attack
requests (MSTAR)

The attacker can extend the time of a connectidwedsn
the server and itself by repeatedly sending requesthe
server on the same connection before the time xqites.
This could be done depending on the configuratibthe
server. This could be done by sending the requethisno
limit and also for a specified number of times.

(e Attack Srategy Optimization

should not be host-dependent and therefore eveagckat
thread that seizes a position must estimate tharihsf the
output before inserting an attack request in thsitjpms
gueue. In case of HTTP server, the attack threadldiwait
for the HTTP response, ated to calculate Jipue
Additionally the maintenance task should be perfstnat
the position queue and it leads to unattendediposito be
eliminated.

Likewise, when an attack thread fails in one positithe
already captured other positions are not included the
queue. During this situation, the thread utilizés éwn
output for speeding up the process. In additionstich
instances, when there are no information’s are dsitjpn
queue, it has to wait for the recovery interal Thus the
attack efficiency is found to be enhanced by rdasglthe
multiple seizure problems.

The analysis of ITIS feature shows that it enhanttes

The attack thread can recover a position by sendi@gack efficiency by the sharing of information ween the
requests at a rate of4/in case of failure to achieve different active attack threads.

seizure. The attacker optimizes the attack straisgif to (h)

enhance the attack efficiency. The optimizatiorhtegue
improves the attack efficiency and ensures morérgbto
the attacker by means of the following improvements

® Inter-thread information sharing and seizure
threshold strategy (1SS

When analyzing the behavior of the attack is aradyz

implemented with the basic seizures following stggt one
vital aspect becomes inevitable. Though the ohjectf

attack thread is to capture only one position & gkrvice
queue, it may send requests to more positions gluthie

attack. The attack in two threads occurs as seiati@ne

position each and when the attacker sends moredhan
request through first thread and it is accepted,pisition

captured by the second thread is lost. The firseatth

acquires both the positions. However initially st found

that this approach is not a disadvantage due tdatttehat

the main aim of the attack strategies is to mainthie

captured positions. But two vital problems occuthat later

stages.

The first problem is that if the attacker runs nemiof
threads equal to the number of positions, the fiistad
captures more than one position while other threatder
recovery phase. At this phase, the requests ategeryl,
seconds and due to the recovery time, the trafficeiases

Seizures threshold (ST) feature

The problem of un-attempted outputs due to launth o
attacks through only one seizure can be resolvaty ST
feature. ST feature allows the attacker to establs
threshold for the number of seizures to be simelasly
possessed jPwhich could be dynamically modified during
execution. The number of positions captured P
continuously monitored. When PgRhen the attack behaves
similar to that specified by ITIS feature. But whéae P> B,
the unattended output generated threads are nubdifie
remain asleep till the condition changes.

The analysis of ST feature shows that the attackble to
reach a number of positions oscillating aroundttiieshold
which allows the attacker to generate a attacktptiirs also
found that above a certain threshold, the attadeamot
capture more positions.

These are the different strategies that the attaeks be
improved as it increases the efficiency and alsabls the
attacker to have enhanced control over the exatufibis
kind of improvement in the attack can also be sblusing

the proposed ARTQB-TP method. The Results section

shows the performance of the ARTQB-TP using the
parameters such as Attack efficiency and Mean o¥iSe
time comparison.

4. Experimental Results

without any benefit to the attacker. The secondomajrhis section presents the experimental results thate

problem is that the first thread with more than position
also launches attack through one position onlyrtuvige
attempted output and the other positions stay as
attempted outputs causing loss for the attackeres&h
issues are resolved by introducing two new featurel$s
and ST.

(9) Inter-thread information sharing (1T1S) feature

Whenever an attack thread fails in the capture pdsition,
after executing a basic attack, it asks for thesiothttack
threads for the positions that are unattended. Thevill

performed to prove that the proposed ARTQB-TP sothe

u%roblems caused by LRDoS attack in different server
are

configurations. The performance indicators that
considered were the Availability of Service (A)rpentage
of available time (%v) and traffic rate overhead (O). And
then secondly the results show how it reduces ttacla
efficiency in different attack strategies in a snby
considering Attack efficiency and Mean in Systemetias
parameters.

two
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4.1 Different Server Configurations
() Availability of Service(A)

Availability of Service A is defined as the percage ratio
between the number of user requests served byetivers
and the total number of requests sent by the tegtg users.
This parameter gives an idea of the service lexgéeenced
by the legitimate users. The availability of thev&ee in 18
different server configurations were calculated withe
LRDoS attack is defined in the network. Then thensa
result
technique is applied on the attacked network camétjons.

Cose] Fpy] o] Availability_of Service(A)
Awvailability_of_Service(A)
TRDoS_Attack
16.0000 ARTQB-TP
15.0000
14.0000
13.0000
12.0000
11.0000 &
10.0000-+ A ”\/‘
RN L]
oo d A L L]
000 —eer] L
. L/
]
40000 no_of_server_configuration|
5.0000 10.0000 15.0000 20.0000

Figure 3. Comparison between Availability of Service (A)
in 20 different server configurations

From the Figure 3, it is inferred that the ARTQB-TP

technique improves the availability of the server &
significant level. The graph is plotted for all & of server
configurations. For example, while considering Hesver
configuration 10, the availability of service befowas
6.9% and when ARTQB —TP is applied it has bee
improved to 11.9%.

(b) Traffic rate overhead (O)

The traffic rate overhead is defined as the peegmrtatio
between the traffic rate generated by the intruated the
maximum traffic rate accepted by the server. Fig8re
shows the comparison of the overhead value ofdhees.

- o]

Tenific_ Durhead(D

Traflic_Owverhead{Q)

retaa

ne_of_senm_configunision

Figure 4. Comparison between Overhead (O) values in 18
different server configurations

From the Figure 4, it is inferred that the ARTQB-TP
technique reduces the traffic overhead of the setwea
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significant level. The graph is plotted for all & of server
configurations. For example, while considering gever
configuration 12, the traffic overhead before w536 and
when ARTQB TP is applied it has been reduced t8%9

(c) Percentage of Availabletime (Tay)

Percentage of available time(l) as the average time, in
percentage terms, during which at least one freeugu
position in the server is available. The probapilif a
legitimate user seizing a queue position will beeclly

is calculated when the proposed ARTQB-TPproportional to the value of 4. Figure 5 shows the

comparison of the percentage of available time e t
server.

[ e s oy

[oend] el :F'ercent.aije_m_.ﬂ-va.ilabii't:y_ Time [T] .

Pircortagn_ ol fAnbabs

RS fean

ri_l_vere_coTfgue

Figure 5. Comparison between percentages of availability
time (Tav) in 18 different server configurations

From the Figure 5, it is inferred that the ARTQB-TP
technique improves the percentage of the Availdinte
(Tay of the server to a significant level. The graph i
plotted for all kinds of server configurations. Feample,
while considering the server configuration 14, the
ppercentage of available time before was 1.3% andnwh
ARTQB —TP is applied it has been improved to 2.1%.

4.2 Different Attack Srategies
(a) Attack Efficiency

Attack efficiency is the percentage of service aqueu
positions captured by the attacker over the tatahlmer of
positions captured during the attack execution. fdsailt

is obtained on the basis of how attack efficienéythe
different attack strategies explained before cameboleiced

in a server by using the proposed ARTQB - TP. The
comparison is done between the IRTQB, ARTQB and the
proposed ARTQB-TP techniques.

The graphs representing the attack efficiency iR si
different attack strategies are basic LRDo0S, Attack
Distribution, = Spoofed address, Attack Request
Diversification, Maximization of the service timd the
attack requests (MSTAR) and Attack Strategy
Optimization were compared for the attack efficienc
Figure 6 shows the attack efficiency comparison of
IRTOQB, ARTQB and ARTQB-TP for basic LRDoS Attack
that reveals that the proposed ARTQB-TP outperfoams

it reduced the attack efficiency gradually. While
considering the time is 8sec, the attack efficieratg of
IRTOB was 54% and ARTQB was 44.1% and when
ARTQB-TP is applied it has been reduced to 32.8%.
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Figure 6. Comparison of Attack efficiency between
IRTQB, ARTQB and ARTQB-TP techniques for basic
LRDoS Attack

Figure 7 shows the attack efficiency comparison of

IRTQB, ARTQB and ARTQB-TP for Attack Distribution

strategy that reveals that the proposed ARTQB-TP

outperforms as it reduced the attack efficiencydgedly.
While considering the time is 8sec, the attackcedficy

rate of IRTQB was 55% and ARTQB was 48.9% and

when ARTQB-TP is applied it has been reduced t8%7.
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Figure 7. Comparison of Attack efficiency between IRTQB,
ARTQB and ARTQB-TP techniques for Attack Distrilnrti

Strategy
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Figure 8. Comparison of Attack efficiency between IRTQB,
ARTQB and ARTQB-TP techniques for Spoofed Address
Strategy
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Figure 8 shows the attack efficiency comparisofR3fQB,
ARTQB and ARTQB-TP for Spoofed attack strategy that
proves that the proposed ARTQB-TP reduced the lattac
efficiency gradually. While considering the time 8sec,
the attack efficiency rate of IRTQB was 45% and ApBI
was 41% and when ARTQB-TP is applied it has been
reduced to 36.8%.

Figure 9 shows the attack efficiency comparisofR3fQB,
ARTQB and ARTQB-TP for Attack Request
Diversification strategy that proves that the pregm
ARTQB-TP reduced the attack efficiency graduallyhil&/
considering the time is 8sec, the attack efficierate of
IRTOQB was 37% and ARTQB was 31% and when
ARTQB-TP is applied it has been reduced to 30%.
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Figure 9. Comparison of Attack efficiency between IRTQB,
ARTQB and ARTQB-TP techniques for Attack request
Diversification Strategy
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Figure 10. Comparison of Attack efficiency between
IRTQB, ARTQB and ARTQB-TP techniques for MSTAR
Strategy

Figure 10 shows the attack efficiency comparison of
IRTQB, ARTQB and ARTQB-TP for MSTAR strategy
that proves that the proposed ARTQB-TP reduced the
attack efficiency gradually. While considering ttieme is
8sec, the attack efficiency rate of IRTQB was 51f6 a
ARTQB was 46% and when ARTQB-TP is applied it has
been reduced to 42.8%.
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Figure 11. Comparison of Attack efficiency between
IRTQB, ARTQB and ARTQB-TP techniques for Attack
Strategy Optimization
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Figure 12 shows the attack efficiency comparison of
IRTQB, ARTQB and ARTQB-TP for ISS strategy of ITIS
feature that proves that the proposed ARTQB-TP cedu
the attack efficiency considerably. While considgrithe
time is 8sec, the attack efficiency rate of IRTQBsW27%
and ARTQB was 26% and when ARTQB-TP is applied it
has been reduced to 22%.

Figure 13 shows the attack efficiency comparison of
IRTQB, ARTQB and ARTQB-TP for ISS strategy of ST
feature that proves that the proposed ARTQB-TP cedu
the attack efficiency considerably. While considgrithe
time is 8sec, the attack efficiency rate of IRTQBsW1%
and ARTQB was 24% and when ARTQB-TP is applied it
has been reduced to 19%.

All the results concerning the attack efficiencyws that
the proposed ARTQB-TP efficiently degraded the LBDo
attack in all kinds of attack strategies along withsic
strategy.

(b) Mean in System time

Figure 11 shows the attack efficiency comparison of

IRTQB, ARTQB and ARTQB-TP for Attack strategy
Optimization that proves that the proposed ARTQB-TP
reduced the attack efficiency gradually. While ddesng
the time is 8sec, the attack efficiency rate of (I was
36% and ARTQB was 58.5% and when ARTQB-TP is
applied it has been reduced to 52.1%.

Altack efficiency _for _ITIS features

aETeECTH

Figure 12. Comparison of Attack efficiency between
IRTQB, ARTQB and ARTQB-TP techniques for ISS
strategy- ITIS feature
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Figure 13. Comparison of Attack efficiency between
IRTQB, ARTQB and ARTQB-TP techniques for ISS
strategy- ST feature

Mean in-system time is the time from when a reqeagtrs
the server to the instant at which its correspogdinswer

is sent. The result is obtained on the basis of Mea
System Time of the different attack strategies aixeld
before can be reduced in a server by using theogeap
ARTQB - TP. The comparison is done between the
IRTQB, ARTQB and the proposed ARTQB-TP techniques.
The graphs representing the attack efficiency iR si
different attack strategies are basic LRDo0S, Attack
Distribution,  Spoofed address, Attack Request
Diversification, Maximization of the service timd the
attack requests (MSTAR) and Attack Strategy Optatian
were compared for the attack efficiency.
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Figure 14. Comparison of Mean in System Time between
IRTQB, ARTQB and ARTQB-TP techniques for basic
LRDoS Attack
Figure 14 shows the Mean in System Time comparigon
IRTOB, ARTQB and ARTQB-TP for basic LRDoS Attack
that reveals that the proposed ARTQB-TP outperfaami
reduced the Mean in System Time efficiently. While
considering the time is 8sec, the attack efficierate of
IRTOB was 74.1% and ARTQB was 67% and when
ARTQB-TP is applied it has been reduced to 43.9%.
Figure 15 shows the Mean in System Time comparigon
IRTQB, ARTQB and ARTQB-TP for Attack Distribution
strategy that reveals that the proposed ARTQB-TP
outperforms as it reduced the Mean in System Time
gradually. While considering the time is 8sec, #imck
efficiency rate of IRTQB was 27% and ARTQB was 26%
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and when ARTQB-TP is applied it has been reduced
23%.
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Figure 15. Comparison of Mean in System time between
IRTQB, ARTQB and ARTQB-TP techniques for Attack
Distribution Strategy
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Figure 16. Comparison of Mean in System Time between
IRTQB, ARTQB and ARTQB-TP techniques for Spoofed
Address Strategy
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Figure 17. Comparison of Mean in System Time between
IRTQB, ARTQB and ARTQB-TP techniques for Attack
request Diversification Strategy

Figure 17 shows the Mean in System Time comparcdon
IRTQB, ARTQB and ARTQB-TP for Attack Request
Diversification strategy that proves that the prsgmb
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BRTQB-TP reduced the Mean in System Time. While
considering the time is 8sec, the attack efficienate of
IRTQB was 56% and ARTQB was 47% and when ARTQB-
TP is applied it has been reduced to 38.5%.

Figure 16 shows the Mean in System Time compar@Hon
IRTQB, ARTQB and ARTQB-TP for Spoofed attack
strategy that proves that the proposed ARTQB-TRiced
Mean in System Time. While considering the timesec,
the attack efficiency rate of IRTQB was 36% and ARST
was 34% and when ARTQB-TP is applied it has been
reduced to 29%.
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Figure 18. Comparison of Mean in System Time between
IRTQB, ARTQB and ARTQB-TP techniques for MSTAR

Strategy

Figure 18 shows the Mean in System Time comparifon
IRTQB, ARTQB and ARTQB-TP for MSTAR strategy
that proves that the proposed ARTQB-TP reduced the
Mean in System time. While considering the timésgc,

the attack efficiency rate of IRTQB was 27% and A
was 23% and when ARTQB-TP is applied it has been
reduced to 22%.
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Figure 19. Comparison of Mean in System Time between
IRTQB, ARTQB and ARTQB-TP techniques for Attack
Strategy Optimization

Figure 19 shows the Mean in System Time comparigon
IRTQB, ARTQB and ARTQB-TP for Attack strategy
Optimization that proves that the proposed ARTQB-TP
reduced the Mean in System Time effectively. While
considering the time is 8sec, the attack efficierate of
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IRTQB was 38% and ARTQB was 37% and when Service attack (LRDo0S). Detection of DoS attackésy
ARTQB-TP is applied it has been reduced to 31%. significant in improving the server performancesefively
without causing any damage to the server. Hendhin
lPoczyjoens] proan in System time for (TIS. featuras paper, maximal reduction qf _tht_—? _attack gfficiendythjs
e oo TRl attack on the server and minimizing the impact erver
- behaviour is assured. ARTQB - TP selectively chedke
requests during answer instants. Similarly the afs8SM
with the traffic prediction along with the bandwidt
utilization, source IP addresses and the recordsiamp
enhances the reduction of attack efficiency. Expernital
results conclude that the proposed ARTQB-TP redtlees
m— . attack efficiency of the LRDoS attack as it imprevbe
T availability of the service to the legitimate usard also
' reduces the traffic overhead. It also battles igffidy
T against the improvements in that attack referredsias
! attack strategies along with the basic LRDoS atthgk
i reducing the attack efficiency and the Mean in Syst
Time.
Figure 20. Comparison of Mean in System Time between
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