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Abstract In mobile adhoc netwotk (MANET), a node’s quality Computed trust values should be propagated thrabgh
of service (QoS) trust represents how much itlisle in quality. network, so that other nodes can avoid their rigk i
QoS trust of a node is computed based on its neltpality recomputation of trust for multhop away nodes. The
parameters and it is an interesting and challenginga in computed trust values get propagated through theLIBE
MANETSs. In this work, QoS trust is evaluated by itek into packets in the network.

consideration quality parameters like node residealergy, - - . ,

bandwidth and mobility. The proposed method “Recomuaéons In routing, the_ 'nt_ermEd'ate node’s QoS trust \&m@m
Based QoS Trust Aggregation and Routing in Mobile dgh Source to destination are computed based on Irrzmﬂ;m_ve
Networks-QTAR” is a frame work. Where the trust &ablished rule( If A trusts B and B trusts C ; then A tru€lg . Using
through four phases like QoS trust computation, regation, this rule ,we applied matrix algebra operationsrotrast
propagation and routing. The Dempster Shafer Th€DST) is matrices for route establishment.

used for aggregation of trust recommendationshémetwork, trust |n this paper, we did proper literature survey dfedent
information is propagated through HELLO packetsctEaode QoS trust parameters and their computation methinds
store_s the QoS trqst information of other npdethinform _of trust  \MANETSs perspective. In our proposed trust systene, w
matrices. We applied matrix algebra operationsrast matrices for evaluated node’s trust value based on its Quatispurces

route establishment from source to destination. fithe and space . . f .
complexity of proposed method is discussed themaiyyi The like bandwidth, energy and bandwidth. We appliethplster

simulation is conducted for the varying of nodeoeitly and Shafer method in MANETs for combining trust

network size, where the proposed method shown dersle recommendations. In unicast routing, we introduced

improvement over existing protocols. iterative based trust matrix operations to computsted

route from source to destination node.

The further sections in the paper are organisddliasvs. In

section2, the existing methods of trust computatare

1. Introduction presented. In section 3, the dempster safer metiidclst
combination is discussed and trust matrix operatiane

A group of wireless mobile nodes form a temporagwork  described. In section 4, the proposed method QTAR i

called a mobile Adhoc network (MANET), where a n@@® presented as a combination of trust computation,

communicate with other nodes those are in its éSC[Egion. aggregation, propagation and routing_ Performande o

Due to MANETSs can be deployed quickly and easity, iproposed method is analysed theoretically. Inimec,

became as a suitable communication network for th§mulation results of QTAR are explained. In sattf the

applications like battle fields, emergency and wesc \work is concluded.

operations. , _ _In this work, the term Trust refers QoS Trust

Provisioning of QoS in mobile adhoc networks is a

complicated task when compared with wired netwotke, 2. Reated Work

reason is node mobility, lack of administration dimdited

available resources. In QoS routing protocol, th& this section, we are discussing different authdrust

intermediate nodes should have the minimum requirdndling methods that are proposed in MANETS.

energy, bandwidth and stability to transfer thersewata Trust computation methods: The trust value of a neighbour

efficiently to destination node. By considering ¢he hode is evaluated based on packet forwarding ratio

constraints, a node's QoS trust is computed inihi. [13,22], The misbehaviour factor of a neighbour exdd

A node computes the direct QoS trust for its 1-hogvaluated for route requeBf, route replyRr,, route errom,

neighbours by estimating their available resourtike and data packetr,. Each factor is computed based on

residual energy [5,28], bandwidth [20] and stapi[6,21], number of such packets that are forwarded sucdbssiud

through the interactions. If the resources are nthn dropped. In [19], trust value is evaluated amlwination

threshold level, then QoS trust is incrementedemtise of 3-parameters i.€b,d,u). Hereb,d andu refers belief,

decremented. By aggregating 1-hop neighbour's trugisbelief and uncertainty respectively. Every ssecbd

recommendations, the indirect trust of 2-hop nedginb is interaction with the neighbour node increments hief

computed. Here the Dempster Shafer Theory (DST[d2 (b =b+ 1) and unsuccessful interaction increments the

used for aggregation of trust recommendations. @8m disbelief @ =d + 1), whereb +d +u = 1. In [27], beta

reduce the impact of biased recommendations inréntli distribution is used for trust computation basedchamber of

trust computation. packets, a node forwarded correctly among the totaiber

A node maintains trust information in the fornmok n trust  of packets it received. Heveandf parameters are treated as

matrix, wheren is size of the network (number of nodes)good and bad experiences with that node. Someisuth

Keywords Quality of Service, Trust, Aggregation, Mobile
Adhoc Networks.
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[7,9,10,15], used fuzzy logic for measuring nodsstivalue.
The trust management in MANETS is explained in [1f]
the paper [1], a node trust value is estimatethgudynamic
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3.1 Dempster shafer theory (DST)

DST works based on three metrics namely mass fumcti
(basic probability function-m), belief function (Beand

grey-markov chain model, which works based on BOd‘i)IausibiIity function (PI). Let E = {e,, e,, es} be the set of

historical behaviour patterns. In [4] , the computede trust
value is validated by taking second hand infornmatimm
trustable nodes usually called watchdogs . Thergbband
trust information , which is less than thresholdidgon is
used in final trust computation. In paper [2], ade@s final
trust value (FTV) is evaluated based on directttunaue
(DTV) and indirect trust value (IDTV). DTV is comfad
based on packet forwarding ration, data consistanciytime
frequency. IDTV is computed based on recommendsitasn
a node behaviour at particular time. In paper[8listt is
calculated based on similarity and time aging fecto
Similarity factor between two nodes
relationship/similarity of their owning attributesAging
factor represents the trust attenuation rate icessgive time
intervals.

Trust Aggregation methods: The work in [16] aggregated the
gossips about a target node for deriving its tvadtie. Here,
once the trustor node
different nodes, it applies the push-sum operatisrgossip
average function. In [17], author used probabiligsed
methods for trust aggregation. Here two approaehesised
i.e sequential and parallel aggregation methodsetjuential
aggregation, the nodes trust values are aggrefratedtrust
node to trustee node. In parallel method, trusteslare
gathered from different paths,
aggregated by assigning different weights to thtbgpa

Trust propagation methods: Social neighbourhood concept is
used in[14] for trust propagation. Here the trustmde
propagates trust value of trustee to 1-hop neighinodes,
and then to 2-hop neighbours. Trust value is ggtieducted
by d-factor (based on forwarding nodes trust valnegvery
hop-by-hop propagation and this process continillethé
propagated trust value reaches the threshold l&vedph
theory based trust propagation method is used5h Rere
the trust is propagated through transitive grapisgusmall
world concept. In [12], the trust information isceanged in
the form of trust tickets. A node sends the tresjuest ticket
and the provider replies through computed trusteticBoth
will meet at some common node (rendezvous) and fro
there, the trust value passed to the requester. node

Trust routing: TAODV [18], is a trust routing protocol,
which establishes the trust worthy route to detitinalt is a
extension of AODV protocol, which uses the modifie
control packets TREQ(Trust request ) and TREP(Tru
reply). Source node sends the TREQ towards théndésn,
TREQ packets gather the trust information of intediate
nodes along the journey to destination. Once tlstirdgion
receives the TREQ packets, it selects the TREQ kigher
trust value and gives reply (TREP) to source nddested-
DSRJ[23] is the trust extension of DSR routing pomt. In
which the source node’s trust value gets increnteride
every acknowledged packet and gets decrementeevioy
retransmission of data. In [26], DyTR(Dynamic Tjus
proposed in terms of access control over the nétwor

3. System Model

In this section, some techniques are discussedémpster
Shafer Theory (DST) and matrix algebra operationsmake
proposed method much clear in the next section.

represents th

receives gossips/rumours fro

all possible evidences under some consideraticeny the
power set of E (.e P(E)) is the set of all sub sets of E, also
referred as frame of discernment ofE. i.e

{Q), {er}. {ex}, {es}{er, 2}, {es, €3} {1, €3}, {6‘1.6‘2,@3}} .

The mass function (m) maps every subset in frame of

discernment to the range of val{@sl], i.e m:P(E) -

[0 1]. Where it follows two conditionsm(@) = 0 and sum

of mass functions of all subsets iS}lz€p sy m(B) = 1).

If X is a set in the power set, then belief functionXois

defined agel(X) = Y- c xm(C) and the plausibility of the
etX in power set is defined as the sum of all thesaaof

the sets that intersect with theXetpl(X) = Y.¢c axzo m(C)

3.1.1 Dempster’s rule for combination

Let X is an element in frame of discernment, ang(X) ,
mg(X) are probability function values of two observer
nodes A andB respectively. The combination of these two

Mass valuesn, z(X) is calculated in eq(1).

Ypno=xMu(P)ms(Q)
T-x €Y)

Here the constat is defined ask = ¥, » o= ma(P)mz(Q)

Myp x) =

3.2 Trust matrix operations

In the network, each node maintains the trust médion in
the form of matrix §7) with ordern x n where n is the
number of nodes in the network,

these trust values a

Here t;; represents the trust value that nodeas on nodg
A node calculates the multi hop distance node’sttualue
by applying transitive ruletr@nsitive rule: if node-i trust
\r%alue of node-j ig;; , node-j trust value of node-kig then
node-i trust value of node-k ts;) towards that target node
iteratively .t; is the trust vector, having trust values of other

nodes. i.e t; = [ty ...ty .. tin]. Calculation of t; is
C[epresented as matrix operations in eq (2).
St tiiL t11 tk 1 tN 1 ti 1
ty =ty te - T (O] b (2
tin NEXT tln . tkn . tnn tin CURRENT

In the above matrix operatio® , an elementt;, is
calculated as tie = Max;<jen{tij X t}. Nodei ,
iteratively executes the eq(2) for calculation ofiltnhop
distance node trust values

t;=(ND;
t; = (Nt
t; = (NT"t;
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3.3 Advantagesof QTAR level, otherwise decrementsQTV — QTV —1). The
threshold bandwidth is evaluated using TDMA method,
In the pro_posed method (QTAR)’ node trust val_ue Where the bandwidth of a node is computed basethen
evaluated in two phases. In first phase directttrigs . - AR

. . number of free transmission/ receiving slots it hath its
evaluated using dempster shafer theory, in secdrabe )
U . . ; . neighbour node.
indirect trust is evaluated using trust matrix @pens.

The proposed method is having the following advgesa 4.1.3 Node stability

over existing methods In MANETs, node mobility has significant impact on

1 The method can reduce the path breaks in routirapplication’s performance. A routing protocol prsfstable
process, since it selects the nodes with threslestel nodes along the path to destination. A node esfisnat
of energy and bandwidth. neighbour node stability in the form of link expitiyne with

2 The method can improve the packet delivery time bghat node. If a neighbour node has threshold le¥dink
deploying stable nodes along the route to destinati  expiry time, then its trust value is increas@d’v — QTV +

3 The method is capable of finding alternate trustt&p 1) otherwise decreasg@TV — QTV — 1). The link expiry
in case of route failure. time for a pair of nodes is evaluated based on thairent

4. Recommendations Based QoS Trust location, velocities and d-|rect|on of movement.
Aggregation and Routing in Mobile Adhoc 42 Q0S Trust aggregation.
network The Dempster’'s rule of combination, combines theof-
neighbours trust recommendations to derive theéetitrust
for 2-hop neighbours. In MANET context, a node teave
QoS Trust Routing three possible trust evidences like tr{B}, distrust{T} and
Trust Matrix Operations uncertainty (trust/distrusty = {T, T}.

QoS Trust Propogation

Hello Packets

/

0.7
QoS Trust Aggregation QoS Trust Computation ‘/D\“
. . AN J/
‘ Dampster shafer Theory ‘ Neighbour sensing -
0.3 Trustee

Figure 1: QoS Trust frame work in MANETS

Figure 2: Aggregation of QoS trust recommendations
In the figure 1, the QoS trust is managed throubé t g ggreg Q

following interrelated phases in proposed methoBAR), In figure 2, Let's assume P, Q nodes trust evideifte, U)
on node-D arg{0.7,0.2,0.1} and {0.3,0.5,0.2} respectively.

Node S trust values of P, Q nodes &e= 0.9 and T, =
0.8. Then node P, Q trust evidences are recomputed lik

R/

« QoS Trust Computation
» QoS Trust Aggregation

>

D3

% QoS Trust Propagation mp(T) =Tp X 0.7 = 0.63
% QoS Trust Routing mp(T) = Tp x 0.2 =0.18
4.1 QoStrust computation mp(U) =Tp x 0.1 =10.09
Due to broadcast nature of MANETS, a node can w@bser mQ(T) =Tpx03=024
and estimates the neighbour node’s resources indhect mo(T) =Ty X 0.5 = 0.40
interactions. For a node, QoS trust value is coegliased my(U) =Ty x 0.2 =0.16
on their available QoS resources like residual @ner The aggregation of P,Q nodes recommendations oe-Bod
available bandwidth and node stability. is evaluated as in eq(L).
4.1.1 Residual ener
)% () = mp(T)mo(T) + my (Tmo(U) +my (U)mg(T) _ 0.05 _

In path establishment to a destination node, aceonode 1 — [mp(Mmy(T) + mp(T)my (1] 0.09
defines the threshold enerdfh(;) that an intermediate node The above equation can be extended for combinimg of
should have for forwarding a packet. A node incretsiét’'s nodes recommendations on node-D.m.e ,,(T).
neighbour node’s trust value if it is having resilenergy .
greater than the threshold energQTV — QTV + 1) 4.3 QoStrust propagation

otherwise it decrease§TV — QTV — 1). Threshold energy [N the network, the trust values are propagatedutyin the
is evaluated using equation (3). HELLO packets. Every node periodically sends thd HE

Thy = (Eppy X M X T2) + (2 X Egee xm)  (3) packets, which contains the 1-hop and 2-hop neigfsbioust
values. Additionally a node can send trust req(IEREQ) to

its neighbour nodes for remote node trust valuee Th

proposed method uses the AODV routing principlegdote

discovery.

4.4 QoStrust routing

Hereks,,, is a node forwarding energy, is a size of data
packet in bitsy is a node transmission range afigl, is the
node’s amplifier activation energy.

4.1.2 Available bandwidth

Source node calculates the threshold bandwibhy,() for o
an intermediate node for successful data transomgsi the VWhenever a source node wants to send data to aéstin

destination. A node increments neighbour nodet vakie Node, it sends the RREQ packets to neighbour neikspre
(QTV — QTV + 1) if it has bandwidth more than thresholdcalculated QoS threshold values.
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1) On receiving RREQ packet, an intermediate nodieration4:

2)

updates its trust matrix.

4) Destination node applies the transitive operations
iteratively over it's trust matrix to find out theust
worthy route from the source node (sec 3.2). Then i
sends the RREP packet to source node through the

computed route.

5) On receiving RREP packet, source node establishes

the route and starts the data transmission.

4.4.1 QoS routing example.

09/

Figure 3: QoS trust routing in MANETS

intermediate nodes trust values and reach the neistn
node. Destination node-8 prepares the trust méfy and
applies the matrix operations to find out the tnustthy path
from node-1 to node-8 iteratively.

Iteration 1:

Initially source node -1 contains the trust valaés-hop
neighbours, i.e nodes 2,3.

" 0 0 0

t 0 0 0 0 o0 0
t,, 0.9 0 0 0 0 0 0.
t, 0.8 0 0 0 0 0 0 0 0.
ta|_| O 0 0o o 0 oo
ts 0 0 0o o 0 0
te 0 0 0 08 0 0 0 0 0
t,, 0 0 0 07 09 0 0 0
ts 0 0 0 0 0 0.8 0.9 0

After the first iteration, source node's 2-hop rdigurs
(node 4,5) trust values are evaluated

Iteration 2:

After the second iteration, source node’s 3-hopmmedurs
(node 6,7) trust values are evaluated

t, 0 0 0 0 0 0 0 0 [0 ]
t, 09 0 0 0 0 0 O 0.9
t, 08 0 0 0O 0 0 O 0.8
t.|_|{064 07 08 0 0 0 0 0| 064
t,| 081 09 09 0 0 0 O 0.8l
t, 0 0 0 08 0 0 0 0

t,, 0 0 0 07 09 0 0 0

t,] L O 0O 0 0 0 08 09 Lo |

Iteration 3:

After third iteration, source node’s 4-hop neighbmode 8)
i.e destination node trust value is evaluated.

t, 0 o o o o o0 o0 d [o

t, 09 0 0 O 0 0 0 0.9
t, 08 0 0 O 0 0 O 0.8
t,|_|064 07 08 0 0 o0 0 | o6p
1, 081 09 09 0 0 0 0 0.81
t, 051 0 0 08 0O 0 O 0.51
t,, 073 0 0 07 09 0 0 0.78
lte] | O 0 0 0 o0 0.8 0.9 | o |

is 0.66.

[t,] [ O 0
[ 09 0
t, 0.8 0
ty, 0.64 0.7
ts 0.81 0.9
t
t
t

W

w| 051 0
.| 1073 o
5| 0.66 0
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0 0 0
0 0 0
0 0 0
0.8 O 0
09 O 0
0O 08 O
0 0.7 0.9
0 0 0

4.4.2 Trace out the route

o o d Jo
0 0 g |09
0o o g | o8
0 o 0.64
o o 0" osL
0 0o Q | 051
0 o a3
0.8 09 0 |0.66]

adds its ID and forwards to the next hop neighbours This process ends, after finding destination nodelst

RREQ packet collects the trust values of thealue. Here the destination node trust value frooree node
intermediate nodes in its journey to destinatiodeno

3) After receiving RREQ packets, the destination node

In the trust matrig NT) of last iteration, identify the node (j)
such that from which the destination node got tlaimum
trust value. By the backtracking through previcsation’s
trust matrices, identify the node through which expdyot
maximum trust value. This procedure is continudidthie

source node reached. Here the trust worthy path fource
to destination is 1-2-5-7-8.

4.5 Theoretical analysis of proposed method

The frame work in the proposed method follows fphases.
In tablel, the time and space complexity of eachsphis

discussed. In trust computation, each node haonauate
In figure 3, source node-1, wants to establishghth to direct trust value for its g-number of neighbouss, it is

destination node-8. Source node sends the RREQep&xk O(n X q). A node uses X n matrix for trust maintenance,
the neighbour nodes. The RREQ packets collect th® it is O(n?) . In trust aggregation, for combining n-

recommendations a node has to speaa™”) time, where m

is the number of elements in the frame of discemme
Trust propagates through HELLO packets, so @(is X fj,)

, WhereO(f},) is the frequency of hello packets. For route
identification, destination node performs k itesas of
matrix operations, so it @&{kn?).

Table 1: Time and Space complexities of QTAR

Method Time Space_
complexity complexity
QoS Trust 2
computation O(n xq) 0(n%)
QoS Trust n no additional
. O(m ) .
aggregation space requirec
QoS Trust
propogation O(n X ). O(fh)
QoS Trust 2 no additional
routing O(kn®) space requireq
5. Results

The simulation results are taken in the networkusitor
(ns2). The proposed method(QTAR) performance is
compared with existing protocols AODV and AQOR for
the parameters bandwidth, energy consumption, dated/
packet delivery ratio(PDR).

5.1 Experiment setup

The simulation is run for 600 sec where the netwsirle is
increased from 10 to 50 nodes and node velocitycigased
from 12 to 60 m/sec. We adopted the random waytpoin
mobility model. A node’s transmission range is 250

5.2 Simulation parameters

1) Packet delivery time: it is calculated as the faction of
total time taken by data packets to reach the



International Journal of Communication Networks &mfdrmation Security (IJCNIS)

destination to the number of data packets receated
destination node. ——AODV ——AQOR QTAR

2) Throughput: The amount of data transferred from| 3!
source to destination in unit time. 320 —

3) Routing energy: total energy consumed by the nodes C’; 270 / //'
along the route in data transmission from source t¢ 2 250 /
destination. w 230

4) packet delivery ratio: it is the ratio of number of data §’ 210 //
packets are delivered to the number of total packe 05:’ 190
generated. 170 4 . . . .

5.3 Simulation results 10 20 30 40 >0

Number of Nodes

In figure 4, the packet delivery time (sec) is gased when
the nodes velocity is increased. While the nodesmaoving
at higher velocity, the links get broken frequentijhe

proposed method allows only stable nodes in itsa dat

transmission, there by reduces the packet deliterns.

AODV AQOR QTAR
53 -
—~ 48 -
Ess ——
833
0 28
g 23
S 18
13 &
8 . . . )
12 24 36 48 60
Node Velocity (m/sec)
Figure 4: node velocity Vs packet Delay
AODV AQOR QTAR
103 1
98
5 g3
NN T~
2 T
< 83 \ \_\
- 78 \\
73
68 . : ; \’
10 20 30 40 50
Number of Nodes

Figure5: number of nodes Vs throughput

In figure5, the throughput is decreased with insesh
network size. When an intermediate node is havirggem

neighbour nodes, then its bandwidth is reduced. RTA

considers bandwidth as a QoS metric in path coctibru
Hence the proposed method results in good throughpu
In figure 6, the routing energy (total energy afeimediate
nodes along the path) is increased with increastaank
size. QTAR selects the nodes with sufficient engrgythat
the number of re transmissions is reduced. Hereedhting
energy consumption in QTAR is less than others.

In figure 7, Packet delivery Ratio (PDR) decredsehigher
node velocities. If the path is disconnected, tbeting
protocol has to deploy alternate path, so it redube PDR.
By selecting stable nodes, the proposed methodcesdihne
path breaks and increases the PDR value.
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Figure 6: number of nodes Vs routing energy

——AODV ——AQOR QTAR
0.95 T
% 0.9
T o085 \
§ \
5 0.8
S o \\\’\\‘\-
‘nj .
X
§ 0.7 \\\
0.65 T T T ]
12 24 36 48 60
Node Velocity (m/sec)

Figure 7: node velocity Vs PDR

6. Conclusion

In this frame work, the QoS trust is establishedfanr
phases i.e computation, aggregation, propagatiod an
routing. Direct trust of a node is evaluated basedits
quality of available resources. In indirect trustrputation,
we used the dempster shafer combination rule fdudiag
the impact of biased recommendations. Trust infeionais
maintained in the form of trust matrices at eveoglen We
applied matrix operations for finding trustworthgute from
source to destination. The performance of the wego
method is analysed theoretically in terms of timel apace
complexities. In simulation results, the QTAR oufpemed
the existing protocols.
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