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Abstract: Radio frequency identification (RFID) is one of thecapabilities at tag’s side, the authentication qgots have

most promising identification schemes in the figlfl pervasive
systems. Non-line of sight capability makes RFIDteys more
protuberant than its contended systems. Since tH® Rifstems
incorporate wireless medium, so there are somedaliecurity
threats and apprehensions from malicious advessaneorder to
make the system reliable and secure, numerousrcbses have
proposed ultralightweight mutual authentication tpeols; which
involve only simple bitwise logical operations (ANBOR & OR
etc.) to provide security. In this paper, we havalyzed the
security vulnerabilities of state of the art ulightweight RFID
authentication protocol: RAPP. We have proposedethattacks
(two DoS and one Desynchronization) in RAPP protoantl
challenged its security claims. Moreover, we halge highlighted
some common pitfalls in ultralightweight authentica protocol
designs. This will help as a sanity check, imprawe longevity of
ultralightweight authentication protocol designs.
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1. Introduction

Currently, barcodes and RFID systems are the twaehyi
used identification schemes. The efficient funatiohaste
and prevailing features (Automation and Non-linesafht)

of RFID systems cause its massive deployment thhar o

been classified into four categories [1]: Full -edted,
Simple, Lightweight and Ultralightweight:
a) Full-fledged protocols can incorporate the
traditional cryptographical algorithms and solutipn
like one way hash functions, public or private key
cryptography, and so forth.
b) Simple authentication protocols can support
pseudorandom number generators and one-way
hash functions only.
c) Lightweight protocols can support only
lightweight pseudorandom number generators and
simple functions such as cyclic redundancy check
(CRC) but cannot use hash functions.
d) Ultralightweight protocols can incorporate
only simple bitwise logical operations and even
pseudorandom number generators cannot be used at
the tag’s side.
For secure communication of low cost RFID systernesuse
ultralightweight mutual authentication protocols.
Ultralightweight Mutual Authentication Protocol (UMP)
family provides extremely low security. This is migi due
to wide use of simpl& — functions [36] for development
of security algorithms, in addition to traditional

contended schemes. Moreover, RFID systems can elgiqucryptographic functions (which are in fact resouncmgry).

identify each item/ product (tag), while mostly ta@des can
only identify the type of the item/product (not qué
identification). The only hindrance in rapid growah RFID
technology is security concerns and overall costheftag,
which should be 0.05 to 0.1 $ to be considered eoaipe
with the barcodes [18]. The demand of low cost tag#s
us to use passive RFID tags which
computational operations for security and othercfioms.
Typically, such tags can store ond2 — 1K bits and can

However, inclusion of non-triangular operations f@ion,
Permutation, Recursive Hash, etc.) in UMAP family
protocols augments the resistance against variguestof
security attacks.

The rest of the paper is organized as follows: iBecg
describes the related works. Section 3 presentsb#sic

involve simplavorking of RAPP protocol which is followed by the

proposed cryptanalysis of RAPP protocol in Secti®n
Section 5 discusses the pitfalls of ultralightweigh

support250 — 4K logic gates for security related tasks. Soauthentication protocols and suggestions to aveithnaon

conventional cryptographic algorithms (such as AESple
DES etc.) and primitives (such as Hash function) e@nnot
be used to secure the system.

RFID systems mainly comprise of Radio Frequency)(R
tags or electronic chips, RF reader or transcestaions and

mistakes. Finally, conclusion has been presenteBeittion
6.

2. Related Works

In 2006, P. Peris-Lopez et al. [3 — 5] laid therfdation of

backend database. The RFID tag contains the seciffalightweight cryptography for passive RFID syss.

information (ldentity and keys) regarding the objen to
which it has been attached. Whenever a tag entetbe
vicinity of reader, it will be asked for its idetyti(ID). After

They highlighted that the classical cryptographiontives
such as Pseudo Random Number Generators (PRNG$), ha
functions, block ciphers etc. lie well beyond the

receivinglD, the reader confirms its validity from centralcomputational capabilites of the low cost resource

database of tags. Generally, we assume that chbaheéen
central database and the reader is secure, as weisaahe
traditional cryptographic algorithms (AES, 3DES, sHig

etc.) to ensure security of this channel. Howeesearchers

constrained systems. So, they proposed three eslyem
lightweight mutual authentication protocols (namégsiAP

family): LMAP (Lightweight Mutual Authentication
Protocol), M2AP (Minimalist Mutual Authentication

have proposed various cryptographic solutions @iols Protocol) and EMAP (An Efficient Mutual Authenticar
mutual authentication protocols to secure the clBnnProtocol) for low cost passive RFID tags. The UMiamily
between the reader and the tag. Based on the catignal protocols involves only simple bitwise logical oagons
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(such asXOR,AND, OR etc.) to keep the cost of the systenB. RAPP Scheme

as low as possible. The hardware approximation fAB
protocols show that the LMAP requires only 300 gathile

RAPP involves three objects i.e. tag, reader anckdrad

EMAP and M2AP require only 150 and 300 gateglatabase. In RAPP, the channel between reader zarettd

respectively. The protocols mainly composed oféahsteps:
tag identification, mutual identification, pseudomyand key
updating (for next protocol sessions). The rand@srd the
protocol messages is ensured with three randomiesss
suites: DIEHARD [37], ENT [38] and NIST [39].Howee
Tieyan Li et al. [29, 30] performed security an@ysf
UMAP family protocols. They exploited the inheremeéak
diffusion properties off — functions [36] and found two
effective attacks on the protocols: desynchroniratind full
disclosure. The former permanently abolishes
authentication capability of tag, while later coetely
discloses all the concealed secrets stored in.a tag

In 2007, Chein [1] uses a new non-triangular piirait
‘Rotation (Rot)' in protocol messages and proposed
ultralightweight RFID authentication protocol to opide
Strong Authentication and Strong Integrity: SASbt&ion
(Rot) function is extremely lightweight as it retgpg only
two registers for its operation; however it is acl cycle
consuming operation (since for each rotation dcklcycles
are required; wheré''is the number of bits in both strings).
Unfortunately Hung-Min Sun et al. [17] and Hernand¢ al.
[41] found desynchronization and full disclosur¢aeks in
SASI protocol. Thus enlists the SASI protocol amdhg
vulnerable authentication protocols.

Later, Yeh et al. [10], GOASSMER [6] and David-Rrdg9]
protocols were also reported to be vulnerable afjaiarious
desynchronization, traceability and full disclosuattacks
[20, 24 and 25].

In 2012, Tian et al. [2] introduced new ultraligleight non-
triangular primitive “Permutation” (Per) and propdsa new
ultralightweight RFID Authentication Protocol using
Permutation (RAPP). Permutation (Per) operatiohighly
effective and extremely lightweight in nature; howe it
reveals the information of hamming weighw() of the first
parameter (operand). We will also use this inhenerakness
of Per operation to highlight the Desynchronization andSDo
attacks on RAPP protocol.

In 2013, Jeon and Yoon [11]
ultralightweight RFID authentication protocol
RAPLT (RFID Authentication Protocol for Low cost J9
using non — triangular primitives (Separate and déer
operations). However Zhuang et al. [43]
desynchronization and traceability attacks in ttetqeol and

showed that RAPLT is as vulnerable as its contended

UMAPs.

Most of the previously proposed
authentication protocols [1 — 13, 33 34] have simflaws
such as use of — functions, linear functions (Rot, Per
etc.) and poor messages composition etc. So,
parameters should be taken into account while dagiga
privacy friendly authentication protocols. Sectidrbriefly
describes the pitfalls in ultralightweight autheation
protocol designs.

proposed a hew
named

found

ultralightweight

these

database is assumed to be secure as stated eadiean be
connected via reliable wired connection. However tba
other hand, the channel between the tag and re&der
wireless and open for all possible adversary agtalch tag
has anl-bit unique secret identifidD, and other four
elements {DS, K, K,, andK;}. In RAPP, tag involves only
three operations; bitwise XOR, left rotation, and
permutation.

Permutation operation is defined as follows:

thgonsiderX andY are twol — bit strings:

x; €{0,1},i=1,2..,1
y; €{01},i=1.2..,1

X = X1X3X3 ... X,
Y =y1y2¥3 .. 91

Hamming weight of Ywt(Y)is m(0 <m <) andy,, =

Y2 = YVim =1 Yim+1 = Yiemsz - =V =0

Where 1 <k; <ky..<kp<land 1<k,,;..<k <l

then Permutation of X according to Fer(X,Y) will be
Per(X,Y) = Xp1, Xz XemXi1Xpi—1 - Xkm+1

For example; X = 110100 &Y = 011110

Per (X,Y) =101001
The permutation can be computed by consideringtiroe
pointersP; and P, as index values for their corresponding
strings:X andY. As in our example ay; = 0 s0,x; bit will
be moved to last position in the third string. Now,= 1 so
the x, bit will be placed at the first place of the thstting.
The process will be repeated till the last entrypofh X and
Y strings.

RAPP protocol involves three steps: tag identifarat

mutual authentication, pseudonym and keys updafitgl

depicts the specifications of RAPP protocol. Basarking

of RAPP is as follows:

i) Reader initiates the protocol by sending Hello’

message towards the tag.

i) Upon receiving the reader’s query, tag respondh wit

its IDS.

iii) Reader uses thi®DS as an index to search a matched
entry in the backend databaselDfS = IDS™" |, then
the reader generate pseudorandom nunghgy and
uses(K*®”, K3¢V, K3*") to computed & B messages.

If IDS = IDS°@ then the reader will first generate

pseudorandom number (n;) and uses

(KP4, K91, K9'4Y) to computed & B messages. The

messageB provides authentication of reader and

integrity of the messages. The reader then séraizd

B messages towards the tag. HowevelD# does not

match with any of the entry in database then the

reader will immediately terminate the link as thiay

be an invalid tag or adversary.

iv) After receiving A & B messages, the tag extracts
n,from A and computes a local value Bf If locally
computedB equates to the receivegt only then the
tag will compute and transmit messageowards the
reader. Otherwise the tag will do nothing and
terminate its protocol session.
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> Tag

{ID’ IDS‘H.EW’ K]‘f’leW’ ngw’ Ké’leW}

Reader Hello
{ID,IDS°!, K, K9, K9' IDS
IDsnew‘Klnew‘Kznew‘KgrlEW} A”B >

«C
DIE

»
|

A = Per(Kz, Kl) @ nq
B = Per(K; @ K, Rot(ny,n,)) @ Per(n,, K;)

C = PeT(nl @Kl,nl 69 K3) ®1D
D= PeT‘(K3,K2) @ n,

E = Per (K3, Rot(ny,n,)) @ Per(ny, K3 @ K;)

Pseudonym and keys updatinBoth reader and tag)
IDS™W = Per(IDS°',n, @ n,) B K @ K9'* @ K¢
K'Y = Per(K{'",n,) @ K$'
K3 = Per(K$',n,) @ K
K¢ = Per(K$',n, @ n,) @ IDS°

Figure 1. The RAPP Protocol

v) Upon reception of messagé, the reader computes 4-1 Denial of service attack (DOSjAttack 1):
the local value off and compares locally ComputedThiS is an active attack, since initially adversamtercepts
and receivedC message; if a match occurs only therthe communication between genuine reader and tadhem

the reader generates a random numbej) and

replays the modified messages for the proper executf

computesD & E messages. Reader also updates trdtack. In RAPP, valid reader initiates the protoby
IDS and keys(K;, K,, Ks) for future correspondence sending the‘Hello” message towards the tag. The tag

with the particular tag.

The tag extracts pseudorandom numlifeg) from
messagé® and compute a local value of messagdf
locally computedE coincides with received , then
tag will also update its pseudonymiD§) and
keys (K;, K;, K3).

4. Vulnerabilities in RAPP

The attacks presented in this section are insghad [19,
43] and cryptanalysis are hybrid (combine the agdions
and observations presented in [19, 43]) in naflines hybrid
cryptanalysis model helps in filtering the unwantegults
and hence improves the success rate significantly.

Vi)

responds with its'IDS”. Then the reader looks for thi®S

in the database and after validatings, it then generates a
random numbe(n,) and calculated andB messages. The
reader transmits these messages towards the tag. the
attacker interrupts the messageandB and modifies the
messageA to A", whereA” = A @ [I]; and[I]; is 96 bit
string that contains all zeroes except Bhlocation. This
alteration will directly toggle th¢g" bit of (n,)
pseudorandom number; which is concealed in mesdage
Because of this alteration, tag extracts the alteendom
numbermn; and consequently calculatBs where,

B* = Per(Ky, @ Ky, Rot(ni,n})) @ Per(n, K)) (1)

First observation which lays the question mark @&e t Now, if the received value oB and computed valug

security claims of RAPP protocol is that, the readeesn’t

differs then the tag will immediately terminate eth

know if D and E messages are indeed received ogtommunication and will consider the accosting objac
substantiated by valid tag. b and E messages are not counterfeit reader. To make our cryptanalysis ss&fod, we

received by the tag then obviously the reader wplliate its
pseudonyms while the tag will keep the previousigeaym
and keys. Secondly, we also know that in RAPP, eeads
the capacity to retain the backup values of thaigseyms
while tag can also have the current values of pmeyd and
keys. Moreover, while computing the

have to alter B in such a way th&t= B*; which will be
acceptable for the tag. So, consider eq.1 whichpcises of
two operations: Per (K, @ K, Rot(n},n}))
and Per(nj, K;). To make our attack simple and plausible,

permutationwe will firstly describe some observations of petation

Per (X,Y) thelsb of Y will not affect the overall output of (Per) and rotation(Rot) functions.

the permutation operation. These security loop shadé
RAPP provoke some serious desynchronization, dbendf

Service (DoS) and even full disclosure attacks bm t

protocol. In this section, we have presented thtteks on
RAPP : two DoS and one desynchronization attackeéctw
are as follows:

Observation 1: Permutation operation discloses the

information of hamming weight means it is obvioumatt
Hw(Per(X,Y)) = Hw(X)

Observation 2: Let M is the 96 — bit string, M =

memy .mj..m, and [I]; = igiy ..ij ...y (where

[/]; contains all zeroes except off" location). Now,

M @ [I]; will give us two results;
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repeatedly (with high frequency) sending the random
messages to exhaust the tag as shown in the foldpfig.2.
This will finally lead towards the denial of sergiattack,
since the tag cannot then communicate with thedvalader
during this attack. This attack can also be extdnte
exhaust the valid reader. In that scenario, attagfetends to
be a valid tag and sends random string of IDS \hitgh
frequency. On receiving of invalidDS’, reader will keep on

Per (A*,B) thenPr(C = C*) =§ . Because in permutation, requesting for the oldelDS values. And because of high
alteration in the bits position will only changeddie part of frequency, it will not able to communicate with thelid

the resultant, while edges of the resultant remaiase.

tags. The concept of the attack is shown in théviehg

SecondlyB or B* will not directly affect the overall output fig.3. The main idea of this attack has inspirezhfr[25], in

of the permutation operation. The proof of this efation
has been proposed in [19] and presented in Appehdix

which authors have proposed the denial of senizelafor
GOASSMER protocol. However inclusion of counter

Now, we turn over to our main issue of alterindMessages counter) at tag's side can help to awmil DoS

acceptablg*.So, according to observation Ber(nj, K;) =

Per(ny,K;) @ [I]; can be achieved, if an attacker repeats
this relationship for some approprigte — 2) sessions. So,

this iterative process will neutralize the effe€tod flipping

of pseudorandom numbdin,).Secondly, we can find the

Per (K, @ K, Rot(n},n;)) = Per(K, ©®
if Rot(ni,ni) = Rot(ny,ny) @ [I]; i.e.

relationship
KZI ROt(nlﬁ nl))

Rot(nj,n}) & Rot(n,,n,) differs in LSB. This can be

computed as follows:

Let k = Hw(ny) & k* = Hw(nj), according to observation

LPr(k=k")= % (For both cases)
Hence,

Rot(ni,ny) = [n, @ [I];] < k*

= ([n] KK k™) @ [1]j4x

So, when adversary tries gll combinations it yields
j=—kmodLforsomed <j<n-—1.
This causeRot(ni,ni) = Rot(ny,ny) @ [I] ; which infers
the following equation realizable
Per(K1 (&) Kz,Rot(n{,ni)) =
Per(K, @ Ky, Rot(ny,n;)) with % computational
probability. Thus the overall success probabilisy équal

t 1
0 4(2(n-2)y "

Now after validatingB message, the tag will

attacks.

Attacker Hello Tag

IDS

A

A, B (Random)

Figure 2. DoS attack on Tag

Reader Hello Attacker

»

A

. IDS (Random)

Not found in
Database
Resehdls

»

Figure 3. DOS attack on Reader
4.3 Desynchronization attack (Attack 3):
This attack is basically the extension of (DOShelt 1.
Firstly, we assume that both the reader and theatag
synchronized on the same st&€IDS;, K,;, K5;, K3;). In
RAPP, reader also stores the previous pseudonylaesvaf
state S; 1 (IDS;_1, K1(i—1), Kai—1), K3-1)) to combat against

computeC usingni, which will be rejected by the reader.the desynchronization attacks. The main purposethef
Hence whenever the tag wants to communicate with tlRlesynchronization attack is to force both partieskeep

reader, attacker interrupts and fabricates the agessl and
B accordingly. Fabricated messages force the taxtiact

different states. In other words desynchronizatdtack is
successful on RAPP, if tag updatgs state while the reader

n; in addition to valid n, and consequently after validatinghas updated its state $p and keeps th§;_;, as its previous
B* it will compute C*; which is unacceptable for further State. In our proposed attack, initially attackéiows the

protocol execution. So, in this way attacker witlt et the
tag to communicate with the legitimate reader thusching
a DosS attack.

4.2 Denial of service attack (DOS}Attack 2):

reader and the tag to run the protocol. Then thetackar
stores the whole communicating messades (C, D and E)

but blocks theD and E messages from reaching at tag. So,
reader has updated its stateStp, and keeping; as its old
state while the tag will keep stafe. Now, attacker starts

In this attack, attacker s_en(js theeflo” message towards pnew protocol run with legitimate tag. Tag transmits
tag, and tag responds with it8S. Then attacker randomly jts /ps; to attacker, which then transmit$& B*towards tag,
generates and sendsand B messages. The tag extractsyhere, 4* = 4 @ N;&B"=B@®[;®[,0<j<n-—

n, from messageA and computes messaBeto check the 1g& 0 < k <n — 1 for some appropriate numbers iohnd;

correctness of messages. This involves permutatiation

(Here A & B were pre-captured messagesSpfstate). The

and XOR operations; which incorporates (ALU) exoess tag now extractsni =n; @ [I1;fromA* and checks the

computation and registers to store the intermediatees.
Now the adversary engages the tag in this computdiy

precision of B message. The messd@yavill be accepted
if Per(K, @ K,, Rot(ny,ny)) @ Per(ny, ky) =
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Per(K, @ K, Rot(nj,n})) @ Per(nj,k,). So, here if 5. Pitfalls in Ultralightweight ~ Mutual
Rot(ny,ny) = Rot(nj,n;) @ [I1; will differ only in j™ bit authentication protocols

and same is forPer(n,, k,) = Per(nj, k) @ [I], for

. . > . From Section 2, we can observe that the most d/M&Ps
(n — 2) iterations then the overall success probability e

1 . _ _ - are broken within one year (after its introductionfle main
2oz as we have discussed in attack.1 and its bas#lslet reason that shortens the life span of an ultralighght
can be found in Appendi&. Then, after meeting the aboveauthentication protocol is that the most of the
condition the tag compute® and transmits towards reader@uthors/inventors commit similar mistakes or incogte
(attacker), which can be ignored by attacker. Agtac Weak primitives while designing of an ultralightght
computes and sendD* =D [[];& E*=E® [I]; ® aut_hentlcatlop protopols. Ip this sectlpn, ‘we dsscisome
[ for 0<j<n—-1& 0<k<n-—1. The tag extracts typical flaws in ultralightweight authenticationgtocols that

n from D*and then check the correctnessEofnessage and frequently undermine the new protocols. These 8jpic

E will be accepted iPer(Ks, Rot (1, n,) @ Per(ny, Ks @ pitfalls and recommendations for avoidance arebavis:

K,) = Per(K;, Rot(nj,n}) @ Per(nj, K; @ K,) which is 5.1 Inclusion of T — functions

actually  equivalent  t®er(Ks, Rot(ny,n,) @ [11; © A T — function is basically mapping of — bit input

Per(n,,K; @ K,) @ [I],.The success probability of thewords inton — bit output words (alh output bits depends

attack can be computed by considering the obsenati upon then input bits) [36]. So, it means all the Boolean

mentioned in attack-D* = D @ [I]; directly toggles thg'®  functions and logical operations in modern processo
bit of n, which is thenn, @ [I]; .Let L = Hw(n,) and (including cryptographic processors) dre- functions.

L* = Hw(n3) which controls the number of rotations inAdditionally the composition df — function also results in

protocols. As per observation-Br(L = L*) = + (For both &1 — function. _ _ _

2 Although theseT — functions involve simple computations
and considered to be cost effective (in terms ofilvare) but
these functions exhibit poor diffusion properti&d]f The
plain use of these functions (for concealing sajres
particularly dangerous in cryptographic applicasiorThe

=(ny <L) @ [1ljss only way to address this inadequacy is by combirirese

operations with other non-triangular primitives dsuas

Recursive Hash, Rot etc.). But many researchersmato

follow this basic combining principle and desigrofacols

cases). So,

Rot(n3,n3) = (ny @ [1)) » L'

(AssumingL = L*). Therefore attacker tries allj
combinations; it then yieldg = —Lmodn for some
(0 <j=<n-—1). This causeRot(ni,n;) = Rot(n1,1) @  gniirely based off — functions.  The UMAP family
% % . 1 . ] y
Rot(n3,n3) with - probability. AndPer(n,,K; @ K;) = protocols are the examples of such-— functions
Per(n;, K; @ K,) @ [1]; requires (n— 2) sessions for dependent insecure protocols.
coinciding. Table 1 summarizes the proposed attéiclally, 5 2 | inearity

the overall probability will becomg(z(rll——a)- Linearity should also be avoided or dealt with 6alhe
To achieve such situation, attacker have to rephat While designing of such ultralightweight authentioa
scenario for some appropriatethen if it gets new IDS in Protocols. Formally, an operatiofy’ is considered to be
next protocol run then it means that tag has aecejpivalid linear if g(x®y) = g(x)® g(y). Inclusion of such linear
pseudorandom numbers. Next time when a valid readeperations in protocol designs provide well defimpdatform
communicates with this tag, the reader will nobgatize this for successful cryptanalysis of the protocol. 8b,avoid
tag and hence desynchronize with the particular tag linearity either we should analyze bitwise messdegigns or
. . . incorporate hybrid ultralightweight primitives inrgiocol
Table.1 Changing& D and conjecturings&. designs. The RCIA and’RP [7, 8] are the state of art
UMAPs which involve hybrid ultralightweight primites in
their designs to avoid linearity.

Forj=0ton—2

Fori=0¢to1
{Sends hello message to tag; 5.3 Biased operators
Received DS, from Tag Another important weakness of many ultralightweight
SendsA*&B" to tag protocols is that some of the operations used Hmased
If receivesC from tag then output results. For example the logical operatieush as
Forj=0ton—2 AND(A), XOR(®) and OR(V) based internal computational
Fori=0to1 operations give similar results, whenédb and a v b give
{SendD"&E" to tag; identical results with 75% of success rate andlaitgia@®b
Sends hello message to tag anda A b also result the identical output with 75% of siesce
If receivedDS, # IDS,; then attacker returns rate. This can constitute potential security thrbatause
Successful otherwise repeat the procedure these logical operations reveal information fortbof their
} variables. For example, in David-Prasad protocdlif9ve

take XOR between its two publically disclosed messages
E and F then we can disclose its sectBtwith 75% success
rate. Again the combining of non-triangular primés with
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Boolean functions avoid the biasness in the resutshence desynchronize. The storing of an extra copy of kepd
provide significant security. pseudonym is the only optimal way to avoid such
5.4 Weak Primitives desynchronization attacks.

Most of the researchers use weak or linear nongtitar 5.7 Recommendations for Security analysis

primitives such as Permutation and Rotation inglesg of  Security analysis of the proposed protocol is abersid as
their new protocols. For permutation we have alyeadan integral part of the protocol, which mainly Hights the
highlighted in section 4 that it reveals the infation of robustness of the protocol over various attack rsoded
hamming weight(hw) of the first parameter (operand),scenarios. Many researchers use typical formaltanglysis
which cause desynchronization or even full disalesu models such as BAN [44], GNY [45] and AVISPA [48te
attacks. Since Rotation function is extremely Wgdight in However such typical cryptanalysis models doeswwk as
nature so most of the block ciphers and hash fonststill intended and despite being accompanied by formalrigg
mostly rely on ARX (Addition Rotation and XOR) [32] proof in such formal models was broken shortly For
designs. Typically, there are two types of rotatioModular example in [48] authors incorporate BAN logic tarfally
rotations and Hamming weight based rotations. N&du analyze their CRC based ultralightweight protocBut
rotations have better entroplpg,n = 6.6) since each shift instead of using them as simple error detection, tthey

is equiprobable and considerably robust. Whilertamming employed them for encryption, so some of the BANido

— weight based rotations have worse entrd@py,n = 4.4) rules do not hold any more. Some of the authors use
which means that the number of bits rotated is betvd1  AVISPA to evaluate the EPC C1G2 protocol (LMAP) J47

and64 in 99% of the cases. (where = 96 bits [35]) AVISPA discovered only two attacks in LMAP and auth
Actually, the rotation operation is a permutatiomda proposed simple patch to overcome the highlighted
therefore it also exhibits the pitfalls of lineanttions. loopholes. But literature shows that [26, 29] tHdAP has

In ultralightweight authentication protocols, mgstthe received multiple attacks and vulnerable to many
rotation operations are data dependent which tlaee bnly cryptanalysis models even in the presence of thended
npossible outputs. Hence Permutation and Rotatigratch.
operations should not be used alone as they retmal So, it is recommended that the formal security ysislof the
information of hamming — weight of the variables. UMAPs should be performed with Tango [21], Recugsiv
5.5 Poor messages Composition Linear Cryptanalysis (RLC), Recursive_ Differential
o Cryptanalysis (RDC) [20] and Grobner Basis attaf2«4]
Designing of secure messages exchanged over dels. The protocol will be considered robust asdure
ultralightweight protocol is a difficult task, pamtlarly in - ony it it satisfies the above mentioned —structural
such constraint environment. Generally speaking tVt??a/ptanalysis (which are specifically designedWdAPs).
publically disclosed messages should guarantee goo .
confusion and diffusion properties of the secraistypical 6. Conclusion

cryptographical = algorithms, these two propertiese af, this paper, we have analyzed the vulnerabiliGERAPP
achieved by using iterated substitution and pertiwria protocol and highlighted three attacks in RAPP: TR@S
blocks. However, due to limited computational cali##s and one Desynchronization attacks. The proposedkattare
of passive low cost tags, messages are usuallgrEsiby inspired from [19, 43] and improves the success ddtthe
using T — functions and some special purpose primitivesattack by combining both approaches. We have also
which give insufficient level of confusion and difion for discussed some prudent engineering practices aiededf

secrets. recommendations to follow, together with typicaktakes to
In M2AP [5] for instance, théDS update phase is defined as:avoid, when designing of ultralightweight autheation
IDS™®*t = (IDS + (n,@®n,))®ID protocols. This will help as sanity check to impgothe

Where we can see that the tag’s staficis simply XORed Security and reliability of the new proposals.
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APPENDIX

Appendix A

Observation 3 (Proof) [19]:

Hence as, C = Per (4,B) and C* = Per (4,B")
whereB” = B @ [I];or if C = Per (A,B)and C* =
Per (A", B) thenPr(C = C*) =§

Proof: Let R, = {j1, /2, - Jm}iS the set of indexes whose
corresponding  bit positon in 'y is 1, and
Ry = {m+1jmszr - jo3is the set of indexes whose
corresponding bit position is 0. Then Permutatioii e

C = Per (A, B) = Ajm'Ajm—l AjZAjl AjL

Now, consider the following two cases:

Case-1: If last two bits of Y are not same; then 0, j,,,4+1 =
lorj; =1,j,41 = 0, in both cases the set of indexes will be
Ry = {m+1J2r - Jm}&Ro = {1, jimszs - Ji}- ThusC =
Per (A, B) = Ajm'Ajm—l "'AjZAjm+1Aj1Ajm+2 AjL

Case-2: If last two bits of Y are same then 0,j, =

1orjmer = 0,jms+2 = 1, and set of indexes will b, =

Uz - Jm} Ro = U J2 Jmsr - Jih Ry =

Um+1Jms2Jz - Jm} Ro = Umss, - JjL} respectively.

HenceC = Per (A, B) = Ajm'Ajm—l A]lAJZ A]L

or C = Per (A, B) = A]'m'Ajm—l A]2A11 A]L
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