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Abstract: Security and privacy are huge challenges in biometric
systems. Biometrics are sensitive data that should be protected from
any attacker and especially attackers targeting the confidentiality
and integrity of biometric data. In this paper an extensive review of
different physiological biometric techniques is provided. A
comparative analysis of the various sus mentioned biometrics,
including characteristics and properties is conducted. Qualitative
and quantitative evaluation of the most relevant physiological
biometrics is achieved. Furthermore, we propose a new framework
for biometric database privacy. Our approach is based on the use of
the promising fully homomorphic encryption technology. As a
proof of concept, we establish an initial implementation of our
security module using JAVA programming language.
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1. Introduction

Biometrics or biometric identifiers refers to the use of
different identification techniques in relation with human
behaviour and physiology characteristics. It allows to
establish and verify the identification of an individual. In this
sense, there are several Biometric recognition techniques like
face recognition, fingerprint recognition, retina recognition,
iris recognition, hand geometry recognition, voice
recognition, signature recognition, gait recognition etc. The
use of biometrics offers safer authentication compared to
traditional techniques such as secret password, PIN number,
ID cards and driver’s licenses. In fact, Secret passwords and
PIN number could be forgotten while ID cards and driver’s
licenses could be lost, stolen or forged by an adversary. In
the other hand, biometric techniques are highly resistant to
alteration or unchangeable and cannot be forgotten,
misplaced, or transferred to another person which overcomes
all previous disadvantages and gives biometric systems an
advantage over other verification and identification systems.

Biometrics are measurable and relatively easy to capture by

biometric automated systems. Generally, Biometric systems

include five main components:

e A sensor device: a material or hardware that allows to
gather and digitize biometric data. It is employed to
capture the necessary verification data from an
individual. For example, in fingerprint biometrics
applications, an optical sensor is used to produce an
image of the ridge structure at a fingertip. This captured
image serves as the basis for further access control
activity.

e Data Quality Assessment: it allows to form the
biometric template by following several steps. First of all,
the biometric data captured by the sensor device are
evaluated to gauge whether it is suitable for processing.
Then, an algorithm for signal processing is applied to the
data for the purpose of improving its quality. Finally, a
specific set of features is selected from the overall data

set to form the biometric template.

e A data storage unit: is the biometric system database
that stores all the information needed for processing
biometric templates. The biometric template is input into
the database, sometimes just as biographical information
related to the user in order to improve security issues.

¢ A matching algorithm: After the biometric template has
been extracted from the gathered data, it allows to
compare new templates to those previously recorded and
stored in the system database as it permits to match it
with any identical points. The number of matching points
between the input and the template provides a match
score, this score can fluctuate between readings
depending on the quality of collected data.

e A decision process: It allows to use the results of the
matching algorithm to accept or reject a new individual.
A decision-making apparatus relies on the match score to
either confirm an individual’s identity or to determine the
identity by correlating the score to a ranked list of
possible identities stored in the database.

Biometric systems can identify or verify the identity of a

person. A system used for identification recognizes the

individual’s biometric template by comparison to the
templates of users stored in its database. A verification

system matches an individual’s biometric template to a

previously stored example of that individual’s template.

Currently, various applications of biometrics exist. It could

be used in law enforcement, in government, and in civilian

applications. In general, law enforcement uses biometrics to
identify the suspect of a crime, governments use biometrics
to verify the identity of people entering the country.

Companies and organizations use biometric systems to

restrict access to sensitive information or areas. These

applications could be classified into three main categories:

o Law enforcement applications: forensic applications,
computer access, immigration, national identity, physical
access, prisons, telecommunications. ..

e Government applications: national 1D cards, border-
passport control, driver’s license, correctional facility,
social security ...

o Civilian applications: physical access control, Cellular
phones, credit cards, computer network login, Automated
Teller Machines (ATMs), electronic data security,
internet access, medical records management, distance
learning...

Biometric systems have some risks and challenges that

should be taken into consideration. The first challenge is that

biometric sources are not private. In fact, our ears, eyes,
fingers, faces... etc are exposed. We reveal our eyes
whenever we look at things. With fingerprint recognition we
leave fingerprints everywhere we go. With voice recognition,
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someone is recording our voice when speaking to him via
phone. Essentially, there’s easy access to all these identifiers.
The second challenge is the security and protection of
biometric data. In fact, biometrics are hackable either from a
database where they are stored or from an illegal collection.
For example, a hacker can collect a picture of someone’s ear,
eye, or finger, therefore he can easily gain access to their
personal accounts.

In this paper, we will provide an extensive study of biometric
techniques. We will explore biometrics area as one of the
most optimistic trends in authentication and identification
systems. Actually, a significant attention is given to
authentication and identification steps in many authorization
contexts. To gain access to a specific resource we should
know who are you? (identification) and be sure that the
identity you dare is really you (Authentication). We will
discover how biometrics could present a suitable, adequate
and satisfactory response. We will also provide a security
study of biometric systems. Our study will focus on security
issues for biometric databases and its related attacks.
Databases privacy is a relevant subject for biometrics.
Taking into consideration this problematic, we will introduce
a new framework for biometric databases privacy in the last
section. Our solution is noise-free FHE based. Its objective is
data encryption and processing encrypted biometrics without
any prior decryption.

1.1. Motivation

Nowadays, biometric systems are widely spread with a large
number of applications like legal applications, government
applications, commercial applications and so on. The
architecture of any biometric system contains a database
component for templates storage. Most of those systems
store templates in clear which expose privacy of biometrics
to internal and external hackers.

Unfortunately, if the security of the biometric database is
compromised then the identification and authentication
process ensured by the system will be questioned. What
could happen exactly when we store biometrics in clear?
What happens to system users if a non-trusted third part gain
a successful access our biometric database? Clearly, the
attackers will have the possibility to bypass the established
security by the biometric system and impersonate user’s
identities.

Our new framework will allow to preserve biometric
database privacy even if an attack take place. Currently, we
believe that biometric databases need a new framework for
data privacy that allows encryption and processing of data
for comparison and decision purposes. This obligation will
require rethinking biometric technologies and constructing
new solutions with biometric data privacy and security in
mind. Hopefully, we stand at the edge of a new phase of
processing with encrypted data. After more than 10 years of
scientific research, there have been significant advances in
the fields of homomorphic encryption and processing of
encrypted data, resulting in the disclosure of a new
technology—known as the fully homomorphic encryption—
which has the capacity to allow computation over encrypted
data without any prior decryption. In this paper, we exploit
the reliability guarantees provided by this encouraging
technology to build a privacy framework for biometric
databases.
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1.2. Contribution

This paper is an extension of our prior works [1], [2], [3]. In
these works, we proposed improved cryptographic methods
for searching and computation over encrypted data. Our
contribution in today’s paper is to present an improved
version and a significant application of our noise-free fully
homomorphic encryption scheme to biometric databases. We
will begin by a deep classification of physiological traits.
Why physiological traits? Most of security systems based on
biometrics are using physiological ones. Behavioural
biometrics are rarely used in comparison to physiological
biometrics. The well-known spread biometrics are
fingerprint, face and retina recognitions. They are, all,
physiological biometrics.

Actually, unlike existing systems, our framework allows to
store encrypted biometrics in database and use it without
decryption. It is relied on the main following properties.
Computing with ciphertexts: data issued from a fully
homomorphic encryption algorithm could be treated as it is
in clear. In fact, we can evaluate any function on it and
especial comparison of encrypted data which is the desired
operation in  biometric systems. Cloud computing
outsourcing: This property could be exploited to outsource
biometric databases to cloud computing and benefit from its
unlimited storage and computation capacities.

1.3. Related work

Several efforts have been put into improving biometric
databases privacy. The usage of homomorphic encryption
technology has already been introduced by Bringer et al [4].
In this article the authors propose to exploit the
homomorphic property of GM encryption scheme [5] for
secure biometric-based authentication. Their protocol allows
to hide, from an adversary, the user that is trying to
authenticate himself in the system.

Yasuda et al [6] suggest to compute the Hamming distance
on encrypted data using a somewhat homomorphic
encryption scheme based on ideal lattices. This Hamming
distance is used to compare two biometric feature vectors. In
addition, Drozdowski et al [7] address to subject of privacy
of facial recognition databases by using homomorphic
encryption. The authors propose an architecture of a
biometric identification system in the encrypted domain, as
well as providing an implementation using some existing
homomorphic encryption schemes.

Recently, Catak et al [8] propose a biometric authentication
system based on hash expansion and fully homomorphic
encryption features. Authors solved the runtime complexity
of FHE schemes by parallelization of the matching algorithm
and provided a proof of concept implementation of their
system with fingerprint biometrics.

The drawback of homomorphic encryption schemes is its
overhead and runtime complexities. In fact, currently known
FHE schemes consume a lot of time and memory space to
perform operations on encrypted data. In this paper, we
address this problem by using a promising category of FHE
schemes. We will use noise-free FHE [1].

1.4. Organization

The rest of this paper is organized as follows: Section 2
proposes a classification physiological biometrics. Section 3
introduces some security issues related to biometric
technologies. It presents some notions of security in relation
with biometric identification and authentication, then it
explains how biometric technologies work and it ends by an
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extensive review of security attacks related to biometric
systems. Therefore, we provide a new framework for
biometric database’s privacy in section 4, while section 5
concludes the paper.

2. Classification of Physiological Biometrics:
Analysis and Evaluation

Over the past several years, an increasing number of
biometric technologies have been proposed. In modern
approach, biometric characteristics can be classified in two
main categories: physiological and behavioural traits.
Biometric technologies for identification and authentication
have been developed based on these characteristics.
Physiological traits (called also passive traits) are related to
enduring or fixed human characteristics, such as fingerprints,
fingers, hands, ears, shape and geometry of face, the pattern
of veins, irises, retina, teeth, as well as samples of DNA.
Physiological traits are generally available on every person
and are permanent and distinctive, except if genetic defects,
aging, illnesses or accidents, have modified or broken them.
Behavioural traits (called also active traits) are derived from
human characteristics represented by skills, actions or
functions performed by an individual. These include voice,
gait, key-stroke and signature dynamics. It is important to
note that the time dimension is incorporated as an essential
metric of a behavioural biometric. Indeed, the measured
behaviour has a starting, middling, and ending time.

It should be recalled that the behavioural/physiological
distinction is somewhat artificial. Behavioural biometric
technologies are related in part on physiology, such as the
dexterity of hands and fingers (signature dynamics) or the
shape of the vocal cords (voice). Physiological biometrics
are similarly acquainted by user behaviour, such as the way
in which a user looks at a camera or presents a finger.
Nevertheless, the behavioural/physiological distinction is a
useful tool in comprehension of how biometrics work and
how they can be put in an application for the real world.

2.1. Physiological traits

Physiological biometrics are derived from a direct
measurement of a part or a feature of human body that we
were born with. They mainly are determined by our genetics.
Fingerprints authentication systems are the oldest systems; it
has been used for more than 100 years. Other examples are
hand geometry, iris image, retina, face, odour, ear, vascular
pattern, DNA, and many other distinguished features of
human body that can be collected, recorded and measured
through an automatic process.

2.1.1. Biometrics from Butt

Butt recognition: In 2011, Engineers from the Advanced
Institute of Industrial Technology in Tokyo have developed a
novel biometric that can recognize a person by the backside
when he takes a seat [9]. It is possible to identify a person by
the unique shape of his butt. They developed a system that
can perform a precise measurement of the person's posterior,
its contours and the way the person applies pressure on the
seat. It is an automotive anti-theft system. For which the
driver’s seat is fitted with 360 sensors that record pressure in
accordance with a scale of zero to 256. Then, a topographic
map of the driver’s ass is created to be used as a personal
identifier [9].
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2.1.2. Biometrics from Dental

Dental recognition: It is possible to use information about
dental structures, in an automatic way, to identify or verify
human remains [10]. This is the dental biometric that is
mainly applied to identify victims of massive disasters from
their bitemarks [11]. The process of dental identification
consists of three main steps: measuring dental features,
labelling individual teeth with tooth indices and matching of
dental features. The majority of dental features is obtained
from dental radiographs. Commonly used dental features are
related to tooth morphology (shape) and appearance (grey
level). Dental information includes the number of teeth, tooth
orientation, shape of dental restorations, etc. This
information is recorded in symbolic strings (dental codes)
describing types and positions of dental restorations, number
of cusps in teeth, presence or absence of each tooth, etc.

2.1.3. Biometrics from ear

Ear Geometry: Ear shape recognition is a biometric field in
full development. It is related to the particular geometry of
each individual’s ears and the form of the ear lope and the
projecting portion of the outer ear. There are at least three
methods for ear shape recognition: taking a photo of the ear,
taking “earmarks” by pressing ear against a materiel and
taking thermogram pictures of the ear [12]. Ear biometric
seems to be very interesting especially in crime
investigation. In fact, earprints could be left by criminals
listening at doors and windows, collected by police and law
enforcement agents and analysed by specialists to recognise
criminals.

Ear canal feedback: Otoacoustic Emissions (OAE) [13] are
a sound wave generated from within the inner ear (cochlea of
the ear). OAE are known to reveal considerable differences
making it unique and a potential biometric from ear. Indeed,
each one of us has its personal emission frequencies and
significance differences in the occurrence of spontaneous
otoacoustic emissions were found between genders [14] and
between ethnics [15]. OAE can be classified into three main
types [16]: (a) Spontaneous Otoacoustic Emissions
(SOAE). A spontaneous otoacoustic emission is a pure tone
at a stable frequency that is continually emitted from the ear
without external stimulation and are measurable with
sensitive microphones in the external ear canal. (b)
Transient Evoked Otoacoustic Emissions (TEOAE) [17].
TEOAE are characteristically stimulated with a white noise
pulse of approximately 80dB SPL (peak) with a brief
duration of 2ms (toneburst). (c) Distortion Product
Otoacoustic Emissions (DPOAE). These are evoked by
applying a pair of continuous sine waves at similar
frequencies. Of the three types aforementioned the least
suitable is the SOAE. DPOAE and TEOAE are more
appropriate for biometric uses [13] [17] [18] as they are
stronger responses compared to SOAE.

2.1.4. Biometrics from Eye

Iris recognition: Iris recognition technology is based on the
obviously coloured ring encircling the pupil of the eye. Its
nature, as an elastic connective tissue, makes it suitable for
biometric applications. It has about 266 distinctive and stable
characteristics, 173 of it are exploited by iris recognition
technologies. These contain the trabecular meshwork,
striations, furrows, rings, a corona, and freckle. Iris
recognition systems involve a small camera, with high-
quality resolution, to capture a black and white image of the
iris [19]. The system applies mathematical pattern-
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recognition techniques to those images. Iris recognition is
useful in both verification and identification systems.

Retina recognition: Retina recognition technology maps
and analyses the unique patterns of blood vessels on the thin
nerve of the posterior portion of the eye [20] [21]. Every eye
has its own totally unique pattern of blood vessels; even the
eyes of identical twins do not share a similar pattern.
Although each pattern normally remains unchanged over a
person’s lifetime, they can be altered in cases of disease such
as glaucoma, high blood pressure, diabetes and autoimmune
deficiency syndrome. Retinal scan is more difficult because
of the retina complex structure. This involves projecting an
unnoticed low-energy infrared light beam into the eye of a
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person looking through the scanner's eyepiece. This beam of
light traces a normalized path on the retina. The amount of
light reflection varies during the scan, because retinal blood
vessels are more absorbent of this light than the rest of the
eye. The pattern of variations is encoded and stored in a
database. Enrolment can simply take more than a minute.
Other biometrics from eye exist like periocular recognition
[22], [23], [24] [21] and sclera recognition [25].

2.2. A classification of physiological traits

In the table below (table 1), we show how to classify
physiological biometrics depending to our body parts. The
key elements of the table are:

Table 1. Classification and properties of physiological biometrics

Classification of the Various Types | Characteristics Properties of physiological biometrics
of physiological Biometrics
5
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Butt H L M M M M M min min Y Chair sensor
Dental M M M M M M L min min Y Dental radiograph
Ear Ear geometry H M M L L H L min S Y Camera
Ear canal feedback H H M M L L L min s Y Microphone
Iris recognition H H H L M L M min S Y Scanner
Periocular recognition H M M H H M L min S Y Camera
Eye
Retina recognition H H H L L H M min S Y Scanner
Sclera recognition H M M L L M M min S Y Scanner
Face Face recognition H M M H M M L min S Y Camera
Finger-knuckle print M H H M H M M min S Y Scanner
Sl fingerprint M H H M H M M min S Y Scanner
knuckles
3D finger recognition M H H M H L M min S Y 3Dlive scanner
Foots M H M H M H L min S Y pressure sensor mat, CCD
camera
Hand M L L H H M L min min N optical camera and diodes with
mirrors
Hair recognition M L L M H H M min min Y camera
Knee recognition H M M L M M H min min Y MRI device
rint H H M M M M L min s Y piece of paper or cellophane,
. P finger printer
Lips
shape H L L M M H L min S N camera




International Journal of Communication Networks and Information Security (IJCNIS)

503
Vol. 13, No. 3, December 2021

Nailbed M H M H H L L min S N Digital camera
Nail
Nail RFID M H H H L L L min S Y RFID ship
Geometry H M M H H H L min S N camera
Nose
Pores H M H M M M L min S Y camera
Odour H H M M M M H min min Y ENose
Palm M H M M H M M min S Y Palmprint Scanner
Pores H M L L M M H min S N Microscope, Scanner
Skin Skin spectroscopy H H H L L L L min S N LEDs and photodiodes
Skin impedance H M M L L M L min S N Metallic electrodes
Tongue H H H M M L M min S Y Camera
Vein H M L M M L M min s N Scanner
Voice M M M H H H L S S Y Microphone

Biometric characteristics: H (High), M (Medium) and L 3

(Low),

Biometric properties: min (minute), s (second), Y (Year)

and N (Non applicable).

The table above describes physiological traits. This category

of biometrics is evaluated based on the characteristics below:

o Universality: Each individual should have the biometric
trait.

e Uniqueness: (called also Unicity or Distinctiveness) Any
two individuals should be different regarding the trait.

e Performance: Depends on the efficiency and accuracy of
the extraction and matching of the biometric.

e Permanence: The biometric should be sufficiently
constant over a certain period of time.

e Collectability: The biometric should be quantitatively
measurable.

e Circumvention: Is the ease at which a trait might be
limited using an artefact or substitute

e Acceptability: The capturing of a biometric should be
possible in a way acceptable to a large percentage of the
population.

The comparative table includes four distinctive properties. In

addition to a required hardware which is the sensor

component, each biometric is differentiated by its enrolment

and verification times. These two times are measured by

seconds and minutes, as long as they are small, the

underlying biometrics are assumed to be better. A fourth

property is related to identification ability. The identification

column informs us if the underlying trait could be used for

identification or not. We can identify in the comparative

table that some physiological traits are not applicable to an

identification process, like pores, skin and vein biometrics.

It is clear that none of the human biometric traits meets all

the above characteristics and properties. Although each

biometric trait has its pros and cons; as consequence there is

no optimal biometric.

Functioning of Biometrics and Security
Issues

Biometric technologies could be wused for personal
identification as it could be used for verification (or
authentication) purposes, depending on the application. It
measures and analyses physiological and behavioural
characteristics of humans. Identifying a physiological
characteristic of a person is based on taking direct
measurement of a part of his body, such as fingertips and
facial geometry, the corresponding biometric technologies
are fingerprint recognition and facial recognition. Identifying
behavioural characteristics of a person is based on data
extracted from his behaviours, such as voice and signature,
the corresponding biometrics being voice recognition and
signature recognition [26], [27]. Effectiveness of biometrics
as personal identifiers is related to the fact that the measured
characteristics are thought to be distinct from an individual
to another. Because they are closely related to an individual,
they cannot be forgotten, are more reliable, and are less
readily guessed, stolen, or lost.

Biometric systems manipulate sensitive data to grant
authorization access to services. Those data are generally
stored in a biometric database. Given the importance of this
data, it is always sought after by hackers. Any breach or data
leakage can lead to dangerous consequences, as it can
jeopardize the security established by the said biometric
system.

In this section, we discuss a few basics of biometric system’s
functioning and security issues, then we introduce several,
well-known, related attacks to those systems.

3.1. Notions of Security: Identification, Authentication
and Authorization

When we are authorizing access to a system, two initial
phases are required: identification and authentication. These
terms are often confused or used synonymously by many
security domain specialists, but they are in fact all distinct
concepts, and should be thought of as such. Identification is
what happens when you claim to have a given identity in the
system, while authentication is what happens when the
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system establishes that you are who you claim to be. In
theory, authentication process is taking place after
identification process but in practice both processes are
usually used in tandem. In fact, the authentication step
comes, after that the system user claims a certain identity
(for example providing his username to the system), to verify
the claimed identity (the user should provide a shared
password between him and the system). However, in the
majority of cases, the authorization process must
necessarily take place, at least, after the identification
process.
Identification: Identification is nothing more than
responding, in some way, to the question “who are you?”.
After providing your response to this question we say that
you are claiming you are somebody. You identify yourself
when you meet someone you don’t know, and he asks you
“who are you?”. When you say, “I’m Mister Smith.”, you’ve
just identified yourself. In relation with information security,
this is analogous to typing a username during the login
process to a system. Sometimes, identification process is not
necessary to some systems for which one can gain access to
your account just with the correct code without identifying
himself (such as ATM cards).
Authentication: Authentication is the process by which a
system cloud validates a provided identity. It is also how one
proves that he is who he claimed to be. When you type your
username into the username field, it’s most likely that you
are going to enter also a password to prove that you are
really that user. The use of a password in this step is based
on “something you know”, i.e. a secret between you and the
system. Authentication factors could be categorised into
three principal sets:
(i) Something only the user knows (Knowledge), e.g. static
password, code, personal identification number;
(i) Something only the user possesses (Ownership), e.g.
driver’s license, token, smart card, mobile phone;
(iii) Something the user is (Inherence), e.g. biometric
characteristic, such as a fingerprint, a retina scan.

After being successfully authenticated, we have now done
two things: we have claimed to be a certain identity then we
have proven that we are effectively that identity. The only
remaining thing is for the system to determine what we are
permitted to do. This is what will be the objective of our next
step.

Authorization: Generally, authorization is a process that
taking place after a person has been both identified and
authenticated; it’s the step that determines what a person can
do on the system. It allows to protect computer resources by
only permitting those resources to be consumed or used by
resource consumers or users that have been granted
authorization to consume or to use them. If everybody logs
on using the same account we can grant access to resources
for everybody, or block access to resources for everybody. If
everybody uses the same account, we can’t make distinction
between users. However, when users have been
authenticated with different user accounts, they can be
granted access to different resources based on their identities.

3.2. How Biometric Technologies Work

Between biometric technologies we can identify various
differences in relation with its capabilities, complexity and
performances, but all share several elements. Biometric
identification systems are basically pattern recognition
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systems. They involve acquisition and scanning devices
(sensors) such as cameras and scanners to capture images,
prints, recordings, or measurements of a person’s
characteristics, and use computer software and hardware to
extract (Extractor), sample, encode, transmit, store (in a
Database), and compare these characteristics (Matcher).
Biometric decision making (Decisor) is becoming faster
thanks to automation, generally it is taking only some few
seconds in real time. Despite the fact that biometric
technologies gauge various characteristics in ultimately
different manners, all biometric systems use analogous
processes that can be articulated into two different phases:
enrolment and identification or verification.

Human trait

0

Figure 1. Typical biometric system architecture
3.2.1. Enrolment process

In this phase you are using the biometric system the first
time. During the enrolment, biometric data from an
individual is collected and stored, somewhere, as a reference
template for future confrontations. The generation of a
template is also influenced by slight changes in environment,
pressure, positioning, distance and other factors. The quality
of the template is crucial in the overall success of the
biometric application. Sometimes, biometric features can
change over time and people may experience problems with
a biometric system, for that reason they may have to update
their reference template by a re-enrolment. Enrolment takes
place in 1:1 systems (verification systems) and in 1:N
systems (identification systems).

Enrolment process

Feature
extraction

Biometric
presentation ———

Capture and
processing

Template
extraction

Storage

Figure 2. The biometric Enrolment process
3.2.2. Verification process

Concerning verification systems, the phase after enrolment is
verification of a claimed identity. After the person provides
the biometric identifier he or she was enrolled with, it is
presented to the biometric system which captures it and
generates a trial template that depends to the vendor’s
algorithm. The system then confronts the trial biometric
template with the initially registered template of the same
person, which was stored in the system during enrolment, to
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conclude whether the template subject to trial and the stored
one match. Verification process is qualified as a one-to-one
database’s relation. As a consequence of the verification
phase, the system will end up by a decision of match/no-
match. In actual systems, this decision is obtained in less
than a second. In real life, a system used by a company to
authenticate their employees after providing their identities
to grant access to a professional computer is a verification
application of biometrics.

3.2.3. Identification process

Concerning identification systems, the phase after enrolment
is to identify who the person is. Contrary to verification
systems, no identifier is required. To find a match, instead of
locating and comparing the person’s reference template
against his or her presented biometric, the trial biometric
template is confronted to the initially stored templates of all
persons enrolled in the system. Identification process is
quailed as one-to-many database’s relation. According to the
decision made by the identification systems (match or no-
match), we can classify these systems into two categories:
positive and negative. In positive identification systems, the
expected decision is “match”. In fact, these systems are
designed to ensure that a person’s biometric information is
already registered in the database. Controlling access to a
secure building by checking anyone who seeks access
against a database of enrolled employees could be considered
as a positive identification system. In negative identification
systems, the expected decision is “no-match”. Indeed, these
systems are designed to ensure that an individual’s biometric
is not enrolled in the database. A typical negative
identification system allows to compare an individual’s
biometric against all enrolled ones in a database of all who
are registered in a public benefits program to guarantee that
this individual is not “double-dipping” by using fake
documentations to register under manifold identities.

Finger Identification

Verification Finger

( Sensor >'

= ( .-Sel"lsol_ )
ﬂ , —T‘
[Processingw;

;;:(;;} I Processingﬁ

Parsonal Identifier

4L

N models

Database

Matching Matching
{1 match) (N matches)

True/False

User Identity/ User Unknown

Figure 3. The biometric Verification and identification
processes

3.3. Security issues for biometric databases
With the emergence of new information technologies,
security concerns have becoming a challenging problem
where there is sensitive data to process. Significantly, they
play a critical issue for biometric data and applications.
Biometric databases contain citizen’s fingerprints, photos,
signature templates and many other identification and
verification traits used by biometric systems to automatically
recognize people due to several intrinsic advantages they
offer over typical procedures. Biometrics-based systems are
widely used in many applications starting from criminal
investigation to civilian registration, national identity
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document verification, border control, e-banking, e-
commerce, on-line payment, physical and logical access
control. Those biometric data can easily be copied without
information loss, manipulated at will or forged without
noticeable traces, and used to spoof original identities and
bypass access control’s systems. For those reasons, it is
unacceptable for biometric databases to be lost, copied,
stolen or forged. Otherwise, recognition systems founded on
personal traits, either biological or behavioural will be
questioned.

Several challenges related to personal data protection are
raised by biometric-based recognition. Generally, those
challenges are not posed by traditional recognition methods
if compromised. For example, in contrary to PIN or
password credentials which could be changed or reissued if
needed, biometrics are fixe and unchangeable if they are
stolen or captured. As a consequence, additional privacy
concerns are behind the use, processing and storage of
person’s behavioural or physiological traits. In other words,
more attention should have given to protect biometric
databases in any information system in order to avoid
consequent risks to individual’s biometric data leakage.

3.4. Security attacks related to biometric systems

Biometric systems could be a subject of several attacks from
the sensor stage to decision step. Consequently, the security
established by biometric systems could itself be questioned.
Researchers have studied these security concerns and
analysed the probability of such breaches and vulnerabilities
to counter the normal functioning of a biometric system [28],
[29]. Security specialists have determined the potential
points, of a biometric system, in which an intruder can drive
an adversarial attack. Some of these security attacks are
common to any information system, while the attacks using
template modification and fake biometric are unique to
biometric systems.

In this section we present a global review of security attacks
to biometric systems in each step of the provided architecture
in figure 1. We promptly talk over the characteristics of such
attacks, which need to be successfully balked in biometric
systems.

3.4.1. Sensor attacks

Biometric sensors could be a target of multiple attacks. From
one hand, artificial fake biometric traits are presented to the
sensor in order to bypass the recognition phase. This attack
could have a second form, when a legitimate biometric is
presented to sensor in an unauthorized manner. We call it
coercitive attack: forcing a legitimate user to grant access to
the system by an imposter. From the other hand, flooding the
sensor with bogus access requests can cause a denial of
service. Generally, the sensor is not able to differentiate
between real and fake traits as it is unqualified to distinguish
legitimate requests from denial of service flood. We can find
in the literature: coercitive attacks, spoofing attacks, mimicry
attacks, device substitution attacks and DoS attacks [28],
[29].
3.4.2. Feature extractor attacks

The feature extraction is an automated process that enables
the generation of a template from a biometric sample after
locating and encoding its distinctive characteristics. This
process may include divers degrees of image or sample
processing with the aim of locating enough amount of
precise data.
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Falsification of biometric feature extractors include inserting
of fraudulent data and replacing components to fabricate
permitted features [29]. A second category of extractor
attacks consists of introducing a Trojan program which
generates the wanted feature set [28].

3.4.3. Matcher attacks

Matchers are the interface between the database and the
feature extractor module. Its role is to compare the input
sample with the stored template in the database. The high
matching score is retained and transmitted to Decisor module
to take an authorization decision to grant access to system.
Attacks on matchers turn around producing a matching score
that will be accepted by the Decisor. Attacker has several
ways to attain this objective. Firstly, he can capture and
change the score value before arriving to Decisor module
[30]. A second type of attacks includes substituting a horse
Trojan program or hardware component to control the
matcher behaviour [31], the Trojan is employed by the
attacker to harvest users’ traits extracted features and
transmit it to him.

3.4.4. Decisor attacks

The decision step is the last one in a biometric authentication
process. This operation is assured by a decision module
called Decisor. The user is granted access to system or
rejected on the basis of the security threshold already
predefined. The degree of similarity is indicated by a score
which is generated by a matching algorithm. Decisors
compare the score with the threshold, the result is match
(grant access), non-match (limit access) or inconclusive
(prompt the user and ask for another tentative).

This biometric module can be a subject of various attacks;
among them we find Trojan attack which is also present in
this step. It constitutes a non-biometric module in the overall
system used by attackers to introduce some security flaws.
Manipulation of the score and the decision is a second class
of Decisor attacks. The objective of manipulation is to
capture and modify score and decision values [31].

3.4.5. Communication channels attacks

Between each two components of the biometric system we
find a communication channel. Totally, we have four
communication channels in our architecture: sensor-extractor
channel, extractor-matcher channel, matcher-decisor channel
and matcher-database channel. Channels are targeted by
security attacks and adversaries [29].

At each one of the aforementioned channels, we can identify
various threats and vulnerabilities. The attacker’s goal is to
intercept transferred data and grant access to the secured
system. Eavesdropping is the most significant attack at any
communication channel, it is a passive attack. In this
scenario, the eavesdropper listens the channel and collects
sensitive data for fraudulent use. A similar attack is called
man-in-the-middle attack, in this scenario the enemy has the
ability to intercept, modify and retransmit the compromised
template between two parties without their knowledge.

3.4.6. Database attacks

Biometric databases are the highly sensible components of
any biometric authentication based system. A database stores
biometric templates and it is requested at any authentication
or identification process. At this system node, the adversary
tries to read existing templates, attempts to add new ones and
makes an effort to modify or remove one or more existing
templates [31]. If data are stored in clear, the reading of
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templates becomes a very simple task for the adversary. If an
adversary is capable to read templates from database, he can
steal the database or at least create matching artefacts (this
type of attack is called masquerade). Adding, modifying or
removing templates are three kinds of a, so called, tampering
attack. Tempering attacks affect the authenticity of the
system. Masquerade and tampering attacks pose a significant
threat to remote authentication.

We can summary the aforementioned attacks in the table 2.

Table 2. ordinary attacks to a biometric system

System component Possible attacks

Sensor Coercitive attack, spoofing, device substitution,
DoS

Extractor Trojan, insertion of fraudulent data

Matcher Trojan, insertion of fraudulent data, guessing
attack, manipulation of score

Decisor Trojan, manipulation of score and decision attack,
manipulation of threshold

Channels Eavesdropping, man in the middle, reply attack,
brute force, manipulation of score and decision
attack

Database Masquerade, tampering, reading template

4. Proposed Framework for  Biometric

Database’s Privacy

4.1. Fully Homomorphic Encryption (FHE)

Homomorphic ciphers constitute a basic cryptographic brick
in many protocols and applications requiring the anonymity
of the user or the confidentiality of his data. They are very
useful in a context of cloud computing and outsourcing of
calculations on sensitive data.
Indeed, by transporting an operation from the domain of
ciphers to the domain of clear messages, these ciphers allow
a third party to perform blind operations on encrypted data
for the benefit of the user who is the sole owner of the
private key. The operations are performed directly on the
cryptograms giving the same result as if they are performed
on the clear data, the only difference is that in the case of
homomorphic encryption the result is obtained in encrypted
form and it is the end user possessing the private key which
is the only one capable of decrypting and discovering the
content.
A fully homomorphic encryption scheme allows performing
any type of computations over encrypted data. It was, early,
conjectured by Rivest et al [32] in 1978. After about three
decades, exactly in 2009, Craig Gentry [33] presented the
first conception of a semantically secure fully homomorphic
encryption scheme. His holy grail work is based on ideal
lattices. Gentry's conception can be summarized into three
main stages:

e SomeWhat Homomorphic Encryption Scheme
(SWHE): Gentry starts with a so-called SWHE that
supports a limited number of homomorphic
multiplication.

e Squashing the decryption circuit: Gentry reduces the
complexity of the decryption circuit by publishing a set
of vectors whose sum of a part of them is equal to the
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secret key. This so-called "squash" scheme can evaluate,
in addition to its SWHE capacities, a NAND gate.

e Bootstrapping: the bootstrapping procedure consists of
evaluating the decryption circuit plus the NAND gate to
obtain a "leveled" FHE scheme which allows any circuit
to be evaluated with a depth of the circuit defined at the
start

This first scheme is noise-based, i.e. a noise part is added to
cleartexts in order to obtain the homomorphic properties.
Most of the work that followed later has inspired from
Gentry's framework to design FHE cryptosystems [34], [35],
[36], [37], [38], [39],... other ideas and frameworks appeared
later [40], [41], [42], [1], [2]... Among the most prominent
attempts to simplify homomorphic encryption schemes is the
cryptosystem MORE [41]. This latter was the subject of the
patent WO2014016795A2. It is a symmetric cryptosystem
based on modular arithmetic whose homomorphy results
from usual matrix operations, its multiplication and addition
are matrix multiplication and addition.

A fully homomorphic cryptosystem is defined, in general, as

a quadruple of algorithms (Gen, Enc, Dec, Eval), running in

polynomial time, such as:

e Gen(A):is a key generation algorithm, takes as input a
security parameter A and outputs a pair of keys (sk, pk).

e Enc(m,pk): is an encryption algorithm, takes as input a
clear message m and a so-called public key pk and
outputs a cryptogram c.

e Dec(c,sk): is a decryption algorithm, takes as input a
cryptogram ¢ and a so-called secret key sk and outputs
the clear message.

e Ewval(C,cq,..,c,): is an evaluation algorithm, which
takes as input a circuit C and cryptograms ¢y,..,c, and
verifies Dec(Eval(C, cq,.., cy), sk) = C(my,...,my).

The main reason for the interest in a homomorphic
cryptosystem is its wide scope of applications. Indeed, for a
long time there have been many applications which required
an encryption scheme which could do the calculation on the
encrypted data. But with the growing interest and the
emergence of the cloud, new areas of application have
emerged. In [43], the authors classified the applications of
homomorphic encryption into three broad main categories
based on whether one expects the confidentiality of the data,
of the circuit (function of the computation) or both. These
three categories are:

e Private data, public functions: as for applications in the
medical field or biometrics.

e Private data, private functions: as for applications in
the financial sector.

e Applications in the field of prices and advertising
where just the results are public.

We natice that all of these apps assume that we had a single
data owner who encrypts the content and stores it in an
unsecured database. Among the advantages of homomorphic
encryption is its ability to perform computations over
encrypted data. This property becomes very important when
we have confidential data encrypted and hosted by a third
party somewhere in the world (cloud computing). The cloud
allows its customers to benefit from its computing power
without losing the confidentiality of their data[44].

4.2. Our Improved Noise-Free FHE

As it is already defined in [1], we presented a noise-free fully
homomorphic encryption scheme quaternion and IND-CPA
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secure. In this part we provide an improved version of our
scheme. The new scheme will support encryption of bits,
instead of encryption of numbers of the provided scheme,
which is hilly recommended for in a context of encrypting
biometric data. The current scheme was already patented by
OMPIC (Office marocain de la propriété industrielle et
commerciale) under the number MA 39511 B1. The new
scheme could be summarized as follows:

Homomorphic transform:

The provided cryptosystem is based on a homomorphic
transform, BitToQuatern, between (Z/2Z,X0OR,AND) and
(H(Z),+,x). Its inverse transform, QuaternToBit, allows to
find a bit from a quaternion. As it is defined in [1], we can
schematize it in the diagram below:

o(0,1}

Q= Re[qJMm(Q]EH[Z)}

QuaternToBit
‘ Re(Q) }

|

. ¥ S
e ™
QuaternToBit(Q)=o =Re(Q)[2]

Choose, randomly, 4 integers verifying:
meaf2] [ ] ‘ pEZ } peal2] | qEZ }
]

‘ BitToQuatern[o)=me2i+pj+k €H(Z)

J

Figure 4. Homomorphic transform, BitToQuatern, and its
inverse transform, QuaternToBit, diagrams.
o Generate randomly two big prime numbers p and g.
e Then, calculate N = 2.p.q.
o Generate randomly an

invertible matrix

aj1 @12 Q13
K= (az.l aza az.s) € M;;(H—H(Z/HZ)).
Az Q3 dzz

e Calculate the inverse of K, Which will be denoted K.

e The secret key is (K,K~1).

Encryption:

Lets o € Z/2Z = {0,1} be a clear text. To encrypt o we

proceed as follows:

e Using the transform BitToQuatern, we transform ¢ into a
quaternion: m = bitToQuatern(o) € H(Z/nZ).

m LK Ta
e Generate a matrix M = (0 L5 l’s) € M3(H(Z/nZ))
0 0 L)
such that r; € H(Z/nZ) Vi€ [1,5] are randomly
generated and |r;| = 0[2].
e The cipher text ofo is
€ = Enc(o) = KMK ™! € M3(H(Z/nZ)).
Cleartext
0,1
i Mzay.
100110110100010 BitToQuatern aw”q“‘dk
Put minto a
random matrix M
" T3 r:\
P
M:Kc;) 6 !
Ciphertext
Quaternionic C=KMK~" Apply the key K
matrix C to the matrix M

Figure 5. Encryption process for our fully homomorphic
cryptosystem
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Decryption:
Lets C € M3(H(Z/nZ)). be a ciphertext. To decrypt C, we

proceed as follows:

e Compute M = K~1CK using the secret key.

e Then, take the first input of the resulting matrix
m = (M),.

o Finally, recover the clear message by calculating
o = quaternToBit(m).
Ciphertext
- KMkt
Quaternionic (=N Apply the key K to (i/\
matrix C the matrix C ‘4"\‘,
Cf'
Extract the quater-
-nion m from the
matrix M
ek
. C!)(d
Cleartext m’-a*bﬂ
1,0..
100110110100010 QuaternToBit

Figure 6. Decryption process for our fully homomorphic
cryptosystem
Addition and multiplication:
We can, simply, verify the homomorphy of our cryptosystem
as follows:

o Addition: Cuaa = C1 + €3 = Enc(oy) + Enc(o;)
=Enc(o,@0a,).

e Multiplication:  Cppur = €1.€3 = Encl(o4).Enc(o;)
=Enc(o,Qa3).

Implementation results
We provide an implementation of our encryption system
with fully homomorphic capabilities, i.e. we implement key
generation,  encryption,  decryption, addition and
multiplication operations.
Table 3. implementation results of our improved noise-free

FHE
Securi runtime (ms) Overhead
ty (Kbit)
param
eter
(bit)
Ke Encry | Decry | Addi | Mul | Secr | Ciphe
y ption ption tion tipli | et rtexts
gen - key
era cati
tion on
256 29 4 <<1 <<1 <<l 18 9
512 74 12 <<l | <<1| <<1] 36 18
1024 312 54 1 1 1] 72 36
2048 235 405 4 4 7| 144 72
6
4096 285 4960 10 10 18 | 288 144
00

The tests are performed using a Virtual Machine with the
following characteristics: 2vCPU running at 2.40 GHz, with
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256 KB L2 cache and 7 GB of RAM memory. This
implementation is based on the JAVA programming
language using the Eclipse IDE platform. The table 3 shows
the obtained results:

The fundamental results of our tests are summarized in the
table above. These results correspond to the different sizes of
the security parameter n used to generate the secret key. In
this table, we have summarized the fundamental operations
of our fully homomaorphic cryptosystem.

On the one hand, we observed that although the encryption
and decryption algorithms have almost the same
mathematical formulations, the execution time of the
encryption is significantly higher than that of the decryption.
This excessive difference between the two operations is due
to the bitToQuatern transformation used during encryption,
we confirm that the majority of the encryption time is spent
transforming a o€ {0,1} bit into a Lipschitz quaternion.
Regarding the evaluation operations, we observed that the
addition is always done in less than a millisecond while the
multiplication is done in an optimal time. This is very
reasonable considering the fact that matrix operations are
simple. Therefore, these time complexities come in handy in
a cloud computing context with unlimited computational
capabilities.

On the other hand, we have noticed that the size of the secret
key is of the order of a few kilobytes for a given security
parameter n while the size of the cipher text constitutes
approximately half the size of the secret key. This is because
the secret key consists of two arrays, but the ciphertext
consists of only one array. All ciphertext sizes are fixed due
to the fact that we use a fully homomorphic, noise-free
encryption scheme.

4.3. Digital comparator in the encrypted domain

A digital comparator is a logic circuit which performs the
comparison between 2 numbers as input in binary form
denoted A and B. It has 3 outputs denoted A = B, A> B and
A <B which indicate the result of the comparison as follows:
o If the number A is equal to the number B (A = B), the
output A = B goes to state 1 while the outputs A> B and
A <B go to state 0.
o If the number A is strictly greater than the number B, only
the output A> B goes to state 1.
o If the number A is strictly lower than the number B, only
the output A <B goes to state 1.
In the encrypted domain, we can evaluate homomorphicaly
the comparator circuit to compare two encrypted numbers A
and B. The Boolean circuit, of the comparator, could be
transformed to a multivariate polynomial. This polynomial
will be applied to A and B. The obtained result is an
encrypted bit, when decrypted it will meet one of the above
three conditions.
Digital comparator is a basic operation in a biometric
matching process. It allows to compare the matching score
with the defined threshold.

4.4. Biometrics in the encrypted domain

We now arrived to the description of our proposed
framework. As shown in the architecture below, two
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principal modules are added to the original system: a

homomorphic encryption module and a homomorphic

decryption module. The encrypted domain consists of the
following components:

¢ A _homomorphic encryption module: is a software
component, directly situated at the bottom of the feature
extractor. It receives templates from feature extractor,
transform it into bits and encrypt it homomorphicaly
using our noise-free FHE. The result, encrypted
templates, is stored in the database.

e A homomorphic decryption module: is a software,
directly connected to the homomorphic matcher. It
receives an encrypted result, a quaternionic matrix,
decrypts it and send the obtained result to the decisor.

¢ A homomorphic matcher: is a software component
implementing the evaluation algorithm of our proposed
noise-free homomorphic encryption scheme. Among its
intrinsic  algorithms we find the sus-described
comparator in the encrypted domain. Other algorithms
are implemented in this component such as distance
comparison and match finding. Its result is obtained in
an encrypted form and it is communicated to the
decryption module.

e An encrypted database: database containing templates
homomorphicaly encrypted. It is requested by the
matcher component during an authentication process.

| Encrypted domain

Human trait

Figure 7. Schematic description of our framework for
biometrics in the encrypted domain

5. Conclusion and future work

Recently, many researches have been conducted to improve
biometric system’s security. Biometric Databases are the
most sensitive component in a biometric system given the
private templates they store. However, biometric databases
have still to face hard challenges related to templates
privacy. In this paper, we have proposed a new framework
for biometric databases security. Our framework leverages
the applicability offered by homomorphic encryption and the
performances, such as runtime execution and space
complexity, provided by noise-free homomorphic schemes.
We have presented a classification and evaluation of
physiological biometrics. Moreover, we have provided a
detailed study about security issues and attacks related to
biometric systems. Afterwards, we have detailed our
framework and provided a secure homomorphic model for
biometric database privacy. An implementation of the
homomorphic encryption and decryption modules is
provided in this section.

In a future work, we propose to test our implementation on
real biometric databases. Given the fact that homomorphic

encryption schemes are, generally, designated to provide
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security in a cloud computing context, we propose to create
biometric database in cloud computing provider. It will allow
us to benefit from cloud capacities as storage and unlimited
processing powers.
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