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Abstract: The enhanced MD5 algorithm has been developed by
expanding its hash value up to 1280 bits from the original size of
128 bit using XOR and AND operators. Findings revealed that the
hash value of the modified algorithm was not cracked or hacked
during the experiment and testing using powerful bruteforce,
dictionary, cracking tools and rainbow table such as
CrackingsStation, Hash Cracker, Cain and Abel and Rainbow Crack
which are available online thus improved its security level
compared to the original MD5. Furthermore, the proposed method
could output a hash value with 1280 bits with only 10.9 ms
additional execution time from MD5.
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1. Introduction

Security has always been a concern in the realm of
Information Technology, especially in cloud environment
[1,24,20,7,9]. One of the primary roles in Information
Security is Cryptographic hashes [10]. Hash Algorithm,
which is also called message digest algorithm is being
utilized to produce distinctive message digest for a random
message [13]. Hashing algorithms are imperative elements in
several cryptographic claims and security practices [19.
Hashing has the property of being one way, and because of
this property, they have major usage in providing message
integrity and storing passwords in operating systems.
Because of this, hash algorithms are used widely especially in
login authentication and verifying message integrity
[13,28,8].

With the rapid growth of internet, more communication
applications, such as electronic mail or the use of World
Wide Web browsers are receiving information [42]. While
there is a huge amount of transferring data in the cloud
system, the risk of accessing data by attackers raises [14].
Hence, there have been a lot of approaches and techniques in
securing the client-server communication and other related
online services and transactions. According to [33], the use
of Short Message Service (SMS)-based One Time Password
(OTP) is one of the most commonly used multi-factor
authentication and authorization mechanism to address
security issues on various online services. Another approach
is the use of Radio Frequency Identification (RFID)
technology for authentication. An enhancement was even
proposed by [34] which utilized an efficient hash protocol to
improve its security level. Among these security measures,
hash algorithms are still widely used in cryptographic
protocols and Internet communication in general. Several
widely used hash algorithms exist. One of the most famous is
the MD5 message digest algorithm developed by Ronald
Rivest which is an improved adaptation of the MD4
algorithm. Other common algorithms are SHA-1 and its

variants and RIPEMD-160. These hash algorithms are used
widely in  cryptographic  protocols and internet
communication in general. Among several hashing
algorithms mentioned above, MD5 still surpasses the other
since it is still widely used in the domain authentication
security owing to its feature of irreversible [41]. This only
means that the confirmation does not need to demand the
original data but only need to have an effective digest to
confirm the identity of the client. The MD5 message digest
algorithm was developed by Ronald Rivest sometime in 1991
to change a previous hash function MD4, and it is commonly
used in securing data in various applications [27,23,22]. It
allows accepting any message input regardless of its length
and generates a 128-bit hash value. However, MD5 is not
perfect. The hashed value generated by the MD5 algorithm is
not secured because its length is too short which can easily be
hacked using brute force and rainbow table. Thus there is a
severe trade-off regarding the security of the MD5 with its
flaws having been broken in the field, most notoriously by
the Flame malware in 2012. It was hacked using brute force
attacks and rainbow tables. According to [5], a brute force
attack is an approach which is associated with thoroughly
inspecting all available keys until the appropriate one is
achieved. On the other hand, a rainbow table [12] is a pre-
calculated table for inversing hash functions usually for
finding password hashes.

Because of these, there had been several modifications made
in the algorithm to address its security issues [25,18,26,29,2]
since MD5 suffers from the above-mentioned attacks due to
its undersized hash value. For instance, in the study of [3],
the author modified the MD5 algorithm by combining the
SHA compression function to the algorithm and increase the
hash code length of the MD5 up to 256-bit against collision
attacks. Another modification made by [15] on MD5 by
encrypting the password before it is being broadcast through
a network using the six reserved bits of a TCP header. The
technique of encryption which enhances the security of MD5
hashed password as Hashed Password Encryption (HPE) was
used against brute force attacks and rainbow table. [4]
Developed a unified architecture to modify the MD5
algorithm in improving its security level to prevent brute
force attacks and rainbow table. [6] Enhanced the MD5
algorithm by applying multi techniques such as DNA coding,
non- Linear Feedback Shift Register (NLFSR), and Logistic
function of Chaos theory. It will expand of input MD5
algorithm to 1024 bits instead of 512 bits, and generates a
160 bits output instead of 128 bit. The modified MD5
algorithm can predict explicit enumeration through brute
force Attack.

While there were modifications made by several researchers,
however, no single modification is yet perfectly proven
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effective to solve that one and therefore there remains a
challenge to address the problem against MD5 attacks. Hence
this study will modify MD5 hash algorithm by using a new
approach of hashing the password and extending its hash
value to 1280 bit size with the use of XOR and AND
operator. Furthermore, the extended hash value is proposed
to prevent generic attacks such as brute force, dictionary
attacks and rainbow table.

2. Literature Review

There had been many types of research made using the MD5
algorithm to secure client-server communication, particularly
in a cloud environment. Some of these papers have been
proposed to discover the flaws of different hash algorithms
particularly MD5 [17]. Thus, several types of research have
been proposed to enhance and modify the MD5 algorithm to
increase its security level and performance.

Modifications to MD5 Algorithm

According to [35], A 128-bit hash size output that is
generated by the hash function is not extremely safe for some
applications. Therefore, to offer more security, an algorithm
that is MD5-512 has been proposed. MD5-512 works on the
similar notion as MD5. It accepts the 512-bit input as that of
MD5 and generates a 512-bit hash size output. The authors
designed an enhanced MD5 algorithm that produces 640 bits.
In this proposed algorithm, they divided 640 bits into 5 equal
parts so that each block holds 128 bits and firstly execute
operations on these 128 bits of each part and then combined
the output of all these blocks to produce 640-bits hash value.

According to [36], their paper aims to propose and develop
an enhanced MD5 algorithm for the secure web development.
The MD5 algorithm has many flaws that make it susceptible
to different generic attacks such as brute force, rainbow table,
birthday, dictionary, etc. In spite of these, the MD5 algorithm
is still employed in many web applications, login
authentication, and security protocols and even in the
diffusion and storage of digital data for confirmation,
reliability, and safety of data with the use of a checksum. The
research focuses on justifying the flaws inherent from the
existing MD5 algorithm to protect web application and
sustain data security and integrity. The research records the
proposal and completion of an enhanced MD5 algorithm by
changing its size and using a key to hash the message into its
cipher form.

According to [37], the MD5 algorithm is an algorithm that is
capable of converting the randomly dissimilar size of
messages into a 128-bit hash value. Every message digest
corresponding to the message is distinctive, and it is hard to
compute the message itself by digest. It particularly
complicates the understanding of the principle and the
security of the MD5 algorithm. For the brute-force and
collision attack, enhancement and execution of the MD5
algorithm in user security application is proposed. Altering
the structure of the plaintext and ciphertext can guarantee the
protection of the user.

[38] Proposed a novel algorithm which is an enhancement of
the current MD5 algorithm to conquer the various generic
attacks such as brute force, dictionary and rainbow table on
MDS5. In the proposed algorithm, the authors modified MD5
by utilizing the notion of Permutation Boxes and SALT.
Once the current algorithm is enhanced, they obtained a new
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algorithm that generates a safer and complicated hash value
as compared to the original one.

According to [39], the purpose of technical and related
measures to maintain the protection of diverse documents
while transferring on the medium is significant accountability
in electronic data systems. Their study identifies the
modification of the MD5 to protect perceptive data. Security
of data during broadcast or while in a database may be
essential to keep the integrity and confidentiality of data. The
proposed algorithm exclusively identifies the algebraic steps
necessary to convert data into a cryptographic code and also
to convert the code back to its original form.

[40] Proposed a modified MD5 which generates an output of
512-bit to further enhance the security level during login
authentication and sending messages in 3G and 4G network.
The authors define eight-bit operation functions of variable J,
K, L, M, N, O, P and Q respectively, in which x, y, z are
three 32-bit integers. The generated output is a 512-bit hash
message. With this, the sensitive data like passwords can be
shared with the peer. There is another application of the
proposed algorithm which is Message Authentication Code
(MAC). This is a reliability check method based on
cryptographic hash functions using a secret key.

[3] Proposed a novel enhanced MD5 Algorithm combined
with SHA Compression Function that generates a 256-bit
hash code. This modification was used to prevent brute force
and rainbow table and birthday attacks. Their approach was
to expand the hash size to 256-bit from its original size of
128-bit by expanding the compression function block size
which will be applied in data reliability and signing
applications. Complicated message enhancement approaches
were used to attain the essential situations on the chaining
variables and the message bits. Findings revealed that it is
resistant to local collision and differential attack.

According to [15], hashed password occurs when it is
encrypted using a hash algorithm. These hashed passwords
are called data packet which passes through the internet. The
authors proposed a novel technique to improve the safety of
these hashed passwords by employing the six reserved bits of
a TCP header before transmitting it through the internet. By
applying the improved MD5 approach will diminish the risk
of identifying the original password. Thus it will be
impossible for the attacker to pre-calculate the hash for
rainbow table and dictionary when Hash Password
Encryption (HPE) is employed in the system. Furthermore,
HPE makes an excellent utilization of six reserved bits in
TCP header which entails proficient usage of network
resources. Hence, the transmission of unused bits was
decreased.

[16] Introduced a novel method of using MD5 by utilizing
outside information, a computed salt and a random key to
hash the password before the MD5 computation. By applying
a key stretching method combined with XOR cipher in the
final hash value, it will be impossible for hackers to attack
using a rainbow table.

In the study of [11], the authors proposed the optimized MD5
function for the password recovery of an encrypted PDF file.
The cracking performance was improved by reducing the
number of instructions to be executed during the hashing
operation in the recovery process.

[21] Proposed an improved hash algorithm based on the
MD5 and SHA-256 that can be utilized in any signing
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application and message integrity where its hash value was
expanded to 256 bits. It revealed that the difficulty of the new
algorithm is greater than that of MD5 and SHA-256.
Meanwhile, [4] proposed a new method for generating a hash
value of any message. An evaluation was done between their
proposed optimized algorithm and the existing cryptographic
hashing tool MD5. Based on the proposed approach, the time
lapsed to make a hash function from the original text is lesser
than the MD5 hashing tool.

3. System Architecture of the Modified MD5

3.1 Expanding the hash size of MD5

The output of the MD5 algorithm which is 128 bit will be
converted into hexadecimal value comprising of 32
characters. A function will be called to convert this value into
decimal and allocate 16 blocks of an array consisting of 1
byte per block. There will be two (2) characters assigned and
allowed for every block. Another function is created to
allocate 160 blocks of an array of size 1 Byte.

From MDS5 algorithm
128 bit hash value

I

32 hexadecimal hash
code

I

Function to convert
hexadecimal to Decimal
Allocate 16 registers for

32 hex. 2 characters (1
Byte) each in decimal

Array [10]
1Byte

Array [2] | Array (3]
1Byte 1Byte

Array [0]
1Byte

Array (1]
1Byte

Array [4]
1Byte

Array [5]
1Byte

" p Hash message from converted 32 hex and store in
Allocate 160 bytes from »| thefirst 16 blocks of array. Processing will be up to
array [0] to array [159] for 10 rounds. 16 operations per round using XOR and
expanding hash length AND operators
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ravits] |1 Arrayio] & 255 Array[0]
Array [14] @ Array[1] & 255 | Amavial
™ .| A 2]
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vtz | (D) Lamayla] & 555 rray 3]
Array[11] Array [4] & 255 |— Array[4]
Array [10
ay[10] @ Array [5] & 255 || Amavis]
Array [9] @ Array [6] & 255 || Amavis]
Al 7]
Array [8] @ Array [7] & 355 | Amavi)
Array[71 | /TN | Array[8] & || amayls]
v 255
Array[6] | (TN | Array[9] & || Arrayo]
s 255
Array [5] (T | Array[10] & | Array[10]
o 255
Arraylal | TN | Array[11] & | arrayan
Ay 255
Amay31 |y [ Avaviial &
& 255 |- @
Array(2] | N | Amay[3] &
o) 255 |- @
Array[1] pany Array[14] &
& 255 | - @
Array [0] Array[15] & 255 Array[160]
=
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‘ Function to display 320 Hex Value
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Figure 1. Operational Framework of the Study

It is intended for expanding the hash length to 160 bytes or
1280 bit as its target output. During this phase, the message
will be hashed using XOR and AND operators and store the
hashed message per 16 blocks of an array. XOR was used in
the design because it has the best bit shuffling properties [30,
31]. AND operator was used to 255 decimal or FF in
Hexadecimal hence it is the maximum value of 1 byte needed
to be stored in an array. Processing will be up to ten (10)
rounds and 16 operations per round. Another function will
be called to convert decimal back to hexadecimal and finally
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outputs the 320 hexadecimal hash value or 1280 bit hash
value.

3.2 Properties of a Hash Algorithm

Pre-image resistant: for any given h, computationally
infeasible to find y such that H(y)=h while in second
pre-image resistant, for any given X, it is computationally
infeasible to find y # x with H(y) = H(x). For strong
collision resistant, it is infeasible to find a pair (x,y) such
that H(x) = H(y).

These properties of a hash algorithm must be satisfied by the
proposed algorithm. According to [32], for a given n-bit hash
code, pre-image is calculated by the formula 2" where n is the
number of bits. Moreover, strong collision is calculated by
the formula 2" where n is the number of bits output of a hash
algorithm.

Table 1 presents the comparison of the modified
MDS5 to the MDS5 in calculating pre-images attack, second
pre-image attack, and strong collision attack.

Name of Attacks MD5 (128- | Modified MD5
bit output) | (1280-bit output)

Pre-image attack 218 21280

Second Pre-image attack | 2'%® 21280

Strong Collision attack 2% 2540

As shown in Table 1, it would take 2'?® permutations before a

pre-image attack is calculated using MD5 while it would take
2% permutations for the proposed algorithm. Second pre-
image attack would take 2% permutations, and strong
collision attack would take 2°° permutations for the
proposed algorithm. This means that the longer the length of
the hash code output is, the more operations and
permutations the attacker needs to perform to these attacks.

Table 2. Usage of the properties of a Hash Algorithm

Applications Pre-image Second Collision

Resistant Pre-image Resistant
Resistant

Hash + digital | Yes Yes Yes

signature

Intrusion  detection Yes

and virus detection

Hash + symmetric

encryption

One-way password | Yes

file

MAC Yes Yes Yes

4. Testing the reliability of the modified MD5

All generic attacks must be tested to measure its performance
and reliability. To test the credibility of the modified hash
algorithm, several attacks and tools have been used and
tested.

CrackStation one of the powerful online cracking tools,
utilizes huge pre-computed lookup tables to break password
hashes. These tables store a plot between the password hash
and the exact password for that particular hash. The hash
codes are listed and indexed for searching the database
immediately for a given hash. If the hash is found, the
password can be obtained in a split of a second. This is
applied only to hashes without salt and supports current hash
algorithms such as MD4, MD5, sha256, sha512, etc.
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As shown in Figure 2, the modified MD5 algorithm with an
output of 1280 bit hash value was tested using the tool. The
1280 hash value will be searched in the databases of existing
hash algorithms. The tool is configured to find a possible
match. Although CrackStation accepted the hash code as
input, however, it could not generate the equivalent plaintext
value of the hash code in its database, and the result is the
unrecognized hash format. It can be noted that the color code
is red which means that the hash value is the unrecognized
hash format and its type is unknown or not found in their
database. It is because the tool will work only on existing
known hashing algorithm such as MDS5, sha256, sha512,
MD160, etc.

’ 0

Supports: LM, NTLM, md2, md4, mdS, mdS{md5_hex), mds-half, shal, sha224, sha256, sha384, shaS12, ripeMD160, whirlpool, MySQL 4.1+
(shal(sha1_bin)). QubesV3.1BackupDefaults

Hash Type Result

Color Codes: B Exact match, Yellow: Partial match, [}l ot found.

Figure 2. Cracking the Modified MD5 using CrackStation
4.1 Testing a Dictionary Attack

A dictionary attack is another form of attack in hashing
algorithm. A dictionary attack tries to conquer an
authentication mechanism by analytically using every word in
a dictionary as the password.
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Figure 3. A dictionary that contains possible passwords

Hash Kracker is a simple-to-use software program that can
calculate and reveal hash passwords from hash text using
several algorithms. It offers support for MDS5, SHAL,
SHA256, SHA384, and SHA512. The tool used a dictionary
named passlist.txt as shown in figure 3 to lookup for possible
passwords that will match the hash code.

The tool accepted the 1280 bit hash value of the modified
MDS5, but a message appears which says “Input hash text and
type do not match. Make sure you have entered correct
HASH Text and Type. It is shown in figure 4.

tiscyclonecyrar

amagicim

nacse30maddiern

mapar
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Y Hash Kracker - www.SecurityXploded.com =] =

Hash'Kracker W

All-in-one Free Hash Password Recovery Software
Show Help  About

Hash Text: Te31edfbffffadffffadfffffbed317e 733fcfffe8595177ffadff 1t

Hash Type: -

C:\Program X {ashKracker \p: |

Password Dictionary File:

K\ start Crack

Cracking Status HashKracker

Password Count:
Input Hash text and type do not match.

Total Elapeed Tine: Make sure you have entered correct HASH Text and Type...

Cracking Speed:

Current Status:

Figure 4. Using Hash Kracker tool to perform a dictionary
attack on the Modified MD5

Again the test of Dictionary attack on the modified MD5
failed because it is only lookup to the tables of existing hash
algorithms such as SHA1, SHA256, SHA512, MD5, MD160,
etc.

4.2 Testing a brute force attack

Another common attack in a hash algorithm is brute force
attack. A brute force attack is guessing and a trial-and-error
way to acquire information such as personal identification
number (PIN) or a password. In this type of attack, a system
is used to produce a huge number of successive guesses
regarding the content of the preferred information. The
researchers used the hashkracker console program to perform
this attack to measure its reliability. Hash Kracker Console is
the all-in-one command-line tool to find out the password
from the Hash. Currently, it supports password recovery from
following popular Hash types such as MD5, SHAL, SHA256,
SHA384, and SHA512.

As shown in figure 5, this attack failed in the modified MD5
because it cannot recognize the type of the hash value of the
modified MD5. It is impossible to brute force on a certain
kind of hash value if the attacker does not know its source
code or how the modified MD5 was being developed.
Furthermore, the attacker must first be familiar with the
source code of the modified MD5 before he can perform
brute force attack.

// Beuteforce Crack with pattern - [reconmended for half-known passwords]

HashlrackerGonsole.exe —¢ -b -m 3 -1 18 ¢ “"abcdetps123" -p "pa??77123" 188791
Gef835Ff298hcabd?8d695a7c2%a2f codd

C:\Program Files\Security¥ploded\HashKrackerConsole Yhashkeackerconsole.exe —q —h

-m 3 -1 18 —¢ “abcdef ghijklmnopgrstuvuxyz123456789" PedledfbffFE8AEFELBAFELEFhe
d317e7F 33 cF o801 77EERAF FADEE 3ef 337 PedSE R E QPO E 1T EEREFLADEEREF IS PcTE 3P ef
ffelda?l PP EBEEh1bEF3Fd377d 703985 7cPE3 M ef fEeBda?L7PFFBF Fhibf £3F A377d7a39f

Press any key to continue....

Figure 5. Using HashKracker Console to perform brute force
attack on the Modified MD5
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4.3 Testing using a hash calculator

Another tool was tested to test the credibility of the Modified
MD?5 using Cain and Abel password cracking tool. This tool
is a password recovery tool for Microsoft Windows. It can
recover many kinds of passwords using methods such as
network packet sniffing, cracking various password hashes
by using techniques such as dictionary attacks, brute force
and cryptanalysis attacks as shown in figure 6. When the
word “MYPASS” was converted into its equivalent hash
value, findings revealed that it produces a hash value of
“FAES63F7FBAS9F68C0029ED873A1E54C”  which is
different from the hash value of the modified MD5.

-
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SHA-2 (384) 42FFEBED 230524371 C7CE7CD07 3844 3B AC2930E 4800BEAZFED D 330 4FE1 4047:
SHA:2 (512) 43CFEFB5DE 18948 249090 262F 156F 87291 31 09D 8F 2B053A 05328 3926B3E 88577
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Calculate Cancel
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Figure 6. Using Hash Calculator to convert the hash value of
the word “MYPASS” in other hash algorithms
4.4 Testing a Rainbow Table Attack

Rainbow Table attack utilizes a pre-computed rainbow table.
It consists of a database that has a large number of a hash
function’s input and equivalent output.

=100 X

5| RainbowCrack
File Edit View Rainbow Table Help

Hash Plaintext Plaintext in He

4 i, 3 I

M i
essages
o i

invalid hash: 7e3ledfbffff8dffffadfffffheddl?eTfidfcfffel595177££8dff1bffIaf 3377356 FFE &

Figure 7. Testing for rainbow table attack using Rainbow
Crack
Its function is just to search and compare a password and its
equivalent hash value inside the table. As shown in figure 7,
a rainbow table attack is tested using RainbowCrack
software. Results showed that the attack failed to crack the
hash value of “MYPASS” which is 1280-bit generated from
the modified MDb5. This is because the database only
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contains hashes of the existing hash algorithms such as MD5,
SHA2, SHA256, SHA512, etc.

4.5 Measuring the Performance of the Modified MD5

The simulation was done to test the time execution of the
proposed algorithm using Intel Celeron @ 2.16 GHz, 2G
DDR3 computer. The modified MD5 algorithm was written
using C Language. The comparison of the time execution and
hash size length of different hash algorithms and the
modified MD5 algorithm of hashing the word MYPASS (6
bytes) are presented in table 3. It has been observed that the
average execution time using the proposed algorithm during
five attempts is 0.02975 seconds which produces 320 digits
(1280-hit) long hash value. Even if the size of the MD5 was
extended, still its performance is compelling with only
additional 10.9 ms execution time from the original MD5.

Table 3 Comparison of the time execution of different hash
algorithms and the Proposed MDS5 Algorithm

Hash Time Elapse Hash size
Algorithm length
MD5 001877 sec 32 digits
Proposed 0.02975 sec 320 digits
Algarithm

SHA1 159740 E-5 sec 40 digits
SHAZ258 150203 E-5 sec 64 digits
SHA384 128746 E-5 sec 96 digits
SHA512 1.21593 E-5 sec 128 digits

5. Conclusion and Recommendation

In this paper, a new approach that expands the hash size of
the MD5 algorithm to further secure against known hashing
attacks. The new notion applied the combination of XOR and
AND operators to produce a 1280 bit hash size to prevent
generic attacks. The proposed modification also presents an
avenue to explore to other hashing and expansion techniques
that will require uncomplicated mathematical calculations.
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