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Abstract: Copyright protection of digital content is coresied a
relevant problem of the current Internet since eondligitalization and
high performance interconnection networks havetty@areased the
possibilities to reproduce and distribute digitahtent. Digital Rights
Management (DRM) systems try to prevent the ingppate or illegal
use of copyrighted digital content. They are praedoby the major
global media players, but they are also perceivedpmprietary
solutions that give rise to classic problems ofgey and fair use. On
the other hand, watermarking protocols have becampossible
solution to the problem of copyright protection.ejhhave evolved
during the last decade, and interesting proposale bheen designed.
This paper first presents current trends concertiiagnost significant
solutions to the problem of copyright protectionsé& on DRM
systems and then focuses on the most promisingagipes in the field
of watermarking protocols. In this regard, the exsd protocols are
discussed in order to individuate which of them batter represent the
right trade-off between opposite goals, such asefample, security
and easy of use, so as to prove that it is possiblmplement open
solutions compatible with the current web conteithaut resorting to
proprietary architectures or impairing the protaetiof copyrighted
digital content.
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1

Content digitalization and high performance intemection

networks have greatly increased the possibilitteseproduce
and distribute information on the Internet. Digiation allows
for copying content without loss of quality, whesdhe current
Internet makes it possible to easily share andilige content.
However, the ability for anyone to make perfect iespof

digital content and the ease by which such copes loe

distributed facilitate misuse, illegal distributigsiagiarism, and
misappropriation. Such a situation represents amahthreat
for the owners of digital content, since they avéanger able to
sell their content at a profitable price. In partér, they claim
that the access to digital copyrighted content khba enabled
under control license, since copyright violationsad to
considerable revenue loss to copyright owners.

The need to guarantee the copyright protection igftad

content distributed on the Internet just arisesftbe situation
described above. In fact, copyright protection igrently

considered as a basic requirement to avoid revéose to

copyright owners, even though it is often perceiasda use
restriction by web users [1]. More precisely, coglyt owners
aim at a wide dissemination of their digital corntemich does
not compromise the originality and creativity of eith
intellectual properties. They want both to sellitteontent at
the highest possible price and to reduce the afgisoduction

and distribution.

I ntroduction

Digital Rights Management (DRM) systems have been
developed to prevent the inappropriate or illegake wof
copyrighted digital content [2, 3]. They should text
copyrights from infringement as well as be chanéotel by a
use that does not limit a wide dissemination oitdigontent on
the Internet. In this regard, DRM systems expl@tsity
technologies to solve the main problem of preventito are
not provided with valid license from illegally capg or
gaining access to copyrighted digital content [46]5

DRM systems tend to protect the interests of cardemers by
maintaining a persistent control of the ownershigrodigital
content distributed on the Internet. A first conseace of such
an approach is that most of the DRM systems deeeldyy
relevant global media players, such as Sony, Apple,
Microsoft, are typically closed proprietary systembhey
operate by packaging digital content in proprietatgta
containers made accessible only by using propyietaisted
hardware/software. This causes a lack of interdykra
between different DRM systems. In addition, thissoal
significantly reduces the ease in accessing digdgatent, since
the restrictions imposed by DRM systems may hamngoer
number of legitimate uses, such as accessing gi@ldiontent
on multiple devices or doing backup. Therefore,atieption of
DRM systems to protect copyrights has also caused
“unintended” injury. More precisely, some uses oRND
systems have served no lawful purpose. On the agnthey
have enforced unlawful agreements in restrainiaderor have
evaded statutory limits on the copyright. Furthemmsuch uses
have also given rise to problems concerning with liasic
rights of “fair use” and privacy: the former is wked in order to
prevent copyright owners from having the exclusbaatrol
over their creations than the copyright law intendsereas the
latter is invoked in order to preserve the owngrshnd
distribution of confidential data [1, 7, 8, 9, 14,].

A different approach to the problems reported abdve
represented by the web systems that employ watkimgar
based technologies [12] to implement the copyrigitection
of digital content distributed on the Internet. Buaystems do
not need to exploit proprietary technologies, heytcan be
based on open solutions well-documented in theatiee.
Their core is represented by the “watermark ineerti
techniques” and by the “watermarking protocols”yttaelopt:
the former define the way in which watermarkingommfiation
or “fingerprints” are embedded into digital contefi2],
whereas the latter define the scheme of the irtierec that
have to take place among the entities involvedhéngrocesses
of content protection and web-based distributioplemented
by such systems [13, 14].
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Both watermark insertion techniques and watermagrkinn contrast to legacy solutions proposed in théd figf DRM
protocols determine the security level that a wgktesn can systems, CENC allows content providers to encrypd a
achieve in implementing the copyright protection difjital package their audio or video digital content oncer p
content. They have been characterized by a signific container/codec and use it with a variety of DRMtsyns that
evolution during the last years. In particular, evatark support CENC.
insertion techniques have been designed so as tke mén Figure 1 the scheme to play a protected digitiio or video
watermarks robust against the most common ammbntent is shown. A web user can use a browsereimghting

nonmalevolent manipulations and able to survive itiast
relevant and intentional attacks, such as sigralgssing based
attacks, geometric attacks, or collusion attacks 15, 16, 17].
Watermarking protocols, in turn, have been desigodx more
suited for web context [14]. However, such an etroiuhas
conducted to the development of very different sohs to the
problem of digital copyright protection. As a cogsence, this
paper first presents current solutions to the mnwblof
copyright protection based on DRM systems. Thexdmines
some of the most promising approaches in the field
watermarking protocols. In this regard, the examipmtocols
are discussed in order to individuate which of theam better
represent the right trade-off between oppositeggaaich as, for
example, security and easy of use, so as to proaeit is
possible to implement open solutions compatiblehwite
current web context without resorting
architectures or impairing the protection of coghlted digital
content.

The paper is organized as follows. Section 2 dessrithe
approach based on DRM systems to protect digitatert.
Section 3 reports on the main problems characteyizuch
systems. Section 4 introduces watermarking prosoaotl their
security problems, together with the most importdesign
challenges that such protocols have to face todeel in the
current web context. In Section 5 some of the dast relevant
solutions in the field of watermarking protocole gresented.
In Section 6 a discussion of the watermarking prot®
described in the previous sections is reported.ti@ec?
concludes the work.

2. Approach Based on DRM Systems

Although many different DRM systems have been psegan
the literature, current trends in the field of coglt protection
are evolving towards solutions that use standagdnt@ogies
based on HTML5 and its extensions [18]. The mainivation
is that such solutions support interoperability amalifferent
DRM systems, since they enable web users providtddlast
generation internet browsers to access multimedgtatl
content protected by a proprietary DRM system bpleging a
different DRM system. This result can be achieveplaiting

the Encrypted Media Extensions (EME) [19] of HTML5

together with the Common Encryption (CENC) techeif0].

EME is an extension of HTML5 and can be optionall

implemented by a web browser. It provides an appba
programming interface (API) that enables web apgiinis to
interact with content protection systems in order play
encrypted audio and video content. Its peculiatiipsists in
enabling the same encrypted audio and video fidsetplayed
in any browser, regardless of the DRM system ueeutatect
them, provided that these files have been encrygtedrding to
the CENC scheme.

EME to download a protected content from a ser@erce the
content has been received by the user, the bramaekes the
EME API to recognize if the content is encryptedisTtask is
accomplished by accessing the metadata that deelgatin the
media file container, which can be expressed irtaadsrd
format, such as the ISO Base Media File Format (BMRE1]
or WebM [22].

If the content is encrypted, the browser has tdaira Content
Decryption Module (CDM) to decrypt it. The CDM is a
software or hardware component that enables pl&ylmdc
encrypted audio or video digital content. In thégard, EME
provides an interface to interact with CDMs tha eompliant
with HTML5 extensions, whereas CDMs can simply gipta
media content or also decode it, thus passingebeydted and
decoded media content to the browser for rendering.

to proprigtar CDMs can implement proprietary mechanisms to ptatigital

content. They represent the core of DRM systemsfad,
content protected by a specific and proprietary haasm
implemented by a DRM system can be unprotected byly
using the CDM belonging to that DRM system. HoweVea
content is protected according to the CENC scheatiegthe
CDMs belonging to DRM systems that are compliarth\such
a scheme can be used to unprotect the content.

To unprotect content, the user browser createsssicse to
manage the key and the license that have to beeldthom the
license server. Then, the browser contacts the @D#ipasses
it the metadata included in the media file containe

CDM receives the metadata and generates a requastjtiire
the key to decrypt the content from a license seiMee request
is sent to the browser, which takes charge of cbiniz the
license server. Communication in this phase hasi$s through
the browser even though it is opaque to it. Moecizely, the
exchanged messages are understood only by the OmM
license server, although the browser can see wpestof
messages the CDM has sent.

When the browser receives a response from thesgserver, it
passes the received data to the CDM, which candbaypt the
protected content using the key included in theikexl license.
In particular, the CDM can only decrypt the conjetttus
enabling playback using the normal media pipelifer,
example, via a “<video>" HTML5 element. Otherwighge
CDM can decrypt and decode the content, thus passintent
hat can be directly rendered by the browser.

inally, as observed above, a CDM implements a Dfgbtem
on a machine. It can be made available on a mac¢bgether
with the browser or can be installed separatetyaorbe directly
supported by the operating system. However, ircadles the
browser is responsible for exposing the CDM, arid tasult
can be achieved only if both the browser and théBRpport
the EME extensions.
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3. Consderations buyers, sellers or CPs, and authorities called éwaark
certification authorities” (WCAs), which are trudtethird
The approach described in Section 2 is characterie a parties (TTPs) able to guarantee the correct execuatf the
number of relevant advantages. First, HTML5 tecbg@s, protocols [24, 25, 26, 27, 28, 29].
together with EME and CENC, support interoperab#imong However, in the last years, new experiences haven be
different DRM systems, whereas early DRM systemseweconducted in developing watermarking protocols. Mdshem
mostly based on closed proprietary mechanisms eimyo are based on the removal of WCAs from the protof3fs 31,
proprietary data formats and encryption techniquesp 33, 34], since such authorities could give ts@otential
Furthermore, they make the retrieval of keys ardpfayback collusion actions with buyers or sellers [35, 3&],3thus
of protected media files independent of the proaefssiser \weakening the security of the protocols. Nonetteelé result
authentication, which has to be directly managedl‘tﬂzyweb of such experiences is often represented by ineffic
application before the access to such files. watermarking protocols unsuited for the current webtext, in
On the other hand, the DRM systems developed acgptd  which buyers are forced to perform complex secuaityons, if
the approach reported in Section 2 continue to d&edh on they want to complete their purchase transactiohs. a
“black boxes”, that are the CDMs. In fact, evenutio the consequence, in order to make watermarking prosaefficient
support to CENC and HTMLS extensions enables differ and more suited for web context, new innovativeigtes
CDMs to be equivalently used to unprotect mediat@®n approaches have been explored [14, 23]. Such agipesaare
CDMs still remain closed proprietary componenticirtied  pased on the main assumption that the participatiduyers in
to the underlying hardware/software computing dechires. the protocols has to be simplified, since buyes the less
Moreover, privacy is still a problem, since CDMy, directly  specialized party among those ones involved ipthtocols. In
interacting with the user browser and the licenseves, can fact, sellers are the main actors of their businessi can
easily control who plays what, when, and with whichherform complex actions as well as equip themselvith
application/software. Finally, the protection modelmainly specific and sophisticated software solutions. ndontrary,
based on securing the content delivery channel d@twthe pyyers have to be considered occasional custommeisso they
content provider and the web user rather thanaheeat itself.  should be forced to carry out only simple and iintaiactions to
More precisely, it requires that the protected aunli video purchase digital content managed by watermarkimgopols,
dlgltal content, once downloaded and unlocked MDM of just as it Commomy happens in the marketp|ace_
the web user, is played by the user player, which trusted Based on the considerations reported above, tHewfolg
hardware or software component that has to be gragloy the  sections first focus on the main security probléhs have to
user to access the content. In particular, the plrer acts pe solved by modern watermarking protocols. Thémy t

together with the user web browser, and it is tmque discuss the most relevant challenges posed byessigrof such
component in charge of enforcing the usage rulescated protocols.

with the protected content. However, this is a i@uaspect )
concerning the security chain implemented by theMDR 4.1Security Problems
systems adhering to the approach reported in $e2ticince

a:jversarlgs tl:]ave all the t'”j[e tqnd res(;)ulrces_ttln:l%maer expected to be solved by modern watermarking poigoc
players. rurthermore, a protection model mainly edasn according to what is documented in recent studieslgcted in

content encryption can facilitate circumventioraekis such as, the field of digital ight protection [25. 2B7. 38. 39. 40
for example, those based on sound and video grgblmirfact, 41e E 43 4?25022)/2%_ protection [25, 287, 38, 39, 40,

encryption is the unique direct protection appliecgudio and
video digital content. As a consequence, when cinig
decrypted to be played, it is no longer protectad aan be
grabbed and then unlimitedly copied and redistabdut
Therefore, persistent content protection is regllire

This section enumerates the main security problévas are

The piracy tracing problemThe problem occurs when a
watermarking protocol does not allow a CP to deteem
whether a user illegally possesses a digital cariemwell as

who has appropriately purchased a content and then
illegally shared it via, for example, peer-to-pemtwork

4. Approach Based on Water marking Protocols applications. In this regard, the protocol shouldkm it
) possible to collect undeniable proofs against aiaioails
To overcome the problems reported above, a difteqeproach buyer who has illegally redistributed pirated cepigf a

to the design of DRM systems has been proposedhby t (gigital content and tries to deny this fact [17].43
research community. It is based on watermarkingogps

used to develop innovative web systems to protmgyrighted e+ The customer’s right problenThe problem occurs when a

digital content. watermarking protocol does not prevent a maliciQi®
Watermarking protocols define the schemes of theéo we from fabricating piracy to frame a honest buyerfdot, a
transactions by which buyers can purchase protedigithl CP could make and distribute a protected copy difyaal
content distributed by content providers (CPs) irsexure content purchased by a buyer and then accuse ez bt
manner [13, 14]. They have to ensure both a cowentent illegal distribution [25].

protection and an easy participation of buyershim purchase L

transactions of content distributed on the Intef@é}. In this * The unbinding problemThe problem occurs when a
regard, most of the early experiences documentedhén watermarkmg protocol does not allow a phshonesttﬁ:P
literature were based on the cooperation of estitiach as frame an innocent buyer by transplanting the busyer
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watermark into a copy of higher-priced digital camt distributed on the Internet [23, 30, 32, 33, 34,40 42, 43, 45,
which the buyer never bought. In fact, a CP miglduse 46, 47, 56, 57, 58].
the buyer of illegal distribution as well as obtain The first relevant challenge deals with the negjiote
compensatory payment [25]. mechanism supported by a watermarking protocatleftnes
) the method adopted by the protocol to identify vayia the
* The anonymity problemThe problem occurs when ayep transactions needed to purchase a digital ©onte
watermarking protocol does not protect the buyprigacy gjstributed by a CP [14]. In this regard, buyerswtl not be
against CPs during the web transactions needearah@se forced to adhere to a unique and rigid identifizatimethod
digital content. In fact,.a CP coulo! collect seneltda}ta when they want to buy digital content. On the canyiy they
about buyers and benefit from reselling them teoffarties  should be able to choose among different and usable
or exploiting them to do criminal actions [25]. identification methods, thus being able both todfiefrom real
purchase options and to accept the right tradéeifffeen some
of their goals, such as simplicity and anonymity BER].
However, most of the watermarking protocols propoisethe
literature adopt a unique negotiation mechanisrmiyndiased
on digital certificates issued by CAs. This is atual problem,
since digital certificates are widely used withinegtern
Europe, the U.S., and Japan, but their spread mwitither
geographical areas is still a slow and difficultogess.
Furthermore, it is unthinkable in the current welntext that a
buyer, for example, should possess and use aldigitéficate
even to purchase a single mp3 file. In fact, suciqggols end
up limiting the sale possibilities of CPs on theehnet.
The second relevant challenge concerns with thiécjgeation
f buyers in watermarking protocols, which shoulé b
aximally simplified. In fact, while it is reasorialto assume
that a TTP or a CP can perform complex securitjonst it
« The conspiracy problemThe problem occurs when a@ppears to be questionable to make the same assomftir
watermarking protocol cannot nullify the effects af buyers, who should not be forced to perform acttbascannot
collusion to fabricate piracy between a dishone®tafid a be automatically carried out by plugins installedtheir web
malicious buyer or between these two entities and &rowsers without a competentintervention. In jattr, buyers
untrustworthy third party. In fact, a CP could et to should not be considered able to generate oneaioaymous
cause the effects of the unbinding problem or @ thPublic and private key pairs based on specific sgcu
customer's right problem, whereas the buyer coulBarameters, or participate in group signature selseamd in
confound the tracing of piracy by obtaining thecdislit or  interactive ~ zero-knowledge proofs, or generate dvali

the removal of the watermark from the purchasederdn Watermarks, or digitally sign or encrypt specifiessages [30,
[17, 28, 40, 49, 50, 51]. 50, 60, 61]. Such an assumption represents a rayess

condition to consider a watermarking protocol sliifer the
* The ambiguity problemThe problem occurs when acurrent web context, because it is unthinkable lbgers have
watermarking protocol needs multiple watermarkiitises  to do one of the complex actions reported aboubglj want to
to guarantee the protection of digital contentfdct, such purchase content on the Internet. On the conttaryers can
insertions do not take into account that a digitahtent, establish SSL (Secure Sockets Layer)/TLS (Transpayer
when coded in a compressed format, has a limitpdaity ~ Security) connections to web sites that do not demesers for
of including hidden information without sufferingtieer a  digital certificates, or can download and executsbite code
deterioration in its perceptual quality or a weas& the fragments, such as Javascript code or Java bytgtdda3].
information hiding scheme [52, 53]. Therefore, whemnother relevant challenge concerns with the pdssible of
applied independently, a second watermark couldusen TTPs in watermarking protocols. In fact, such gertare often
or discredit the authority of the first watermaaikd this can employed as WCAs, Arbitrators, or Judges, to guamthe
act as an actual “ambiguity attack” [12, 52, 53 e security of the protocols. However, in the real hpthird
contrary, a single watermark insertion can be see@mnd parties could collude with the other parties inealvin the
robust [54], and enables the insertion of longdiqyinting  protocols, thus impairing security. FurthermoreaifTTP is
codes particularly useful to exploit “anti-collusio actively involved in the protocol, mostly actingasentity that

* The dispute resolution problenThe “dispute resolution
protocol” has to be run when a pirated copy is tbimthe
market, and it is used to identify the “traitor’g.ithe buyer
who distributed illegal replicas. Therefore, thespiite
resolution problem occurs when such a protocol:ddgs
not enable a CP to make appropriate adjudicatiatieout
involving the suspected buyer, since, in actuaktych a
buyer is very unlikely to cooperate; (2) is basedtbe
disposition of presuming the guilt of an uncoopeet
buyer, because, in the general practice of laws ithe
responsibility of the accuser to prove the guilt tob
defendant, not the reverse; (3) depends on theecatpn
between the buyer and the CP, because this coalileen
malicious CP to easily harass an innocent buyer b
repeatedly requiring cooperation [25].

techniques [16, 17, 37, 55]. gathers inputs from buyer and seller and producestitputs
for them, the protocol ends up lacking theoretictdrest, since
4.2Design Challenges it is well-known that any cryptographic task can dezurely

realized in an ideal world where a trusted partg ggputs from
the other parties, computes the outputs and sexdsparty its
corresponding output [62]. Therefore, protocolsutionot be
based on such parties or, at most, should strdimgit/the role

Even if a watermarking protocol solves the problesmorted
above, it has also to face the challenges posethégurrent
trends in the field of copyright protection of daji content
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played by them [30, 60]. However, the protocolg thanot to
employ TTPs need al least one TTP to validate fipetata, or
a crucial phase of their transaction schemes,eplhgins that
have to be downloaded and installed in the buyersb
browsers. This demonstrates that TTPs, at the ofatee art,
cannot be completely eliminated from watermarkingtq@cols,
even though their role can be limited [40, 48].tRarmore, the
protocols that assume the untrusted behaviour edithited
role of TTPs end up adopting protection schemes ftirae
buyers to perform complex security actions if thegnt to
participate in purchase transactions, and this miakech
protocols impractical and unsuited for the web e&n{30, 50,
60, 61]. As a consequence, if TTPs can neitherdmeptetely
eliminated from watermarking protocols nor play damental
roles, it is better to carefully exploit them [68}, 65] in order
both to simplify the buyer participation in the firools and to
limit their role. In fact, the real challenge in signing a
practical watermarking protocol suited for the wetntext
consists in adopting a “buyer centric’ approach edasn
striking a fair balance between a simple partidgradf buyers
and a limited, but necessary, role of TTPs [23].

The last relevant challenge deals with the efficien
characterizing a watermarking protocol. It depemufs the
amount of computing, memory and communication resssl
that a protocol requires, and it determines thetability of
the protocol since the smaller amount of resouecgsotocol
needs, the more feasible it is. Furthermore, stheetracing
mechanism implemented by a watermarking protoaglires
that a unique identification, i.e. the fingerpriig, embedded
into each content distributed on the Internet titne needed to
apply the protection to a content and the sizehefgrotected
content become two crucial
practicability. Finally, protocol scalability is ather significant
aspect of practicability, since it measures theabdijty of a
protocol to adequately support the protection psece the
presence of an increasing number of buyers.

5. Current Trendsin Water mar king Protocols

In the following sections some of the most challegg
watermarking protocols proposed in the last fewryeare
described and discussed on the basis of what istegpabove.
The main aim is to realize if such protocols canaotually
adopted to develop DRM systems suited for the otineeb
context without resorting to proprietary solutictst do not
correctly balance the opposite goals that charaetethe
problem of digital copyright protection in Internet

5.1TTP-Free Water marking Protocol

The proposal described in [30] is a TTP-free, “amaus
buyer and seller watermarking protocol”. Similamptablic key
cryptography, it uses a private key to embed a metek in a
content, whereas the presence of the watermarkeaerified
using a public key. Both the keys are employed iwithan
insertion scheme based on an interactive protoenlden the
buyer and the seller. The protocol ensures thabtiyer is the
sole entity able to obtain the content in its fimatermarked
form. Consequently, if the seller finds a waternearicopy of
content in the market, it can identify the “traitathat is who
has initially obtained such a copy and then illggshared it on
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the Internet [13, 14], and prove it to a third paf66].
Moreover, such a watermarking protocol enables batfers to
purchase watermarked content without informing rthei
identities to sellers and sellers to identify westby employing

a specific “dispute resolution protocol” [17, 66].

More precisely, according to what is reported igufe 2, the
buyerB generates a one-time key paikg,skg), which has to be

used in the public key cryptosystem that is “privac
homomorphic” with respect to the watermark insert[67].
Homomorphic encryption enables buyer and sellejotatly
compute the encryption of a watermark and to enitbdidectly

in the encrypted content in such a way that nontefparties
knows the inserted watermark. TheB, picks a random
watermarkWg, and encrypts it bitwise witbkg. B sets a request

message that includes the identifier of the conteriuy, the
bitwise encryption ofWg, the public keypks, and further

complementary information. FinallyB signs the request
message, sends it to the sell& and proves in
“zero-knowledge” that the request is correctly coep by
exploiting the complementary information included the
message. This means tiiti.e. the prover, can prove ®i.e.
the verifier, knowledge of some secret input thdfilf some
statement by exploiting an interactive two-partgtpcol and
without disclosing this input to the verifier.

After the zero-knowledge proof$ picks a unique random
watermark Wg and encrypts it bitwise wittpkg. Then, S

computes the concatenation of the two encryptecdnvetrks
Wg and Wg, thus generating the watermark that can

embedded into the content to protect by using timeedmorphic
property of the encryption scheme. This means that

aspects of the protocgbncatenation of the two encrypted watermarks can b

embedded in the original content by running theewatirk
embedding algorithm directly in the encrypted damé&inally,
S sends the encrypted and watermarked conteBf teho can
decrypt it to obtain the final watermarked content.

The protocol described above is characterized siyngle and
secure scheme. It solves all the problems repontegection
4.1, particularly the conspiracy problem, withoesarting to a
TTP. However, buyers are required to perform comple
security actions which cannot be carried out withspecific
competence. They have to perform encryptions artenmark
generations, and they can purchase digital contentthe
Internet only if they are provided with digital tficates and
are able to participate in interactive zero-knowkeg@roofs and
group signature transaction schemes, without hatimther
alternatives. Furthermore, the protocol is base@dmmadditive
homomorphic public key encryption scheme, whichbéem
encrypted watermarks to be embedded directly itte t
encrypted content without prior decryption. Howevauch a
scheme is very inefficient in practice, since itcipts the
samples of the content to be watermarked indiviguahd this
causes a high computational overhead. Moreovemitbtocol
expands the size of the protected content due @outie of
public-key encryption, and this requires a high oomication
bandwidth whenever the protected contents aretedmtyers.
Therefore, the watermarking protocol is not scaainl the
presence of an increasing number of buyers wantirapbtain

be
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protected contents, since each buyer has to reeei@ntent
protected by a personalised watermark.

5.2 Client-Side Embedding Water marking Protocols

The watermarking protocol described in Section dogs not
properly take into account the demands of buyens &o
transaction scheme that does not force them toy caut
complex security actions. Moreover, it is affechgdefficiency
and scalability problems when the seller receiveanyn

287
Vol. 9, No. 2, August 2017

seller from accessing the decryption keys sent tgets.

Furthermore, the protection scheme makes it alssiple to
embed a personalized binary fingerprint in digit@htent as a
result of the decryption operations. Consequentligital

content distributed on the Internet ends up beiatemmarked
by personalized fingerprints that are unknown togéller.

The latter [34] makes the proposal documented3h @sistant
to collusion attacks by adopting two different dimos for

generating the fingerprinting codes to be embediedhe

purchase requests: the former are caused by waterméecryption keys sent to buyers: the former expigeneration

insertions in digital contents, which are heavyragiens and
are carried out solely by the seller; the latteriaduced by the
high communication overhead that occurs whenewecopy of
a content, whose size is expanded by the insentibra
personalised watermark, is sent to a buyer.

Considerations about efficiency and scalability invate the
design of “client-side embedding watermarking pcote”,
which are characterized by protection schemes #uaipt
symmetric ciphers and “partial encryption” [33, 39, 58] (see
Figure 3). In such schemes, watermark inserticrarsied out
by sellers, which employ algorithms that additivelistort
selected transform coefficients of digital conterith a noise
sequence, thus making the distorted copy of contrasable.
Then, the same distorted copy, which can be coresidas
encrypted content because of the embedded noisenigo all
the buyer who wish to buy it, together with spexififormation
needed to partially remove the embedded noise sequ&uch
information is different for each buyer and enalitegers to
leave an imperceptible fraction of noise representthe
watermark. Consequently, each buyer can obtainiggutlsl
different version of content, which thus ends umrbey a
different watermark.

Client-side embedding watermarking protocols caniea® a
high level of efficiency in applying the watermapkotection,
since they adopt an enciphering scheme that orduimnes
computations of modular additions, whereas theratbbemes
based on homomorphic encryption often require cdatjmns
of modular exponentiations, which are much moreeesjve
than modular additions. However, they usually suffeaumber
of security problems, the most important of whiate:athe
customer’s rights problem and collusion problem.

The former is caused by the fact that the selleswathe
information to partially remove the noise sequeastedded
into the digital content sent to buyers and sait bave access
to the decryption keys that carry the client-specifatermarks.
Consequently, the seller can fabricate piracy @mmf an
innocent buyer, since it can make and distribufgyaf digital
content purchased by a buyer, then accuse the lofiyiegal
distribution.

The latter depends on the watermarking insertidrerse and
occurs when a coalition of buyers combine theifedéntly
watermarked copies in order to obtain a new copyhith the
watermark is much harder to be detected. In fhetwatermark
insertion scheme based on the distribution of &meesdistorted
copy of digital content to all buyers is characted by a
documented vulnerability to collusion attacks [34].

To solve such problems, two relevant protocols hbeen
proposed. The former [33] solves the customeristsigroblem
by modifying the original protection scheme to et the

strategy conceptually similar to using near orth@jo
independent Gaussian fingerprints, whereas therlatinsists
in generating the fingerprint of each user accaydna Tardos
code.

Even though the last developments of client-siddesding
watermarking protocols make them secure, efficiant

scalable without resorting to TTPs, they force baye perform
complex security actions, such as the decryptiorslightly

different versions of the received content, thusegating
copies protected by different watermarks. In femich a
peculiarity makes them unsuited to web context.[23]

5.3 Buyer-Friendly Water marking Protocols

The main aim of buyer-friendly watermarking protlsces to
overcome the problems that affect the protocolssqted
above by correctly balancing opposite goals, suekezurity
and ease of the participation of buyers in theqmaoit To this
end, these new protocols try to carefully employ$Tin order
to make the participation of buyers in the protecimple and
intuitive without impairing security. In particularin the
buyer-friendly watermarking protocol documentedas], the
TTP is employed in the role of “security delegatehich is a
common web entity specialized in supplying secuatraliable
web services to buyers. More precisely, the TTHh &g a
“registration authority”, which is involved only ithe initial
phase of the proposed protocol. It can be impleatkniith a
conventional Certication Authority (CA) that takebarge of
generating “tokens” and information to be used
unambiguously identify the buyer, the seller, thecpased
content, and the purchase transaction. It is NAIGA, even
though it has to behave as a TTP in the senseafanon CA.
Moreover, it cannot be considered as an actualirfehlTTP,
since it only intervenes in the initial, registoatiphase of the
protocol, while it does not take part in the sulbssq, core,
protection phase.

In Figure 4, a buyeB wishing to purchase digital content from a
seller S contacts the registration authoritfRA and
communicates his/her personal and payment creterfia,
which manages such credentials according to theelwid
accepted concept of “multilateral security” [7, 5@¢nerates a
“nonce” N and a one-time public and private key pakx(skg)
linked to theB's identity, the seller, the content, and the
purchase transaction. Then, it generates furthrrige tokens.
Finally, it encryptsN with pks and signs all the generated
information and tokens, which are returnedto

B forwards the encrypted nonce, the ki, and some of the
received information t&, which can thus use it to generate the
watermark to be inserted into the chosen digitateat directly
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in the encrypted domain, since the protocol is thase a
privacy-homomorphic cryptosystem. In fact, the wmutark is
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scheme unusable in the web context, since buyeafiot take
advantage of multiple negotiation mechanisms, (8% o

the concatenation of the encrypted noNand of an encrypted participate in an interactive zero-knowledge praofd (3) has
watermark picked byS. Then, S sends the encrypted andto generate the watermark to be inserted into thrgent to
watermarked content 8, who can decrypts it, thus obtainingprotect. To this end, it is worth noting that a @ratark should

the final watermarked content.

The introduction of the registration authority inetrole of
security delegate makes it possible to stronglypkfyn the
participation of buyers in the protection schemehuouit
impairing security, thus achieving an actual buyemdly
solution. In fact, a buyer has solely to interaithwhe seller and

be generated as a fingerprinting code [16, 17537 jn order
not to reduce the effectiveness of the appliedegtain, and
this cannot be considered as a competence of buyeally,
the protection scheme adopted by the protocol teméslarge
the size of watermarked content, and requiresehelh content
watermarked by a personalised fingerprinting caddiiectly

Table 1. The main design characteristics of the watermargitotocols described in Section 5

| Problemsand Challenges

Comments

TTP-freewat. prot.

Client-side embeddingat. prot.

Buyer-friendlywat. prot.

Security problems all solved all solved all solved
Negotiation mechanis Or.“Y one b?.SEd on only one based on digital certificate multiple
digital certificate

Participation of buyers complex complex simple

Role of TTP no TTP no TTP limited

Efficiency low due to addmve' medium due to partial encryption low due to addmve'
homomorphic encryption homomorphic encryption

Scalability low high low

the registration authority: the interaction withetlseller is
“natural”, whereas the interaction with the regititbn authority
is needed to relieve the buyer of complex actiond to
generate tokens able to make the protection trédnsasecure.
Moreover, the protocol is characterized by a redunenber of

transferred by the seller to each buyer. As a auesece, the
protocol is characterized by a not scalable semviodel, since
the seller is burdened by a huge amount of comipatand
communications when the number of content purchepeests
increases.

Table 2. Pros and cons of the watermarking protocols diesdrin Section 5

Watermarking Protocols Pros

Cons

TTP-free

simple transaction scheme
no TTP and collusion problel

complex actions in charge of buyers
limited efficiency and scalabili

Client-side embedding

high efficiency and scalability

complex actionchmarge of buyers

Buyetfriendly

no collusion problems
no complex actions in charge of buyers

limited efficiency and scalability

interactions among the involved parties, even thatgannot
be considered scalable, since its transaction selesimilar to
that one characterizing the protocol describedentiSn 5.1.
However, the design approach adopted by the prbioakes it
very promising, since buyers not provided with sfiec
competences or digital certificates can purchageyraghted
digital content in a secure way.

6. Discussion

The watermarking protocols described in the previsections
are based on very different design approaches.r Thain

characteristics, together with pros and cons, anensarised in
Table 1 and Table 2.

The protocol presented in Section 5.1 is baseti®ekey idea of
eliminating the TTP so as to restrict the transscicheme to
the sole interaction between buyer and seller. €hables the
protocol to be secure and to solve the conspiraoplems

through an interaction scheme that consists ohadd number
of steps. However, such a design solution makegtbeaction

In contrast to the solution referred above, cligde embedding
watermarking protocols are characterized by a bbalservice
model, which is obtained by directly involving buyen the

protection process of digital content. In fact, raported in
Section 5.2, buyers have to take charge of partralinoving

the noise sequence previously embedded by the &elie the

purchased content, thus obtaining a content wat&edaby a
personalised watermark. This also means that thlalstty of

the protocol is achieved at the expense of buyens, have to
perform complex actions to generate the final wersdf the

purchased protected content.

The protocol presented in Section 5.3 representsttampt to
balance opposite design goals, such as securly,cdaise, and
efficiency. The key idea is to resort to a careftl restricted
employ of a TTP in order to make the participatdiuyers in
the protocol easy. Therefore, the protocol adoptsinaple

protection scheme similar to that one implementgdthe

proposal documented in Section 5.1, but, at theestime, it

avoids complex operations for buyers, such asqaation in

group signature scheme, watermark generation cjgzation in
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interactive zero-knowledge proofs, and signaturesckh.
Nonetheless, the protocol is affected by the sdfimemcy and
scalability problems that characterize the protatadcribed in
Section 5.1.

7. Final Remarks

Digital copyright protection is a relevant probldor global

media players and for web users. The former wisideguately
protect their digital content without incurring problems of
misuse, illegal distribution, plagiarism, and migagpriation,

which cause considerable revenue loss. The laitdT t@ buy
digital content without being forced to carry oubntplex

security actions or to use proprietary DRM systehat can
give rise to problems of privacy and fair use.

Although global media players promote software tohs

based on HTML5 and its extensions, other solutizersed on
watermarking protocols appear to be very promisifigey

exploit watermarking techniques applied in the eanhtof

secure transactions to protect digital contentitisted on the
Internet. They have evolved over the last decaderding to

different design approaches, which have determihegoints
of strength and weakness of the major protocolthiBregard,
the most recent solutions try to address the pnobte

achieving efficiency in applying protection and derio

eliminate TTPs, since such parties can give risedltusive

behaviors. However, when the TTPs are eliminatdus

protocols end up requiring a complex participatidtuyers in

the purchase transactions of digital content, tmaking the
protocols unsuited for the current web contextti@ncontrary,
buyer-friendly solutions are possible if, for exdep
“mediated” approaches are adopted. Such approacbdmsed
on the introduction of security delegates, whicim celieve

buyers of the burden of carrying out complex ségwactions

by generating specific security tokens during lediphases of
protocols.

Security delegates behave like common CAs and thkbrcan

be carefully designed so as to prevent collusiieabiers. In

this regard, future challenges to meet
buyer-friendly  watermarking  protocols  concern
simplification of the transaction schemes, so asnakes the
protocols scalable, and the reconsideration of rble of
security delegates, which could be further limited.
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